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BBepneHune

Hactosiee pykoBoACTBO MO 9KCnnyatauuMuM npedHasHadeHo [Ans  O3HaKOMMEHUSI C  TeXHUYEeCKUMU
XapakTepucTukamu, npaBunaMu SKCniyaTaumMmM U NOHUMAaHWS NPUHUMNOB paboTbl ceTeBOoro web/snmp agantepa
iNode-Relay, B nanbHenem nmeHyemoro “agantep”.
1 HasHauyeHue

1.1 Apantep npefHasHayeH AOnNs YOANEeHHOrO KOHTPOMNs M YNpaBfeHUs PasfuyHbIMK YCTPOWUCTBaMM, KOHTPOIS
napameTpOB OKpy»KaloLlel cpeabl (TemnepaTypa, BNaxHOCTb 1 4p.).

1.2 A,u,anTep npeancraBndaeT cobon MHTenneKkTyaribHoe yCTpOVICTBO C nporpaMmmumpyemMmbiM MNoJib3OBaTtenemMm
|P-a,D,peCOM, npegHa3Ha4eHHoe And  HenocpeaACTBEHHOINo  noAKIM4YeHua K nokanbHoW wunu rnobanbHon
BbIYMCINUTENBHOM CeTH.

1.3 Agantep MMeeT BO3MOXHOCTb yAaneHHOro afMUHUCTPUPOBAHWS, TO eCTb ANA aAMUHUCTpaTopa peanusoBaHa
BO3MOXHOCTb ynpaenatb no IP (Internet Protocol) ceTn oTaenbHbIMKM yCTpOMCTBaMKM, OTCrexXMBaTh (B TOM YNUCHE U
BU3yanbHO) 06CTAHOBKY Ha MOAKOHTPOIIbHOM OBbEKTe U 3aaBaTb MOrMKy paboTbl CUTHAMbHBLIX PENERHbIX BbIXOAOB B
3aBMCHMOCTU OT COCTOSIHWSI ATUUKOB OKPY>KatoLen cpeabl U AUCKPETHOMO BXoAa.

1.4 Apantep MOXeT WUCMOMb30BaTbCA KakK CamMOCTOATENbHOE YCTPOMCTBO, Tak M paboTaTb B nape C agjantepamu
iNode-Sense, iNode-Mini-D, iNode-Mini-R ¢ ycraHoBkow cBsi3n  mexgy ycTpouctBamu no npotokony TCP/IP, uto
MO3BONSIET NONb30BATENIO OPraHM30BbIBaTb MX PAboTy B peXume YANMHUTENS AUCKPETHbIX OaTYMKOB (“CyxmX’ KOHTaKTOB)
yepe3 cetn Ethernet. MNpu aTom aganTepbl NPOM3BOASAT HEMPEPbIBHLIA KOHTPOMb HAaNMuMs CETEBOro MOAKMIOYEHMS, U
aBTOMaTM4eCKN BOCCTaHaBMNMBAOT paboTy nocrne BO30GHOBMNEHWS NMOAKIIOYEHUS B Crydae, eCrnuv cBsi3b Obina HapyLueHa.

1.5 A,u,anTep npegHasHa4dyeH OnAa yCcTtaHOBKM U 3KCnjflyatauum B NOMELWEeHUAX C UCKYCCTBEHHO peryrmpyemMmbiMn
KnmMmaTn4eCKMMmn ycnosmamMmmn Ond pa6OTbI B OJINTEJNIbHOM (Hel'lpeprBHOM) pexunme B yCrnoBuax BO34ENCTBUSI:

— TemnepaTypbl okpyXxatowero so3gyxa ot 233 go 323 K (ot - 40 go + 50 °C);

— OTHOCUTENBHOWN BNaXXHOCTM Bo3ayxa He 6onee 85 % npu TemnepaType He Bhiwwe 298 K (25 °C);
— aTmocdhepHoro gasnexus ot 60 go 106,7 klMa (ot 450 go 800 mm pT.CT.);

— atmocdepbl TMNa Il no NOCT 15150-69;

CreneHb 3aWnThbl agantepa OT NPOHMKHOBEHMS MOCTOPOHHMUX Ten un Boabl — IP20 no TOCT 14254-96. Okpyxatowas
cpefa He JoMmkHa coaepXaTbh TOKONpoBOoAALLEN NbIMN N XMMUYECKM aKTUBHbIX BELLECTB.

1.6 KoHcTpykums agantepa cooTBeTCTBYeT TpeboBaHusim GeszonacHoctu cornacHo FOCT P MOK 60950-2002 gns
o6opynosaHusa knacca lll no cnocoby 3almThl YenoBeKa OT NopaxeHNs1 ANEKTPUYECKMM TOKOM.

1.7 ApanTtep npu aKcnnyataumm He TpebyeT NOCTOSIHHOrO NPUCYTCTBUS 06CNYyXMBatOLLEro nepcoHarna.
2 TexHuYeckue AaHHbIe
2.1 OCHOBHbIe TEXHNYECKME aHHble N XapaKTepUCTUKN aaanTtepa npencraBrieHbl B ma6.nuue 1.

2.2 ApanTep MMeeT BCTPOEHHbLIN web-cepBep, NO3BOMAIOLLMIA YNPaBnsATh ero paboTol U KOHTPONIMPOBATL COCTOAHME
penerHbIX BbIXOOOB, OMCKPETHOrO BXO4a, a TakkKe MNOAKIMIOYEHHBbIX LMGPOBLIX AATYMKOB C MOMOLLBH JHoboro
pacnpocTpaHeHHoro web-6payaepa (Microsoft Edge, Opera, Mozilla Firefox, Google Chrome).

2.3 ApanTep UMmeeT BCTPOEHHbIE MHTepeNnChl CBS3N, obecneynBatoLLime ogHoBpeMeHHyto paboty: Ethernet, WiFi (B
pexume koHeuHou ctaHumm), WiFi (B pexxmme Toukun gocTyna).

2.4 DnekTpornuTaHue apantepa MoxeT obecrneuvMBaTbCs Kak BHELWHWM WCTOMHUKOM MNUTaHMSA  MOCTOSIHHOMO
HanpskeHus 9..60B, Tak n yepes ceTb Ethernet B cootBeTcTBumM co ctaHgapTom PoE IEEE 802.3af (IEEE 802.3at).

2.5 ApanTep nos3BonsieT 3agaBaTb JOMMKY paboTbl BbIXOAOB CWUrHaNbHOIO perie B 3aBUCUMOCTU OT COCTOSIHMS
OVCKPETHOro BXOAda, MoKa3aHWM [aTYMKOB OKpyXXalollenW cpedbl WM COCTOSHUS OUCKPETHbIX BXOAOB APYrnX
WEB/SNMP agantepoB, nogkmntoveHHbix no TCP.

2.6 Agantep obecneuvBaeT MOAKMIOYEHVME 00 4-X [aTyYMKOB TemnepaTypbl, OAQHOTO AaTyvka BRaXHOCTU U
Temneparypbl, 0QHOrO AaTynKka JaBNEHUs 1 TeMrnepaTypbl, 40 4X AaTYMKOB TeMnepatypsbl no wuHe 1-Wire.

2.7 ApanTep MMeeT BCTPOEHHbIN XypHan cobbituin go 4000 3anuce.

2.8 A,u,anTep MMEET BCTPOEHHbIE 3HEProHe3aBUCMMbIE YacCbl pearibHOro BpemMeHn And obecneyeHns KOPPEKTHOIo
XypHanuposaHud cobbITUn npn nepmnognyvecknx OTKITIOHYEHUAX HANpPAXEHUA 3JN1EKTponnTaHnAa Wi nporpamMmHbIX
nepeas3arpy3kax aganrtepa.

2.9 ApanTep obGecne4ynBaeT OOHOBMNEHUE BCTPOEHHbIX YAcOB pearlbHOro BpeMeHu no npoTtokony SNTP.

210 Apantep obecneynBaeT AMCTAHLMOHHOE 06HOBIEHNE BHYTpPeHHero MO (firmware).

2.11 YpoBeHb Wwyma npu pabote yctponctea He 6onee 20 gbA Ha paccTosiHumn 1 m oT npubopa.

2.12 CpepHee Bpemsi HapaboTkM Ha oTka3 He meHee 150000 yacoB. CpegHui cpok criyx0bl He MeHee 10 ner.



Ta6nuua 1 — OCHOBHble TeXHNYECKME AaHHble U XapPakKTepucTuku

[MapameTp, eavHuLa u3mMepeHns

3HaYeHvie NapameTpa

Anekmpuyeckue xapaKkmepucmuku

Hnana3soH pabo4ero NocTossHHOro HanpskeHust Unowm, B 9...60

[nanasoH pabo4ero NocTossHHOro HanpshkeHust Bxoga PoE, B 23 ...60

MouHocTb noTpebnerus, BT, He 6onee 4,0

MNopaepxmBaemble cTaHaapTbl POE IEEE 802.3af-2003,
IEEE 802.3at-2009

Cemeebie uHmepdgelcbi

CeTeBol MHTEPhENC NPoOBOAHOM 100BASE-TX

10/100/1000 Mbit coBMecTUMbI

CeTteBoi HTepdelc becnpoBoaHom

WiFi IEEE 802.11 b/g/n
- PEXMM CTaHLWK;
- PEXMM TOYKM gocTyna (Ha 2
NOAKITHOYEHNS)

MPOTOKOS1bl aBTOPU3aLIMM:
WPA-PSK/WPA2-PSK

Mopaoe p>XnBaemble MPOTOKOIbI

BCTpoeHHbIn HTTP/HTTPS cepsep, TCP,
UDP, TLS, ICMP, DNS, DHCP, SNTP,
SMTP, SNMP v1 v2c v3, Syslog, Telnet

(pexum KOMaHOHOW CTPOKM)

lNMapamempbi QuckpemHo20 exoda

HanpspkeHune Ha 3axkmMax KnemmHbix 6nokos, B 5+0,7
BHyTpeHHee 3KBMBareHTHOE CONPOTUBIIEHNE ONCKPETHOIO BxoAa, KOM 1,03
MakcrmarnbHO 40NyCTUMOE CONPOTUBIIEHUE ONCKPETHOMO AaTymka, KOm 1,8
lNMapamempbi peneliHbix 8bIX0008

Yuncno penerHbiX BbIXOOOB, LUT 8
MakcumanbHas KOMMyTaLNOHHAsA CMOCOBHOCTL peneriHbIX BbIXO40B 1A@24VDC
Ha NOCTOSHHOM TOKe 0,3A @ 60VDC

MakcumanbHas KOMMYyTauMOHHaA CMocobHOCTb pene|7|Hb|x BbIXO040B
Ha nepeMeHHOM TOKe

0,5A @ 125 VAC

UHOukayus u cueHanusayusi

CeeToBas nHamMkaums

«Ctartycy, uHgmkaums Ethernet:
«[MogkntoyeHne», « AKTUBHOCTb»

Ycnoeust pabomsi

Pexum paboTbl

HenpepbIBHbLIN

Pabouas TemnepaTypa okpyxatowero so3gyxa, °C oT-40 po + 50
TemnepaTtypa TpaHCNopTUpoBaHus / xpaHeHusi, °C oT-50 go +50/0ot1-50 go + 50
OxnaxgaeHue EcTtecTBeHHOE
CreneHb 3awuTtbl no FOCT 14254 IP20
Pa3mepbl u macca
MabaputHble pasmepsl ([ x LU x B), Mm, He Gonee 64x88x35
Macca / macca B ynakoBke, Kr, He 6onee 0,15/0,20

3 KomnnekTt noctaBku

3.1 AganTtep noctaBnsieTcs B KOMMIEKTE, ykadaHHOM B mabsiuye 2.

Tabnuua 2 - KomnnekT nocTaBku

HanmeHoBaHWe n3genusi, COCTaBHOW YacTu, AOKYMEHTA Kon-Bo, wt. | NpumedaHue

WEB/SNMP- agantep AUCTaHUMOHHOIO (TENEMETPUYECKOIO)
KoHTpons u ynpaeneHusiiNode-Relay

Brnok nutaHus (ceTeBou agantep)

1*

Macnopt

* [locTaBNsA€TCA MO COrnacoBaHUIo C I'IOTpe6VITeJ'IeM




BHumaHue! B kayecTBe apjantepa 3MeKTPONUTAaHUA MOXET ucrnonb3oBaTbcA nwbon AC/DC agantep c

BbIXOAHbIM CTaOMNMN3NPOBaHHbLIM NOCTOAHHbLIM HanpsbkeHuem 9-60 B, MOLIHOCTLIO He MeHee 6 BT, pasbem
- 5,5x2,1MM.

4 YcTpoucTBO U paboTa aganTtepa

4.1 BHewHun BUA, Ha3Ha4YeHWe OPraHoB ynpaBneHus U UHAUKaLnmn
4.1.1 BHewHwi Bua agantepa npeacrtasneH Ha pucyHke 1

1 — pa3sbem 5,5x2.1MM anekTponuTaHusa aganTepa;

2 — pasbeM RJ-45 «Ethernet» co BcTpoeHHbIMY nHaMKaTopamn «lMoaknoyeHne» N « AKTUBHOCTbY,

npeaHasHadYeHHbIN A8 NoAknioYeHns yetponctaa k cetu Ethernet 100Base-TX vnu komnbloTepy, oCHaLLEeHHOMY
COOTBETCTBYIOLLIEN CETEBOWN KapTOW;

3 — pasbeM RJ-12 (RJ-25) «Sensor» anst NogknoyYeHnst LMdpOBbIX AaTYNKOB;

4 — kHonka «Rst.» NnpegHasHadeHHas gns copoca ¢ nocneayLen MHMUManmM3aumen KOHTponnepa aganrtepa, 4ns
cbpoca napameTpoB aganTepa Ha 3Ha4YeHWs1 MO YMOMYaHMIO, a Takke Ans Nepexofa agantepa B peXuM 3arpy3ymka;
5 — nHpgukatop «Stat.», oTobpaxatowmin paboyee cocTtosiHMe aganTepa;

6 — knemMMHbIV 6ok «Dly, npegHasHa4YeHHbIV ANst NOAKMTYEHUS AUCKPETHOMO AaT4yumKa;

7 — KneMMHble 6r1okn penenHbix BoixogoB KV1-KV8, npegHasHayeHHble 4N NOAKTHOYEHUS UCNOMHUTENbHBIX
MEXaHN3MOB;

iNode-Relay

Soriaor Ethernet

i
"

Relay Outputs
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PucyHok 1 — BHewHun Bug agantepa iNode-Relay
4.2 PeXuMbl nHgMKauum

4.2.1 Vugukatop paboyero coctosHus «Stat.» ykasbiBaeT cocTosiHue paboTbl KoHTponnepa. Pexumbl paboTbl
nHavkatopa «Stat.» npeacrasneHs B mabnuye 3.

Tabnuua 3 — Pexxumbl paboTbl HAUKaTopa «Stat.»

Pexvm paboThbl HavnmeHoBaHue pexnma nHankaumm
BbIKkntoyeH ApanTtep BbIKMOYEH

MepuaHue Afantep HaxoAUTCH B pexume 3arpy3yqmka
BkntoyeH VHnumanunsaumsa agantepa

BkniovaeTcs nepuoguydecku 1 pas Pabounn pexxum nHamnkaumm agantepa
(anutensHocTb 50 mc) c may3on 1 ¢

BkniovaeTcs nepnoanyecku 2 pasa OTKa3 4YacoB pearnbHOro BpeMeHu agantepa
(anutensHocTb 50 mc) c mayson 1 ¢

BkniovaeTcs nepnognyecku 3 pasa CwncremHas owmnbka agantepa

(anutensHocTb 50 mMc) c nay3on 1 ¢
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4.2.2 ViHgukatopbl «lMogkntoyeHne/AKTUBHOCTb» M «CKOPOCTb» YKa3blBalOT COCTOSIHAE MOOKIIOYEHUS] K CEeTU
Ethernet 100Base-TX B cooTBeTCTBUN C mabauyel 4.

Ta6bnuuya 4 — HazHayeHue nHaukatopoB «lMogkntoyeHne» n «KAKTUBHOCTb»

Whaunkatop «CkopocTb» Unankatop HanmeHoBaHue pexnma nHankaumm
(MeBbIif, LBET 3eMeHbIN) «MopaknioyeHne/AKTUBHOCTL)
(NpaBbIn, LBET XeNTbi)

BbIknoyeH BbIknoyeH Cgsasb no Ethernet He ycTaHoBnEHa

BKAIOYEH BLIKMIoYeH YcraHosrneHa cBa3b no Ethernet, ckopoctb
nepega4un gaHHbix — 10 Méut/c

BKAIOYEH BKioueH YcraHosrneHa cBa3b no Ethernet, ckopoctb
nepegayv ganHeix — 100 Méut/c

BkniovaeTcs nepnoanyecku BkntoyeH/ BoikntodeH OcyuwectBnseTcsa nepegada gaHHbix no Ethernet

4.3 Pexumbl paboTbl KHONKK «Rst.»

4.3.1 KpatkoBpemMeHHOEe HaxaTue (yaepxaHne mMeHee 5 cekyHA) KHOMKM cOpoca «Rst.» npvBoguT K nepesarpyske
MUWKPOKOHTpOfepa aganrepa.

4.3.2 HaxaTtve n ygepxaHve Oonee 8 cekyHn KkHomnku cbpoca «Rst.» npuBoguT K cOpocy Bcex HacTpavBaeMmbixX
napameTpoB (B TOM 4uUCNe W CETEBbIX) Ha 3HAYeHMs MO YMOMYaHMIO C MOCNeaylLWwen nepesarpys3kon
MUWKPOKOHTpOfepa aganrepa.

4.3.3 HaxaTue n ygepxaHue kHomku copoca «Rst.» npu nogave HanpspkeHWs NUTaHUS NEPEBOAUT adanTep B PEXUM
3arpysuumka.
5 YkasaHua mep 6e3onacHocTU

5.1 To cnocoby 3awmTbl YenoBeka OT MOPaXEHWUS INEKTPUYECKMM TOKOM agantep OTHocuTca K knaccy Il no
FOCT P M3K 60950-2002.

5.2 [lpu ycTaHoBKe, NOAKIIOYEHMN M OGCNYXXMBaHUM aganTepa cobniofanTe obLue nNpaBuna anekTpobe3onacHoCTU.
5.3 He ponyckaiiTe nonagaHus XXUAKOCTU U MHOPOAHbIX NPeaMeTOoB BHYTPb Kopryca agantepa.

5.4 He ponyckante nonagaHua Ha Kopnyc aganTtepa MNpsiMbIX COSTHEYHbIX fyYer U He pacrnonaramTe YyCTPOMCTBO
BOMM3N MCTOYHMKOB TEMMOBOIrO U3Ny4YeHUs.

5.5 He pasmewante apgantep BONM3M OTKPbITOM MOBEPXHOCTM BOAbl MM B MOMELLUEHMSIX C MOBbILUEHHON
BITAXXHOCTbIO.
6 [MoproroBka kK paboTe

6.1 V3Bnekute aganTep M3 yrnakoBKW, NPOM3BEAUTE BHELLHWI OCMOTP, MPOBEPLTE KOMMIEKTHOCTb COrfacHo pasdesty 3.
OctaBbTe aganTep Ha 2 4yaca B KOMHAaTHOM TemnepaTtype, €Cnv OH ANUTENIbHOoe BPeMsl Haxodwurcsl B YCIOBUSIX
BO3[eCTBMS OTpuLAaTErNbHbIX TeMnepaTyp.

6.2 YcraHoBuTE aganTtep B cneunanbHO oTBeageHHOoe A5A HEero Mecrto.

6.3 [Mogkntounte, Npn HeobxoammocTu, ceTeBon kabenb Ethernet 100Base-TX (B KOMMMEKT MOCTaBKM He BXOAMT) K
pasbemy RJ-45 «Ethernet» agantepa (cm. pucyHku 1,2) 1 COOTBETCTBYHOLLEMY pa3beMy CETEBOrO 060pya0BaHMS.

6.4 [MlogknioumTe, Npu HeobxooUMOCTU, MCNOMb3yeMble UMdpoBble AaTunkn K pasbemy RJ-12(RJ-25) «Sensor»
(cm. pucyhnku 1, 3). Npn NOAKMIOYEHNM HECKOSNbKUX AATYMKOB HEOOXOoAumo ucronb3oBaTb passeTBuTenn TCU4,
TCUS5 “VELLEMAN” (unu aHanornyHble).

6.5 [MogkntounTe, NpM HeobBXOOMMOCTU, WUCMOMb3YEMbI ANCKPETHbIN AaTyMK K KNeMMHbIM ©6rokaM AMCKPEeTHOro
Bxoaa «DlI» (cm. pucyHok 1).

6.6 [MogkntoumTe, NpM HEOBXOAMMOCTW, UCMOMHUTENbHbIE MEXaHW3Mbl K KneMMHbIM Orokam peneriHbiX BbIXO4OB
KV1-KV8 (cm. pucyHok 1).
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PucyHok 3 — Cxema anekTpuyeckas pa3bema RJ-12
(RJ25) “Sensor” noaknioveHus LM poBbIX
PucyHok 2 — Cxema aneKkTpu4ieckasi ceTeBoro AaTyukoB
kabens Ethernet 100Base-TX

6.7 [pn MCNONb30BaHWM BHELUHEr0 WMCTOYHMKA 3NEeKTponuTaHus HanpsbkeHnem 9-60 B n BbIXOOHOM MOLUHOCTLIO He
MeHee 6 BT, nogknoumTe ero K pa3bemMy areKTponuTaHns agantepa (CM. pucyHok 1).

6.8 [lpu obecneyeHnn anekTponuTaHma no crangapTty PoE, ckoHdurypupynte, npyu HeOOXOOMMOCTM, BHELLHEE CETEBOE
obopynosaHve Ang obecneveHns nogaym anekTponutaHna PoE Ha aganTep.
7 lMNepBoHavanbHas HacTpounka

Mepen noaknioveHneM agantepa npovTuTe AaHHOE PYKOBOACTBO NO 3KCMyaTauumn.

7.1 Nopknio4veHne K KOoMnbroTepy nNo nHTepcency Ethernet

1. Bblkniounte nutaHue Bawero komnbloTepa.

Moakntounte Ethernet-kabenk k pasbeMy RJ-45 «Ethernet» agantepa u k Ethernet-agantepy Bawero komnbtotepa.
[MoaknounTe NCTOYHUK NUTaHUA K ajanTepy.

BkniounTe KOMNbIOTEP U OOXAMTECH 3arpy3ky onepaumoHHON CUCTEMBI.

YcraHosute cneaytowmin IP agpec Bawero NMK: 192.168.200.2, ans sToro:

- Haxmute kHonky lNyck n nepengute B pa3gen lMaHenb ynpaenenusi > Cemb U NMOOK/IIOYEHUsT K
UHmepHemy > Cemeenble NOOKIHOYEHUSI;

- B okHe Cemeeble MnOOKIHOYEHUS] LIENKHATE MNPAaBOW KHOMKOW MbIWKM NO COOTBETCTBYHOLLEMY
TModknroYeHUro Mo JIoKanbHOU cemu v BbibepuTe CcTpoky Ceolicmea B OTKPbIBLLUEMCS KOHTEKCTHOM MEHIO;

- B okHe [lodknroyeHue no JiOKanbHOU cemu — CBOWCTBA, Ha Bknagke O6wue, B pasgene
«KomnoHneHmsbl, ucnonb3yembie amum rnooOKIFOYeHUeM» Bblioenute ctpoky lMpomokon MumepHema (TCP/IP).
HaxmuTe kHonky Ceolicmea;

- YcTaHoBUTE NepekmnoyaTtenb B nonoxeHne «Mcrnosnb3oeams ciedyrouwuli IP-adpec». B none IP adpec
BBeanute 192.168.200.2, B none Macka nodcemu Beegnte 255.255.255.0. Haxxmute kHonky OK;

- Haxmute kHonky OK B okHe TMoOknro4eHue no 1okanbHOU cemu — ceolicmea.

o bk wbd

7.2 Nopknio4yeHue K KomnbloTepy no nHtepcency WiFi (pexxum Touku gocrtyna)

1. B HacTpowikax nogkntodeHus 6ecnposogHon (WiFi) ceTn komnbioTepa BbibepuTe ANst NOLAKIIOYEHNUST TOYKY
poctyna ¢ HaumeHoBaHveM «iNodeRelay XX:XX:XX», roe XX:XX:XX nocnegHue 3 6noka MAC-agpeca
noakrno4aemMoro agantepa

2. Begute naponb WiFi nogkntoveHus (no ymonyaxumio — password).
3. TpoKOHTpONUpPYHTE NOAKMIOYEHUS KOMMbIOTEPA K CETU YCTPOMCTBA.
7.3 YcrtaHoBKa IP agpeca apanTtepa

3anyctute web-6pay3sep, B agpecHown cTpoke BBeauTe IP agpec agantepa.
- Ans nogkntoveHus no nHtepdeincy Ethernet, |P agpec apantepa no ymonyaHuno:192.168.200.200;

- 4ana nogkmoveHns no uHtepdpericy WIiFi  (pexum Todkm  goctyna), IP apgpec apantepa no
ymonyannio:192.168.201.200;
- Oona nogkntdeHuss no uHTepdgency WIiFi (pexumM KOHEYHOW cTaHuumn), IP appec apantepa no

ymonyanuio:192.168.202.200;

Mocne 3arpysku web-cTpaHuLbl aganTepa, oTkponTe NyHKT MeHlo « Hacmpolku ycmpoticmea -> Cemesabie
HacmpoUuku» (CM. pucyHku 4-6).



Ethernet ’ CraHumsa Wifi (Wifi STA) Touka aoctyna Wifi (Wifi AP)

MpuopuTeT NHTepdelica: ‘BbICOKI/IVI "\

MAC-agpec: 08:b6:1f:39:5e:db

Wmst DHCP: |I-RELAY-ETH \

Bkntounte DHCP knvieHT [ |

IP agpec: | 192.168.200.200 |

Macka nogceTu: \255.255.255.0 ]

IP agpec wntosa: |192.168.200.200 |

MepBuYHbIV DNS: \0.0.0.0 }

BTopuuHbIi DNS: ‘0.0.0.0 \

PucyHok 4 — Bug ctpaHuubl «<HacTporku ceTeBbix napameTpoB Ethernet» web-uHtepdenica agantepa

‘ CraHuwns Wifi (Wifi STA) ’ Touka goctyna Wifi (Wifi AP)

PaspeLueHvie paboTsl nHTepdelica | |

Nms cetn Wifi: \ |

Maponb ceTn Wifi: ‘ |

Kanan Wifi (1-13, 0-agTo.): @

CraTtyc Wifi:

MpuopuTeT NHTepdelica: ‘Cpe,qu/lVl v ’

MAC-agpec: 08:b6:1f:39:5e:d9

Wwmsi DHCP: |I-RELAY-STA !

Bratounts DHCP kavieHT [ |

IP agpec: [192.168.202.200 |

Macka nogcetu: ‘255.255.255.0 ’

IP agpec witoza: \192.1 68.202.1 ]

MepBuyHbIZ DNS: ‘0.0.0.0 ’

BTopuuHbIli DNS: \0.0.0.0 ]

PucyHok 5 — Bupg ctpaHuubl «HacTporku ceteBbix napameTpoB WiFi STA» web-untepcennca agantepa



Touka pgoctyna Wifi (Wifi AP)

“ CTaHU'Mﬂ = (WIﬁ STA)

PaspelleHue paboTbl HTepdelica

Wwms cetn Wifi: | iNodeRelay_39:5e:da
Maponb ceTn Wifi: | ****xrxx

Kanan Wifi (1-13, 0-aBT0.): |11

MpuopuTeT nHTepdeiica: | Huskui
MAC-agpec: 08:b6:1f:39:5e:da
Mmsa DHCP: | I-RELAY-AP
Bkntounte DHCP cepsep
IP agpec: | 192.168.201.200
Macka noacetu: | 255.255.255.0
IP agpec wnto3a: | 192.168.201.200

MepsuryHbI DNS: |0.0.0.0
PucyHok 6 — Bup ctpaHuubl «HacTporku ceteBbix napameTpoB WiFi AP» web-uHTepderica agantepa

Mo ymonuaHuio ncnonb3yoTes cnegytowuve napamMmeTpbl aBTopu3saLmu:
MMA agMUHUCTpaTopa — «adminy,
Naposib — «KPasswy.

BHumaHue! Ana koppekTtHown pa6otbl WEB mnHTepcennica 1 HTTP aBTopmsauum B Gpay3epe He AOJIKHbI
ObITb 3anpeLleHbl javascript u cookie

Ha ctpannue Cemeeble HacmpoUKu YCTAaHOBUTE, MOOYEPEOHO Afs MCMoNb3yeMbiX WHTEPdENCOB,
HeobxoauMble 3HadeHus IP agpeca, mackm nogceTtu, wro3a U DNS cepBepa, NMOO BKMOUUTE aBTOMaTU4YECKOE
nony4yeHne atmux napameTtpoB oT DHCP cepBepa Baluen cetw.

Mpy HaxaTnm Ha kHorky «MpuMeHUTb» afjanTep COXpPaHUT 3aflaHHble 3HAYeHUs napameTpoB, MOCMe 4ero,
npy HEOOXOAMMOCTM, Nepe3arpy3nTcs.

8 HacTponka apantepa

BHumaHue! MNMepen Havyanom paboTbl C aganTepoM Heo6xogUMMO NPOBepUTbL Hanuume cBexen Bepcun MO B
COOTBETCTBYHOLIEM Ha cante npousBogutTensa www.intellect-module.ru u, npum Heo6xoaMMoOCTU, OGHOBUTL
MO apanTepa B cooTBeTCTBMM C N.N. 8.6.10 HacTosLEero pykosoacrea

8.1 NmaBHas cTpaHuua aganTepa

Mpu BBOAE B agpecHom cTpoke web-6payaepa IP agpeca, nm6o DHCP vmeHn ycTpolicTBa, OTKpbIBaeTCH rnaBHas
CcTpaHuua web-uHtepderica agantepa (CM. pUCYHOK 7).

Ha paHHOM cTpaHuue oTobpaxalTcs TeKylme COCTOSIHUS penenHbiX BbIXOAOB W 3HAYeHUs napamMeTpoB
AaTyMKoB afanTtepa. Takke Ha rMaBHOW CTPaHuLIe pacnonoXeHbl cneayloLlme opraHbl ynpasneHms n nHaukaumm (cm.
PUCYHOK 7):

1 — KHOMKa ANsi PacKpbITUA/CKPLITUS MEHIO afanTepa;

2 — cTpoKa COCTOSIHUSI penenHbIX BbIXOA0B U AUCKPETHOro BXOAa;

3 — pata/Bpems aganTepa;

4 — KHOMKa NepeknioyeHns Asbika MHTepdenca;

5 — packpbIBaloOLLMINCA CNNCOK BblIOOpa AENCTBUS ONSA PYHHOro yrnpaBneHWsl COOTBETCTBYIOMM peneriHbiM BbIXOA0M
(BbIKMMKOYNUTDL, BKIMIOYUTD, --- (OTKNOUUTL yNpaBneHue));

6 — 3HaueHne Taﬁmepa PYYHOro ynpaBsneHus peﬂeVIHblM BbIXO40M (nocne ncre4yeHme BpemMeHn Taﬁmepa, COCTOAHNE
BbIXO4a BEPHETCA B npeabiagyuiee, ecrin OHO OTIIM4aeTCda OT TeKyLlero, B NpOTUBHOM Crly4dae 6y,u,eT MHBepTI/IpOBaHO).


http://www.intellect-module.ru/

HacTPO/iKy penefiMbix BLXOA0B
HacTpoiiku ANCKPETHOrO BXOAA
HaCTPOMKY LMGPOBLIX AATUHKOB
HacTpoiixu TCP-coeamuHenmit
HacTpo#iky ycTpoiicTea

CeTesbie HACTPOKI

Peneiinbiii BbIXOA 1

Craryc
NpuopHTeTs! ynpasneHus: Pyuoe ynpasnenme 5

DeiicTeue pyuroro ynpasnenns: t.c: 0| BKNIKOYNTL

2\ Peneiinbiii Bbix0a 3

Craryc: BBIKNIOYEH

10

MnasHan

Peneiinbiit Bbixoa 2

Craryc
NpuopuTeTsl ynpasnenus: Pyuroe ynpasnenvie
QeiicTBue pyuHOro ynpasnenna:tc: 0 | BKIKONMUTD

Peneiinbiit Bbixop 4

Craryc

BK/IIOYUTL

BLIK/IOYUT

BKNOYATDL

. MpuopuTeTH! YNy PyuHoe ynp. MPHOPUTETSI yNpaBneHws: Pyuroe ynpasnenue
Hactpoiiku ceptudmxara HTTPS AeiicTBuIe PYUHOro yNpasnexus:t,c: 0 BbIK/IIOUUTL AeiicTBIE PYUHOTO yNpaBnenus:t,c: 0
a  SNMP
Hactpo#iku SNI PeneiiHbiil BbIXOA 5 N Peneiiubiii BbixoA 6
Hacrpoiixu E-mail
Craryc Cratyc: BbIK/IIOYEH
Hacrpoiiku Syslog
NpropuTers: ynp: PyuHoe ynp: Npwiop Pyuroe ynp.
R Tee AeiicTBue pyuHOro ynpasnenus:tc: 0 | BKKOYUTL [AeiiCTBUE PYuHOTO yNpaBReHma:t.C: 0
Hacrpofiku Telegram bot Peneiiubiit Bb1X0R 7 Peneiihbiii 8biX04 8
Komnéurypaums xypHana
Cratyc Craryc
HacTpoiiku Bpemenn NpuoputeTsl ynp PyuHoe ynp. MNpropuTeTH yNpasneHus: Pyuxoe ynpasnenme
DeficTeue pyuHoro ynpasnenus:tc: 0 | BKKOUNTL DeiicTBue PyuHOro ynpasneHms:t.c: 0
O6Honeue NO
@ Avcxpernwii exon s Aarunx °t Nel
Be3onacHocTs (KoHTaKT) 1 (remneparypa)
e B HOPME 26.0°C

MHBeHTapU3aums 0.0 1.0 0.0

XypHan cobuiTmit

Logout

PucyHok 7 — Bug rnaBHomn ctpaHuubl web-uHtepcenca iNode-Relay

Kpome Bu3yanbHOro npeacrtaBneHus uHdopmauun, no npotokony HTTP BO3MOXeH AO0CTyn K TEKCTOBbIM
dannam cdopmarta JSON, cogepallmm HAaCTPOWKN N AaHHbIE ATYMKOB, a TaKKe JaHHbIe XXypHarna cobbITUiA.

B ma6nuue 5 npenctaBneHbl NyTM K davnam AaHHbIX, PacrnofoXeHHbiM B agantepe. [aHHble dannos

OBHOBMAKTCA NPU KAXO0M CHMTbIBaHWMM dhaina.
Tabnuua 5 — TekcToBble hannbl gaHHbIX hopmaTta JSON

Onucanue caina Hoctyn MNyTb Kk cpaiiny JSON

Pain gaHHbIX, OTOOpaXXaeMblX Ha rMaBHOW CTpaHuLe ytenne | http://[IP-agpec]/index.json

davin faHHbIX peneriHblX BbIXoO40B ytenue | http://[IP-agpec]/routputs.json

dann gaHHbIX OUCKPETHOro Bxoaa yteHve | http://[IP-agpec]/dinput.json

Pain faHHbIX LMPPOBLIX AaTHMKOB ytenne | http://[IP-agpec]/sensors.json

®aiin JaHHbIX CTPOKU COCTOSAHUS ANUCKPETHLIX BXOAOB U PENenHoro yTeHue http://[IP-agpec]/status.json

BbIx04a

Pain gaHHbIX PacrnonoXeHUs U CUCTEMHbIX daTbl/BpeMeHn agantepa yTeHne http://[IP-agpec]/loc.json

Pain xypHana cobbiTuii B TEKCTOBOM dhopmaTe coobLLeHni yteHue | http://[IP-agpec]/log.json

davin xxypHana cobbITUi B KOOOBOM ¢hopmaTe coobLLEHMI yteHne | http://[IP-agpec]/log_cd.json

Pain cnucka coobLLEeHWI XXypHana cobbITui ytenne | http://[IP-agpec]/protect/log_config.cfg
davin gaHHbIX aBTOPM3aLMM agMUHUCTpaTopa/nonsb3oBarTens yteHune* | http://[IP-agpec]/protect/auth.json

®ann POST 3anpoca Ans 3anucy HacTpoek aBTopu3aLmm 3annek” | htn://[IP-appec)/protect/auth_p.json
agMyHUcTpaTopa/none3oBaTens

®ainn POST 3anpoca ans 3arpysku KoHdurypauui agantepa 3anucb | http://[IP-agpec]/protect/cfgupload_p.json
®ain Hactpoek TCP-coegnHeHuin ytenue | http://[IP-agpec]/protect/devtcp cfg.json
®ainn POST s3anpoca ans 3anucu Hactpoek TCP-coeguHenui sanucb | http://[IP-agpec]/protect/devtcp_cfg_p.json
®ann craryca TCP-coegunHeHuii yteHue | http://[IP-agpec]/protect/devtcp_status.json
davin HacTpoeK ANCKPETHOro Bxoaa ytenue | http://[IP-agpec]/protect/dinput_cfg.json
®ainn POST 3anpoca ans 3anucy HacTpoek AMCKPETHOro Bxoga sanucb | http://[IP-agpec]/protect/dinput_cfg_p.json
®ain crtatyca 6OKMPOBKM aBTOMATUYECKOro OTKIOYEHMS aBapum yteHue/ | http://[IP-agpec]/protect/dinput_trig.json
OVCKpeTHoro Bxoda 3anuncb

davin faHHbIX M HACTPOEK MHBEHTapu3aLmm ytenue | http://[IP-agpec]/protect/inventory.json
®ain POST 3anpoca Ans 3anucy HacTpoek MHBeHTapu3auum 3anucb | http://[IP-agpec]/protect/inventory p.json
davin ceTeBbIX HACTPOEK yteHue | http://[IP-agpec]/protect/net_cfg.json
®ain POST 3anpoca Ans 3anucy ceTeBblX HAaCTpoek sanucb | http://[IP-agpec]/protect/net_cfg_p.json
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dawin craTtyca ceTeBbIX HACTPOEK ytenue | http://[IP-agpec]/protect/net_status.json
Pavin HacTpoeK penenHbIX BbIXOA0B ytenue | http://[IP-agpec]/protect/routputs_cfg.json
®ainn POST 3anpoca Ans 3anucy HacTpoek penenHbIX BbIXO40B sanucb | http://[IP-agpec]/protect/routputs_cfg_p.json
darin HacTpoeK LMdPOBbIX AATYUKOB ytenue | http://[IP-agpec]/protect/sensors_cfg.json
®ain ctatyca 6MOKMPOBKM aBTOMaTUYECKOro OTKIOYEHWS aBapum yteHue/ | http://[IP-agpec]/protect/sensors_trig.json
LUMdpPOoBbIX AAaTYMKOB 3anuncb

®ainn POST 3anpoca Ans 3anucy HacTpoek LMpoBbIX 4aT4YMKOB sanucb | http://[IP-agpec]/protect/sensors_cfg_p.json
®ain Hactpoek SMTP (Email) ytenne | http://[IP-agpec]/protect/smtp_cfg.json
®ainn POST s3anpoca ans 3anucu Hactpoek SMTP (Email) 3anucb | http://[IP-agpec]/protect/smtp_cfg_p.json
Pain cratyca oTnpaBku TectoBoro coobueHnss SMTP (Email) ytenue | http://[IP-agpec]/protect/smtp_status.json
®ainn Hactpoek SNMP ytenue | http://[IP-agpec]/protect/snmp_cfg.json
®ainn POST s3anpoca ans 3anucu Hactpoek SNMP 3anucb | http://[IP-agpec]/protect/snmp_cfg_p.json
davin CMCTEMHbIX HAaCTPOeK ytenue | http://[IP-agpec]/protect/sys_config.cfg
®ain Hactpoek SYSLOG ytenue | http://[IP-agpec]/protect/syslog_cfg.json
®ain POST s3anpoca ans 3anucu HacTpoek SYSLOG sanucb | http://[IP-agpec]/protect/syslog_cfg_p.json
®ain cratyca otnpaskn SYSLOG coobLyeHui yteHue | http://[IP-agpec]/protect/syslog_status.json
®avin HacTpoek TELNET ytenne | http://[IP-agpec]/protect/telnet_cfg.json
®ainn POST s3anpoca ans 3anucu Hactpoek TELNET 3anucb | http://[IP-agpec]/protect/telnet_cfg_p.json
danin HacTpoek Telegram Bot ytenue | http://[IP-agpec]/protect/tgbot_cfg.json
®ainn POST 3anpoca gns 3anucu Hactpoek Telegram Bot sanucb | http://[IP-agpec]/protect/tgbot_cfg_p.json
dawin ctatyca coeguHeruns Telegram Bot yteHue | http://[IP-agpec]/protect/tgbot_status.json
davin HacTpoeK CUCTEMHOro BPEMEHN aganTepa yteHue | http://[IP-agpec]/protect/time_cfg.json
®ain POST 3anpoca Ans 3annucy HacTpoek CUCTEMHOIO BpEMEHM sanuce | http://[IP-agpec]/protect/time_cfg_p.json
agantepa

BHumaHue! dainnbl, HaxogswWwMmMecs B nanke «protect» OOCTYNHbI TONLKO ANA yCNeWHO aBTOPU3OBaHHOIO
agMUHUCTpaTopa

KoampoBka Bcex ykasaHHbIx dannos: utf-8.
Ha rmaBHOM cTpaHuUe aganTepa oTobpaxarTcs cregyrowme AaHHbIE:
8.1.1 [daHHble penenHbIX BbIXOOOB:

1) M COOTBETCTBYIOLLErO pPenerHoro Bbixoda (NpyM MNycTOM MOfie HacTPOEK MMEHW oTobpaxatoTcs
CMMBONbI ...);

2) Cratyc penenHoro Beixoga (BbIKITKOYEH, BKIMKOYEH, HEM3BECTEH (korga cocTtosiHue penenHoro Bbixoda
He MOXeT ObITb OMnpeferneHo, Hanpumep, NpU YCTAHOBIIEHHOM LENCTBUMM «---» C MOCMeAyoLlen nepesarpy3kon
apanTtepa));

3) lMpuopuTeTbl ynpaBneHnsi peneriibiM BbIXOAOM. YCTaHaBNUBAKOTCA ANsl BO3MOXHOCTW YNPaBNeHUs perieHbIM
BbIXOOOM OT HECKOSbKMX AaT4YMKOB UIN BPYYHYO. [1epBbii NPUOpUTET UMEET CaMbIil BICOKUIA YPOBEHD;

4) [ewicteme pyyHoro ynpasnenus (BbIKIMIOYUTb, BKIMKIOYUTD, --- (oTkNounTb ynpasneHue));

5) Taivep OeicTBusl penenHoro Bbixoda Npu pyYHOM yrpaBneHun (Mo UCTEYEHUM BpEMEHM Talmepa COCTOsIHUE
BbIx04a BepHEeTCs B NpeapblayLlee, ecrim OHO OTNNYaeTCs OT TeKyLLero, B MPOTUBHOM crydyae 6yaeT MHBePTUPOBaHO).

8.1.2 [laHHble AUCKPETHOro Bxoaa:

1) Nms gnckpeTHoro Bxoda (npw MycToM Nose HacTPOeK MMEHM OTOOpaXKatoTCst CUMBOSbI ...);

2) Crartyc guckpetHoro Bxoga (B HOPME, ABAPUA);

3) ®dusmyeckoe COCTOSIHUE KOHTaKTa OUCKPETHOrO BXxoda (KOHTAKT Pa3OMKHYT, KOHTaKT 3aMKHYT).
8.1.3 [aHHble undpoBbIX AaTYMKOB:

1) Tvin 1 HomMep LMGPOBOro Aatynka (aT4MK TemnepaTypbl, BNAXHOCTWU, TOYKM POChl, AABMEHUS, TeMMepaTyphl
1-wire);

2) Vims umdpoBoro gatymka (Mpu nycToM Mnosie HacTpoek MMeHN 0TOBpaxxarTca CUMBONbI ... );

3) NamepeHHOoe 3Ha4yeHne napameTpa AaTyuka u cTaTyc gatdmka, oTobpaxaemMbi LIBETOM;

4) 3HadeHue NOporoB aBapui 1 rMcrTepesunca.
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8.2 HacTpoWku penenHbIX BbIXOAOB
ApanTtep obnagaeT yHKUMEN ynpaBieHUs BCTPOEHHbIMU CUTHANbHbIMW pene B 3aBMCMMOCTU OT COCTOSAHMS
MOAKITHOYEHHBIX 4aTYMKOB UM ANCKPETHBLIX BXOAOB, a Takke PYHKLUUEN YpaBNeHNE B PyHHOM PEXMME.

Ha ctpaHvue «HacTtpownku penenHbIX BbIXOAOB» (CM. PUCYHOK 8) OCYyLLECTBNSETCA YCTaHOBKAa CreayHLmX
napameTpoB ANl COOTBETCTBYIOLLIErO PenerHoro Bbixoaa:

1) WM penenHoro Bbixoda (4o 32-X CMMBOJIOBY);
2) ®nar paspelleHus/3anpeTa 3annucy B XypHan cobbITUA U3MEHEHUS COCTOSIHWS PEeNEeVHOro BbIXOAa;

3) HevictBue py4yHOro ynpaereHus peneviHeiM Bbixogom (BbIKIMIOUYUTb, BKIKOYUTb, --- (oTknounTb
yrpaBreHne)) 1 3Ha4YeHe TaMepa PyYHOro yrnpaBneHus;

4) TpvopuTeTbl yNpaBneHusi perneHbiM BbIXOAOM OT AATYMKOB MMM PYYHOrO ynpaefeHus. YcTaHaBnvMBalTca Ans
BO3MOXHOCTU YrpaBrneHus penenHbiM BbIXOAOM OT HECKONbKMX OATYMKOB UNWU BPYYHY0. [epBblin NpuoputeT umeeT
CaMbli BbICOKUI YPOBEHb.

PeneliHbiv BbIX0A 1 ’ PeneliHblli BbIX0OA 2 PeneliHblli BbIXOA 3 PeneliHbl BbIXoa 4
PeneliHbl BbIXOA 5 PeneliHbiVi BbIX0A 6 PeneiiHblv BbIxoa 7 PeneliHbIVi BbIxog 8

ViMs peneliHoro Bbixoaa:

MmMA penenHoro Bbixoaa:

3anucbiBaTth cOBbITUA B XypHan

[enctsue pyyHoro ynpasnenus: t, c: 0 - v

HacTpoiiku ynpasneHns penenHbiM BbIXOA0M (NPUOPUTETBI YNpaBeHnus)

1 TCP-ynpasnenue 4 v | BKNMKOYUNTL
2| | v
3 v - v
4 — v||— v
5 — v||— v
6 — vl v
7 — v||— v
8 - v v
9 |- v||— v
10 - v|[— v

PucyHok 8 — Bua ctpaHuubl «kHacTponku penenHbix BbixogoB» web-uHtepcenca agantepa
8.3 HacTpownku guckpeTHoro Bxoga
Ha crtpanvnue «HacTpowku guckpeTHoro Bxoaa» (CM. PUCYHOK 9) OCYLLUECTBMSeTCA YCTaHOBKa CreayroLmx
napameTpoB:
1) Wms gnuckpeTHoro Bxoaa (8o 32-x CUMBOIIOB);
2) Twvn KOHTaKTa NOAKITHHYAEMOro AMCKPETHOIO AaTYMKa:
- HOPMarbHO-PA30MKHYTbIA KOHTAKT (aBapuvsi NPy 3aMbIKaHWN KOHTaKTa 4aTyumKa);
- HOPMarbHO-3aMKHYTbIA KOHTaKT (aBapusi Mpy pasmblKaHMM KOHTaKTa gatyvka);

- HOpMaJ'IbHO-pa3OMKHyTbIl7I KOHTaKT B pexumMe Tpurrepa (COCTOHHVIe CMEHAETCA Npun KaXOoM 3aMblkaHUn
KOHTaKTOB AaT4/Ka, Ha Ppa3MblKaHME KOHTaAKTOpP AaTyMka agantep He pearmpyeT);

- HOpMaJ'IbHO-3aMKHyTbII7I KOHTaKT B peXnumMme Tpurrepa (COCTOFIHI/Ie CMEeHAETCA Npu KaxaomM 3amMblKaHUN KOHTaKTOB
0aTHMKa, Ha 3aMblKaHME KOHTaKTOp AaTyuka agantep He pearMpyeT);

3) Bapepxka cpabatbiBaHus aBapum (0..99 cekyHa);
4) 3apepxka otMmeHbl asapuu (0..99 cekyHa);
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5) dnar paspelleHusi/3anpeTa 3anmMcu B xXypHan cobblTUIN M3MEeHEHNUs1 COCTOSIHUSI AUCKPETHOro BXOAA;

6) Pnar oTKNYEHNUs aBTOMATUYECKON OTMEeHbI aBapun. [pu ycTaHoBke AaHHOro dnara aBapumHoe COCTOsIHUE
JaTtyMka oTknovaetcs nubo npu nepesarpyske agantepa, MO0 HaxaTMeM Ha COOTBETCTBYHIOLLYK KHOMKY
«COpocuTb aBapuioy;

msi fuckpeTHoro Bxoza:
Tun KoHTakTa: | HOPMAJ/IbHO-3AMKHYThI
3azepxka aBapuy, c: |0
Taimep oTMeHbI aBapuu, c: |0
3anuceiBaTb COBLITUA B XXypHa

OTKNOUYNTD aBTOMaTn4eckyro OTMeHY aBapun

PucyHok 9 — Bug ctpaHuubl «<HacTponku gauckpeTHoro Bxoaa» web-mHTepdenca agantepa

MyHKT «TaliMep OTMEHbl aBapuu» npedHasHadYeH AOns ycTpaHeHus «apebesra KOHTaKTOB», a Takke Ons
YCTpaHeHUs! BIUAHMS KpaTKOBPEMEHHbIX aBapuii Mo AUCKPETHOMY BXOAY Ha BbIXOQHOE COCTOsIHME CUrHanbHOro pene,
N MOXET NpMHMMaTb 3HadeHus oT 0 oo 99 cek. MNocne npekpalleHuss aBapum No AUCKPETHOMY Bxoay (B criydyae ecrnu
He npousoiaeT HoBasi aBapusl) NO UCTEYEHNM BPEMEHW, paBHOMY 3HauyeHuio « TalimayT aBapuny», agantep nepeiget
B COCTOSIHVE [10 aBapuu.

8.4 HacTtpounku undpoBbIX 4aTHYUKOB

Ha ctpannue «HacTtponku umdpoBbIx gatumkoB» (CM. pucyHok 10) OCyLLEeCTBNSIETCA YCTaHOBKA CriedyHoLmx
napamMeTpoB [r1s1 COOTBETCTBYIOLLErO LMAPOBOro AaTymKa:

1) Wms umndppoBoro aatymka (4o 32-x CMBOSIOB);

2) BepxHui nopor aBapum SaTvuka;

3) HwxHui nopor aBapum gaTynka;

4) T'vcTepesnc oTMEHbI aBapuUn AaTUKKa;

5) 3apepxka cpabaTtbiBaHus aBapum (0..99 cekyHa);

6) ®nar pa3pelueHus/3anpeTa 3anncy B XypHan CobbITUIA U3MEHEHUS COCTOSIHMS LIMA)POBOro AaTUMKa;

7) ®nar oTknoYeHUs aBToMaTMYecko OTMeHbl aBapuu. MNpu ycTaHoBKe OaHHOrO dhriara aBapuiiHOE COCTOSHVE
JaTyska OTKIYaeTca NGO Npu nepesarpyske agantepa, NGO HaxaTUeM Ha COOTBETCTBYIOLLYHO KHOMKY «COpocUTb
aBapuioy;

8) KHonka cbpoca npUCBOEHHOrO [aTyMKy CEepUMHOrO HOoMepa (TONbKO ANA AaTYMKOB Temmnepatypbl 1-wire).
MpucBoeHMe HoMepa AaTyuky 1-wire NPOU3BOAUTCS NPU €ro NOAKIMIOYEHUM K aganTepy (MOMCK AaTyMKa MOXET 3aHMMaTb
no 30 cekyHO) w3 cnmcka cBOOOAHbIX AaTyMkoB 1-wire apanTtepa. B panbHenwem, gatyvkvM onpawuvBaroTcs Mo
COOTBETCTBYHLLMM COXPaHEHHbIM CEPUHBIM HOMepaMm. [pu 3ameHe gaTtynka HeoOXOAUMO COPOCUTL COOTBETCTBYHOLLIMN
OaTumKy CepUHLIA HOMED;
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e ‘
JlaTuunK BNaXxHOCTU JlaTuunK BNaXxXHOCTU JaTunk BAaxHocTu (Touka JaTyuuvk aaBneHus
(Temnepartypa) pochbl)

JlaTunk fjaBneHus Jatumk °t 1 (1-wire) Jatuuk °t 2 (1-wire) [Jatuuk °t 3 (1-wire)
(Temnepatypa) 286c8b80e3e13c4d 287bea80e3e13c4f

[atuuk °t 4 (1-wire)

ms umdposoro gatyuika:
BepxHuii nopor asapuu, °C: 0.0
HuxHwnin nopor asapuuy, °C: |0.0
lncrepesuc, °C: [ 1.0
3agepxka aBapuu, c: |0
3anucbiBaTh COBLITUS B XXypHan

OTKNOUNTL aBTOMaTU4eCcKyto OTMeHY aBapuun
PucyHok 10 — Bup ctpaHuubl «HacTporku umdpoBbix gaTtuMkoB» web-uHTepdenca agantepa

8.5 Hacrtpownkn TCP-coeguHeHumn

TCP-coeanHeHns obecneumBaioT npsmyto TCP  cBs3b  mexagy pasnuuHbiMu - yctporcteamy  (iNode-Mini-R,
iNode-Mini-D, iNode-Sense, iNode-Relay) n ynaneHHoe ynpaBneHus penenHbIMM BbiXO4amMuM B 3aBUCMMOCTU OT
COCTOSIHUSI AMCKPETHbIX BXxoaos Apyrux yctponcts (iNode-Mini-D, iNode-Sense, iNode-Relay)

Mooynn «TCP-coeauHeHue 1..12» npegHasHayeHbl ANs 3a4aHUsl COCTOSIHUSI MPOrpaMMHbIX OOBEKTOB
«TCP-ynpaBneHne 1..12», KoTopble MWCMOMb3YIOTCA B HACTPOMKax MNPUOPUTETOB YMpaBfeHUs COOTBETCTBYIOLLErO
penerHoro Bbixoga. T.e. AN ynpaBreHus penerHbiM BbIXOAOM HEOOXOAMMO YCTaHOBWUTL HACTPOWKM OOHOTO M3 Mopaynen
«TCP-coeauHenune 1..12», 1 ycTaHOBUTbL /11 COOTBETCTBYIOLLENO PENENHOro Bbixoda B MpUopuTeTax YnpaBrieHusi
ncTouHuk aenctems « TCP-ynpaBneHue» ¢ COOTBETCTBYHOLLMM HOMEPOM.

Mogynb «TCP-coeguHeHune 13» wncnonb3yeTca Ans nepedadnm COCTOSHUSA OUCKPETHOro Bxoda Ha Apyroe
Heobxopmmoe ycTporicTBo (iNode-Mini-R, iNode-Sense, iNode-Relay).

Ha crtpanuue «Hactpomnku TCP-coeguHeHun» (CM. pucyHok 11) OCylLecTBNSeTCA YCTaHOBKa CheaytoLmx
napameTpoB:

1) Tun coegnHenus (OTknmoyeH, CepBep, KnueHT). Jlio6oe 3 TCP-coegnHeHui MOXET BbICTyNaTb Kak B pOru
CepBepa, Tak 1 B ponv KnueHta (B 3aB1MCMMOCTM OT TOrO, Kakoe 13 ycTponcTs umeeT “Genbin” IP-agpec). B kaxxgom TCP
coeavHeHUn OBYX YCTPOWCTB OfHa M3 CTOPOH AOMkHa OblTb HacTpoeHa B kadvecTBe KnmeHTa, a BTOpasi — B kayecTBe
CepBepa;

2) WHtepdberic ansa coegunHenust (Ethernet, WiFiSta, WiFiAp, Auto). icnonb3yeTcst TONbKO Npy TUNE COeaNHEHNS —
KnueHt. YctaHaBnmBaeT nHTepderic ans ucxogswero TCP nogkntoveHns. B pexxvuve Auto npov3soautca nooyepeaHbii
nepebop nHTepdencoB, YTO MOXET NPMBOANTL K Bonee MeaneHHOMY YCTaHOBIEHNIO cBs3n ¢ CepeepoMm (40 1 MUHYTI);

3) Appec CepBepa. Vicnonb3yetcs Tonbko npu Tune coeamHerns — KnueHT. YkasbiBaetcs IP-agpec unm DNS nms
TCP-coeguHeHWsl, HaCTPOEHHOTO B KadecTBe cepsepa. [Nns yBenuyeHusi CKOPOCTW YCTaHOBIMEHWS CBSI3W, WK MNpu
oTcyTcTBUM goctyna k DNS-cepsepy, Heobxoammo ykasbiaThb IP-agpec.

4) Topt TCP. B kaxxgom TCP coeanHeHWn AByX yCTPOWCTB HOMEpP NopTa JOSMKeH coBnaaarth.

BHumaHue! Ecnu B apantepe HacTpoeHO Heckonbko TCP-coeguHeHuMn B kavectBe CepBepoB, UX NOPThbI
OOJMXHbI coBnagaTtb. [pM M3MeHeHMM HOMepa nopTa OogHOro u3 cepBepHbix TCP-coeguHeHun aganTtepa
OyAyT u3MeHeHbl BCce OcCTalibHble HOMepa MOPTOB HAacCTPOEHHbIX cepBepHbix TCP-coeguHeHun [aHHOro
apanTepa (c pa3pbIBOM CBA3U NOAKNIOYEHHbIX COeaUHEHUN)

5) YhukanbHbim ID wncTtounuka. Ona TCP-coegMHeHWn AUCKPETHbIX BXOAOB Bcerga aBToMaTtuyecku ykasaH ID
NCTOYHMKA. [ns ycTaHOBMeHMS cBA3n ¢ modynem « TCP-ynpaBneHue» (ynpaeneHue penenHbiMn Bbixogamu) He0OXoaMmo
yKa3aTb Tpebyembli yHUKanbHbIn 1D cooTBETCTBYIOLLEro AMCKPETHOro Bxoda. YHukanbHble ID B nape KnueHT - CepBep
OOIDKHBLI COBMNaaarth;

6) Maponb ans yctaHoBneHusi ceasu. Maponu B nape KnueHT - CepBep O0MKHbI COBMNaaaTh;
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7) ®nar ycraHOBNeHWs akTMBHOIo coctosiHusa « TCP-ynpaBneHusi» npy notepe cBa3m (Tonbko Ans oobektoB «TCP-
ynpaBneHue» (ynpasreHue penenHbiMu Boixogamu)). [MNpu obpbiBe CBA3M M HEBO3MOXHOCTU MOBTOPHOMO COEAMHEHUS B
TeYeHne 2 MWHYT MPOU3BOAMTCS COOTBETCTBYHOLLAA 3amnvCb B XXKypHamn cobbITuiA, M, NMpU yCTaHOBKe AaHHOro donara,
yCTaHaBMUBaETCH aKTMBHOE COCTOsIHNE AaHHOro « TCP-ynpaBneHus»;

TCP-coeguHenune 1 TCP-coeanHeHue 2 TCP-coeanHeHue 3 TCP-coeanHeHue 4
(TCP-ynpaBneHue 1) (TCP-ynpaBneHue 2) (TCP-ynpaBsnerue 3) (TCP-ynpaBneHue 4)
TCP-coeguHeHnue 5 TCP-coeanHeHue 6 TCP-coeanHeHue 7 TCP-coeanHeHue 8
(TCP-ynpaBneHue 5) (TCP-ynpaBsneHue 6) (TCP-ynpaBenenue 7) (TCP-ynpaBneHue 8)

TCP-coegunHeHue 9 TCP-coegnHeHnue 10 TCP-coeauHeHnue 11 TCP-coegnHeHue 12
(TCP-ynpaBneHue 9) (TCP-ynpaBneHue 10) (TCP-ynpaBenenue 11) (TCP-ynpaBneHue 12)
TCP-coeanHeHnue 13
(dnckpeTHbIN BXOA)

Tun coeguHeHus: \ KnueHt v

WHTepdenc ansa coenHeHns: \Auto v \

Anpec cepsepa: |192.168.200.2

Mopt: |43672 |

YHUKarnbHbIit ID ucTouHmKa: |9c69b4d02361/D001T |

Mapornb: | ****** |

AkTUBHOE cocTosiHue TCP-ynpasnexusi npu notepe | |
CBA3N

Cratyc OTKnoyeH

PucyHok 11 — Bup ctpaHuubl «Hactpoiku TCP-coeanHeHnin» web-uHrtepdenca agantepa

MpumepHbIN nopsiaok HacTpovikn TCP-coeanHeHws ans yaaneHHoro yrnpasneHus penenHbIM BbIXO4oM ajantepa
Ne1 oT AnckpeTHoro Bxoaa Apyroro ycrponctea (agantepa Ne2):

1) HactpouTb Ha agantepe Ne2 Ha cTpaHuue HacTpoek TCP-coeguHeHMn aAnsi COOTBETCTBYHOLLENO ANCKPETHOMO
Bxoja:

- TUN coeanHeHnst: KrnuneHrt;
- HTepdenc coeauHeHns: [BbIGPaHHbIN MHTepdenc Ana cBa3n YCTPONCTB], unn Auto;
- agpec cepsepa: [IP-agpec agantepa Ne1, pene KOTOporo He0OXo0AMMO 3a4eNCTBOBATL];
- nopT 43672 (Mnu nHown);
- naponb: [NPon3BOSIbHBLIN]
2) Hactpoutb B agantepe Ne1 Ha cTpaHuue HacTpoek TCP-coeanHeHwni:
- TMn coeanHeHmns: Cepaep;
- MOPT: [COOTBETCTBYIOLLMIN HOMEP NopTa C HACTPOEHHOrO yaaneHHoro agantepa no n.1];
- YHUKanbHbIv 1D nctodHuka: [cootBeTcTBYIOWMIA ID ¢ HacTpoeHHoro agantepa Ne1 no n.1];
- Maponb: [COOTBETCTBYOLMIA NAporb ¢ HacTpoeHHoro agantepa Ne1 no n.1];
- YCTaHOBUTb hnar akTMBHOTO cocTosiHnA « TCP-ynpaBneHus» npu notepe CBA3W;

3) OoxaaTbCa YCTaHOBMEHUS CBA3W MeXAdy YCTPOWCTBaMU MO COOTBETCTBYIOLIMM 3anucsM nyHkToB CrtaTtyc
TCP-coeanHeHUn NoaknioyaeMbIX YyCTPOWNCTB.

4) Ons ynpaBneHus HeoOXOAMMbIM peneriHbiM BbIXOOOM, HacTpouTb Ha agantepe Nel aBTomaTtuueckoe
ynpaBneHne COOTBETCTBYIOLLEro pernenHoro Bbixoga (BblbpaTe B HACTpOWKax YyrnpaBneHus pernenHoro Bbixoda
COoOTBETCTBYIOLLEe HacTpoeHHoMy no n.2 «TCP-ynpaBneHue», a Takke OTKIIOYMTb PyYyHOE ynpaBlieHue perenHbIM
BbIXOAOM (BbIOpaTh B HACTPOWMKaX PYYHOrO YNpaBieHUst 3Ha4YeHne «---»).
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8.6 HacTtpouku yctponcrtsa

8.6.1 CeTeBble HacTpouku

Ha cTtpaHuue «CeteBble HacTPomMku» (CM. pucyHku 12-14) ocylLecTBNSIETCA HACTPOMKN CETEBbLIX NapaMeTpoB AJ1s1
WHTepencoB CBA3M.

BHumaHue! Mpu naMeHeHUn ceTeBbIX HACTPOEK aganTepa, BIUAIOWMX HA TeKyliMe ceTeBble NOoAKIMIoYeHNs
(Hanpumep, BbIKNOYeHMe UHTepdeica), aganTep byaeT aBTOMaTU4EeCKU Nepe3arpyeH.

Ona nHtepdpenca «Ethernet» ocylecTBnseTCs ycTaHoBKa criefyoLLmMX napameTpoB:

1) MNpuoputetr uHTepdpenca (Bbicokmn, Cpeanun, Huskun). lNpuoputeT wuHTepdpenica onpepensieT NopsifoK
NCMonb30BaHWA UHTepdenca Npy MapLIpyTU3aLumM COEQUHEHWI;

2) MAC-agpec nHTepdenca (TonbKo A1 YTEHUS);
3) Wmsa DHCP gnsa vHtepdeinca;

4) ®nar, skrtovarowmn DHCP knuneHT uHtepdpeiica;
5) IP-agpec uHTepdpeiica;

6) Macka nogceTu nHTepdenca;

7) IP-agpec wnio3a;

8) IP-agpec nepsuyHoro DNS cepBepa;

9) IP-agpec BTopryHoro DNS cepBepa;

MapameTpbl 5-9 3agaroTca BpY4YHYHO NMpU UCMOMb30BaHUMM cTatudeckoro IP-agpeca uHTepdpernica, nbo oTobpaaroTcs
napameTpsl, BblgaHHble DHCP cepepom.

Ethernet l CraHumsa WiFi (WiFi STA) Touka goctyna WiFi (WiFi AP)

MpuopuTeT nHTepdeiica: |Bbicokunii

MAC-agpec: 08:b6:1f:39:5e:db
Wmsa DHCP: |I-RELAY-ETH
BratounTte DHCP kaneHT
IP agpec: | 192.168.200.200
Macka nogcetu: | 255.255.255.0
IP agpec wnto3a: | 192.168.200.200
MepsuyHbIi DNS: |0.0.0.0

BtopuuHbIi DNS: |0.0.0.0

PucyHok 12 — Bup ctpaHmubl «CeTeBble HacTponku Ethernet» web-untepcenca agantepa
Onsa nHtepdenca «CtaHuma WiFi (WiFi STA)» ocyLlecTBnsieTcs yCTaHOBKa CrneayoLmnx napameTpoB:

1) PaspelueHne paboTtbl uHTEpderica. o ymonyaHuio uHtepdperic «Ctanumua WiFi (WiFi STA)» oTkntoveH, ons
ero paboTbl HeOOXOAMMO YCTAHOBWUTbL LaHHBLIN doniar U NPOM3BECTM COOTBETCTBYIOLLME HACTPOMKM MNapameTpos,
YKa3aHHbIX HUXE;

2) WNmsa cetn WiFi, k koTopon Heo6xoaMmo NOAKMIoYeHe aganTtepa;

3) Maponb cetn WiFi, kK KOTOpoi HEOOXOAMMO MOAKMoYeHWe aganTtepa (Npu NOAKTHOYEHUM K OTKPLITOW CETU none
HeobXx0aMMO OCTaBUTL MYCTLIM);

4) Kanan WiFi. PyuHow BbiGop kaHana WiFi. [ing aBToMatnyeckoro onpeaerneHns KaHana HeobxognmMo yCTaHOBUTb
3Ha4eHve 0;

5) Craryc WiFi (Tonbko ans 4teHust). YkasbiBaeT Ha COCTOsIHME NOAKIMYEHMS aganTtepa k Touke goctyna WiFi;

6) MpuoputeT wuHTepcpenica (Bbicokun, CpepHunn, Huskum). [lMpuoputeT wuHTepderica onpenensieT nopsgok
NCMonb30BaHWsA UHTepdenca Npy MapLIpyTU3aLumM COEOUHEHWI;

7) MAC-agpec uHTtepdperica (TonbKo Anst YTeHusl);
8) VMma DHCP pns nHtepdelica;
9) ®nar, Bxntovaromn DHCP knneHT nHtepdeiica;
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10) IP-agpec nHTepdelica;

11) Macka noaceTy nHtepdenica;

12) IP-agpec wnio3a;

13) IP-agpec nepeuyHoro DNS cepBepa;
14) IP-agpec BTopuyHoro DNS cepsepa;

MapameTpbl 10-14 3agat0TCa BPYYHYHO MpU UCMONb30BaHMM cTatndeckoro IP-agpeca uHTepdeica, nnbo oTobpaxaroTcs
napameTpsl, BblgaHHble DHCP cepepom.

“‘ CraHuma WiFi (WiFi STA) ‘ Touka goctyna WiFi (WiFi AP)

PaspelleHue paboTbl MHTepdelica

Wms cetn WiFi:
Maponb cetn WiFi:
Kanan WiFi (1-13, 0-aBTo.): |0

CraTtyc WiFi:

MpuopuTteT nHTepdeiica: | CpeaHnin
MAC-agpec: 08:b6:1f:39:5e:d9
Nma DHCP: | I-RELAY-STA
Brntounte DHCP knneHT
IP agpec: | 192.168.202.200
Macka noacetn: ' 255.255.255.0
IP agpec wto3a: | 192.168.202.1
MepsuryHbIv DNS: |0.0.0.0

BtopuyHbi DNS: |0.0.0.0
PucyHok 13 — Bup ctpaHmubl «CeTteBble HacTpomnku CtaHuun WiFi (WiFi STA)» web-untepceinnca agantepa

Onsa nHtepdenca «Touka goctyna WiFi (WiFi AP)» ocyLlecTBnsieTcs ycTaHOBKa cneayoLmx napameTpoB:

1) PaspelleHne paboTtbl uHTepderica. Mo ymonuanuto nHtepdenc «Touka goctyna WiFi (WiFi AP)» BkntoveH
ONS ocyLlecTBNeHMs 6ecnpoBoAHOro 4OCTyna K aganTepy npuy ero Hactporke. [Ans 6rnokMpoBKM MOOKIMIOYEHUIA HY)XXHO
CHATb A4aHHbIN cnar;

BHumanue! UHTepdperic «Touka goctyna WiFi (WiFi AP)» noanepxuBaeT He 6onee 2-x BHELUHUX MOAKITHOYEHUN

2) Nma cetn WiFi agantepa. Agantep co3fgaeT ceTb, B MMS KOTOpPOW BkIodeH YacTe MAC-agpeca mHTepderica
apanTepa;
3) Maponb cetn WiFi aganTtepa (ana peanusaumm OTKPLITON CETU, Nore HeoOXoaMMO OCTaBUTb MyCTbIM);

4) Kanan WiFi. PyuHow BbiGop kaHana WiFi. [Ing aBToMaTtnyeckoro onpeaerneHns KaHana HeobxoanmMo yCTaHOBUTb
3Ha4eHve 0;

5) MpuoputeT wuHTepderica (Bbicokun, CpegHun, Huskun). [NpropuTeT uHTepdenca onpeaenser Nopspaok
NCMonb30BaHWA UHTepdenca Npyn MapLIpyTU3aLumM COEQUHEHWI;

6) MAC-agpec nHTepdenca (TomnbKo A1 YTEHUS);
7) Wmsa DHCP gnsa vHTepdeinca;

8) ®nar, Brntovatowmn DHCP cepeep nHTepdeiica;
9) IP-agpec nHTepdenca;

10) Macka noaceTu nHtepdenica;

11) IP-agpec wnio3a;

12) IP-agpec nepeuyHoro DNS cepBepa;



MapameTpbl 10-14 3agaroTCs BPYYHYIO, T.K. AaHHBIN UHTEPdIENC UCNONbL3YeT TONBbKO cTaTudeckui IP-agpec.

CraHumsa WiFi (WiFi STA) ‘ Touka goctyna WiFi (WiFi AP)

PaspelueHue paboTbl MHTepdelica v

Nmsa cetn WiFi:
MNaponb cetn WiFi:

KaHan WiFi (1-13, 0-aBTO.):

MpuopuTeT NHTepdeiica:
MAC-agpec:

Vima DHCP:

iNodeRelay_39:5e:da

*kkkhkkhkk

11

Husknin v
08:b6:1f:39:5e:da

I-RELAY-AP

Brntountb DHCP cepsep |

IP agpec:

Macka nogcetu:

IP agpec wntosa:

MepBurYHbI DNS:

192.168.201.200

255.255.255.0

192.168.201.200

0.0.0.0
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PucyHok 14 — Bup ctpaHuubl «CeTeBble HacTponku Toukun goctyna WiFi (WiFi AP)» web-uHtepdeiica agantepa
8.6.2 Hactpownku ceptucmkatoB HTTPS
Ha ctpaHuue «Hactpomnkn ceptudmkatoB HTTPS» (cMm. pucyHok 15) ocyliecTBrsieTca 3arpyska ceptudvKaToB
cepepa HTTPS, a Takke ceptndmkaTtoB kmeHToB Telegram, SMTP(Email) v gp. HacTponku ceTeBbIX NapameTpoB Ans
NHTEPdENCOB CBA3N.

[na reHepaumu kntoya u ceptrudpukata HTTPS MoxHO Bocnonb3oBaTbes naketom OpenSSL, nnm ncnonb3osatb CKpUMT
cert_key gen-Win64.bat (cert_key gen-Win32.bat), pa3mvelleHHbIi Ha  web-CTpaHuMUe onucaHus  aganTepa
canta OOO “UHTennekT moaynb”.

Kpome TOro, Ha fOaHHOM cCTpaHuue BkmovaeTcsa pabota HTTPS cepsepa. [locne ycraHoBku JaHHoro conara
HeobxoamMmo nepesarpy3utb agantep. HTTPS cepsep OyaoeT aktMBeH Mpu YCOBWUM, YTO 3arpyXeHbl KOPPEKTHble U
MpUBaTHLIN KoY U cepTUdmKaT.

KopHeBble cepTUdrKaTbl KNNEHTOB

Telegram or. He sarpyxen
SMTP knurenT (E-mail) He sarpyxen

CepTrduKaTbl 1 K/IHOUN CEPBEPOB

CkayaTb kKopHeBoli cepTudurkat OO0 "VIHTeANeKT MoAyab"

HTTPS cepsep:

Ceprugugar. He 3arpyxen
MpuBaTHbINA KAKOY: He 3arpyxeH

PucyHok 15 — Bup ctpaHuubl «Hactponku ceptucbmkatoB HTTPS» web-uHtepcpeiica agantepa

8.6.3 Hactpoiikn SNMP

Mpotokon SNMP no3BonsieT KOHTPONMpPOBaTh MapaMeTpbl WM CcTaTyc ajantepa, a Takke CYMTbIBAaTb W
yCTaHaBnunBaTb NapameTpbl yCcTpolcTBa. AfanTtep obecneumBaeT otnpasky SNMP TpamnoB CUCTEMHbLIX COOBLLEHNWI
NPy KaXOomW VX 3anmncu BO BCTPOEHHBIIA XypHan coBbITUl;
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Ha ctpanuue «Hactponkn SNMP» (cm. pucyHok 16) OCyllecTBRsSieTCA HacTpovika MmapameTpoB AJ1si AOCTyna K
OaHHbIM aganTtepa no npotokony SNMP:

1) Paspeluerue pabotbl npotokonos SNMP v1, v2C;

2) MopgudukaTtop (naporb) Ha YTeHWE OaHHbIX ¢ agantepa no npoTtokoriam SNMP v1, v2C;
3) MogudmkaTtop (Nnaporb) Ha 3anncb SaHHbIX B aganTtep no npotokoriam SNMP v1, v2C;
4) PaspelueHune pabotbl npotokona SNMP v3;

5) Nmsa nonbsosaTtens USM (ans nonb3osatens 1 u 2);

6) Maponb aBTOpM3aumMM nonb3oBaTensa (ons nonb3oBatens 1 mn 2). Mcnonb3yeTcs nNpu yCTaHOBKE Tuna
asTopu3saumm, otrmdHoro ot NO AUTH (HeT napons aBTopusauun);

7) Tun aBTOpu3auMu nonb3oBatens (ona none3oBatens 1 u 2). OnpegensieT MeTo XeLMpOBaHMSA Napons
aBTopu3saumm nonb3oBatens (NO AUTH (HeT wndposanus), MD5, SHA1, SHA256, SHA512);

8) Maponb wmdpoBaHua nonb3oBatensa (ans nonb3osatend 1 m 2). WMcnonb3yeTcsa npu ycTaHOBKe Tuna
wundpposaHus, otnmyHoro ot NO PRIV (HeT wmndposaHus);

9) Tun wudpoBaHusa (ans nonb3oaTtensa 1 u 2). OnpegensieT meton wndpoBanns gaHHeix (NO PRIV (HeT
wudpoaHus), DES, AES (AES128), AES192, AES256);

10) SNMP v3 Engine ID (Tonbko gnsa uteHus). igeHtudpmkatop SNMP v3 areHTa agantepa;

11) [HoepeHHble IP agpeca ctaHumi ynpasnenus. Joctyn no npotokony SNMP k gaHHbIM aganTepa BO3MOXEH
TONbKO C ykasaHHbIx IP agpecoB. Agpec 0.0.0.0, ykasaHHbIA BO BCeX CTpoOKax, 3anpeLlaeT JOCTyn no nNpoToKoriam
SNMP no6bim  ycTporictBam. Agpec 255.255.255.255, ykasaHHbIi B ntoboi CTpoke, paspelsaeTr JOCTynm Mo
npoTtokoriam SNMP ntobbiMm ycTponcTeam.

12) Ckavatb mib cann — ccbinka anga ckavmeaHus ¢ agantepa mib cdanna ¢ onucaHnem napameTpos;

13) Bepcua SNMP ans tpanos (---, SNMPv1, SNMPv2C, SNMPv3);

14) MogndmkaTop (Naporib) Ha NonyvYeHne TpanoB OT aganTepa no npotokonam SNMP v1, v2C;

15) Wwms nonbsoatens USM ans nonyyexms Tpanos no npotokony SNMP v3;

16) lMaponb aBTOpU3aLMn Nofb3oBaTens Ans nonyveHus TpanoB no npotokony SNMP v3. Mcnonbayetcsa npu
yCTaHoBKe Tuna aBTopu3auuu, otnnyHoro oT NO AUTH (HeT napons aBTopusaumm);

17) Tun aBTOpM3auum nonb3oBaTens Ans nonyyexHus TpanoB no npoTtokony SNMP v3. OnpegenseTr meTon
XelmpoBaHus napons astopusaumm nonb3osartens (NO AUTH (HeTt wndposanus), MD5, SHA1, SHA256, SHA512);

18) lMaponb WndpoBaHMa Nonb3oBaTens Ans nonyvyeHus Tpanos no npotokony SNMP v3. Ucnone3yetca npu
ycTaHoBke Tvna wudpoanusd, otnuyHoro oT NO PRIV (HeT wudpoBaHus);

19) Tun wwndpoBaHns nsa nonyveHusa TpanoB no npotokony SNMP v3. Onpegenser meton WMdpoBaHMS
AaHHbIX (NO PRIV (HeT wndposaHus), DES, AES (AES128), AES192, AES256);

20) Asbik TekcToBOro coobueHus Tpana (EN, RU). Koguposka WIN-1251.

21) ®nar oTnpaBky TpanoB BO BCe UHTepdenchl Npu owmnbke mMaplupytusaumu. Npu yctaHoBke gaHHoro cdonara, B
criydae owmbKM MapLUpyTM3auMM M HEBO3MOXHOCTM Onpefenutb MHTepdenc Ans oTnpaBkv Tpama, Tpan Oyaer
nooYepesiHo OTMNPaBneH BO BCE aKTUBHbIE NHTEPCENCHI.

22) IP-agpeca paccbinku TpanoB. YkasbiBatoTcs |IP agpeca ctaHumiA, Ha KOTOpble afjanTep OOMMKEH OTNPaBnsTb
Tpanbl.
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Paspewnts SNMP v1, v2C: Bepcusi SNMP ana tpanos: | SNMPv1
MogudukaTop UteHus: | **rsx MognurkaTop Ha MosydeHmne |*x++xk
Tpanos:

MoanukaTop 3anucu: | **rrris
Nmsa nonb3osatens (USM):

Paspewnts SNMP v3: Maponb aBTOpM3aLmK (auth): NO AUTH
MonbzoBaTtensb Nel: Maponb wudposaHua (privacy): NO PRIV
Vims nonb3sosatens (USM): |user A3bIK TEKCTOBOrO CoobLUeHNs |EN
Tpana:
Maponb aBTopu3sauuu (auth): NO AUTH

OTnpaB/sTh Tparbl BO BCe
VHTepdericbl Npu ownéke
MapLupyTV3aLmum

Maponb WrpposaHus (privacy): NO PRIV

Nonb3oBaTtenb Ne2:

st nonbsosaTens (USM): IP-agpeca paccbiiky Tpanos: | 192.168.200.13

Maponb asTopusauuu (auth): NO AUTH 0.0.0.0
Maponb wndposaHus (privacy): NO PRIV 0.0.0.0
SNMP v3 Engine ID: 0x8000aa980308b61395ed8 0.0.0.0
[loBepeHHble IP-agpeca: |255.255.255.255 0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

0.0.0.0

CkayaTb mib-daiin

PucyHok 16 — Bup ctpaHmubl «Hactponku SNMP» web-untepceinnca agantepa

8.6.4 Hacrpowku E-mail

[ns onoselleHMs Nonb3oBaTenst 0 NPOU3OLLIEALNX CODLITUAX B aganTepe npeaycMoTpeHa OYHKUMS OTMpPaBKU
yBegoMIieHnn Ha e-mail depe3 ypaneHHbii SMTP cepBep. Apantep obecnedvBaeT (Mpu COOTBETCTBYHLLUX
HacTpoWnKax) oTnpaBKy Ha e-mail CUCTEMHbIX COOBLLEHNIA NPU KaXO0W MX 3anvMCy BO BCTPOEHHbIN XXypHan cobbITUN.

Ha ctpannue «Hactpomnkn E-mail» (cM. pucyHok 17) ocyLLEecTBRSETCA HAaCTpOWka napaMeTpoB Ans oTrnpaskvi E-mail
coobLLeHNI:

1) PaspelueHune oTnpaBku cooOLLeHnI XXypHana cobbituii no E-mail. ®nar 6yaet aBTomatnyeckn coOpoLleH, ecnu
nocrne NpMMeEHEHNs1 NapaMeTPOB OTMpaBKka TECTOBOIO COOOLLEHNS 3aBEPLUNTCA OLUMOKOW;

2) SMTP cepsep;
3) Tun npotokona 6e3onacHoctv (HET (6e3 wudpposanus), TLS, STARTTLS);
4) Wcnonb3yemblii NOpT A coeanHerus (25, 587, 465);

5) ®nar ucnonb3oBaHua komaHabl HELO Bmecto EHLO. YcTtaHoBKa chnara 3aBMCMT OT HacTpoOeKk cepBepa
SMTP. B 6onblunHCTBE Cnyvae ycTaHOBKa AaHHoro dnara He TpebyeTcs;

6) NorvH gns aBTOopM3aunn Ha cepsepe SMTP;

7) Maponb gna aBTopu3aumm Ha cepsepe SMTP;

8) Tun aBTopu3auun (ABTO (aBTomatudeckuii Boibop), PLAIN, LOGIN);

9) E-mail agpec oTnpaBuTens;

10) E-mail agpec nonyyarens;

11) Tema coobLeHuin. Bce coobLueHust oT AaHHoro aganTtepa OyayT UMEeTb OfHY TEMY, YKa3aHHY0 B JAHHOM MOSE;

12) lMepnoanyHOCTb OTMPaBKU COOBLLEHUI XypHana cobbiTuin, MUHYT. Mpu yCTaHOBKE BPEMEHU MEPUOOUYHON
onpaeku, COOBLLIEHUS XypHana cobbiTuii OyayT OTNpaBnATLCS rpynnaMy Yepes yKasaHHbIN MPOMEXYTOK BPEMEHU;

13) Asbik TekcToBoro coobuueHns (EN, RU).

lNocne BHeCeHUs N3MEHEHMIA B NOIMs (bOprI N HaXXaTuda KHOMKU «anIMeHVITb», OCyLUEeCTBNAETCA OTrnpaBka
TECTOBOro cooblueHus. B Clny4yae BO3HMKHOBEHUA r|p06r|eM npwn oTnpaBKe NMoABIAETCA coobuieHne 06 owmnbke.
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PaspeLunTb 0TNpaBKy COOBLLEHWI XypHana cobbITUIA:
SMTP cepsep: |smtp.yandex.ru
Twn 6e3onacHocTn: | STARTTLS
MopT: 587
Vcnonb3osaTtb komaHay HELO Bmecto EHLO
JloruH: |test@yandex.ru
Maponb: | *****
Tvin aBTopusauun: | ABTO
OTnpasuTens: | test@yandex.ru
Mony4yaTtens: |test@yandex.ru
Tema coobLyeHnri:  Test

MeprnognUYHOCTL OTNPaBKN COOBLLIEHUIA XypHana cobblTuiA, |5
MUHYT:

A3bIK TEKCTOBbLIX CO06LLEHNI:  RU

MocnegHwuiA cTaTyc: ViHMLUmManmsmpoBaH

PucyHok 17 — Bug ctpaHuubl «Hactpoiku E-mail» web-uHtepceinca agantepa
8.6.5 Hactpoiku Syslog

[ns onoselleHNs nonb3oBaTens O NPom3oLledLnx cobbITMAX B aganTepe npegycMoTpeHa yHKUMUS OTNpaBKu
yBegoMrieHun Ha Syslog cepsep. AganTtep obecneunBaeT (MpU COOTBETCTBYIOLLMX HACTPOMKax) OTNPaBKy CUCTEMHbIX
COODBLLIEHUI MPU KAXKO0N NX 3anNnCy BO BCTPOEHHbIV XXypHan cobbITUNA.

Ha crpaHuue «HacTtpoukn Syslog» (cM. pucyHok 18) ocyLLeCTBNSIETCA HAaCcTpoiKa NapameTpoB A oTnpaBku Syslog
COOBLLEHWIA:

1) PaspelueHue otnpasku Syslog coobLueHunin;

2) Syslog cepsep;

3) Tun TpaHcnopTHoro npotokona (TCP, UDP);

4) Homep nopta Ans COeaNHEHNS;

5) Asbik TekcTtoBoro coobuweHusi (EN, RU). Kognposka UTF-8

PaspelueHue otnpasku Syslog coobLyeHui
Syslog cepsep: 1 192.168.2.1
Mpotokon: | UDP
MopT: 514
A3bIK TEKCTOBbLIX coobuieHunin: RU

MocnenHun ctatyc: CoobLieHne oTnpasneHHo
PucyHok 18 — Bup ctpanuubl «Hactponku Syslog» web-mHTepdenica agantepa

8.6.6 Hactpowiku Telnet

B apantepe npegycmMoTpeHa oyHKLMSA YTEHUS 1 3anucy AaHHbIX nocpeactsoM npotokorna TELNET B pexume
KOMaHOHOW CTPOKMU.

Ha ctpanuue «Hactponku Telnet» (cMm. pucyHok 19) ocylecTBnseTCA HaCTpoVika MMEH Momnb3oBaTenel 1 naponemn
Ons goctyna K agantepy no npotokony Telnet. B criyvae, ecnn Bce nons Ha OaHHOW CTpaHWULe OCTaBMEHbl MyCTbIMU,
aBTopu3aums npy nogknodeHun no Telnet oTcyTcTBYET.
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BHUMAHWE: laHHbIe 3anonHAKTCA TONbKO cuMBonamu: A-Z a-z 0-9 -.+*?A$()[]
{3 @~#&!%;", @#<>"/_

IMa nonb3oBaTtens Maponb
Nel |admin passw

Ne2

PucyHok 19 — Bup ctpaHuubl «Hactpownku Telnet» web-untepceinnca agantepa

8.6.7 Hactpowiku Telegram Bot

B apanTepe npefycMoTpeHa (QYHKUMS YTEHWS U 3anNUCU OAHHbIX, @ TaKKe OTNPaBKM CUCTEMHbIX COOGLLEHUI
MOCPEACTBOM Ucnonb3oBaHust Telegram GoTta. ApanTtep obGecneuMBaeT (MpU COOTBETCTBYIOLMX HACTPOWKax)
OTNPaBKy CUCTEMHbIX COOBLLEHUI MPYW 3aMNCU BO BCTPOEHHBIN XKypHan cOBbITWI 0aWH pa3 B 2 MUHYTHI.

Ha ctpanuue «Telegram Bot» (cm. pucyHok 20) ocyLLecTBNSIETCS HAaCTPOWKa NapamMeTpoB COEOMHEHNS C CEPBEPOM
Telegram:

1) PaspelueHue pabotbl cepBuca Telegram Bot;

2) Telegram cepBep;

3) Asbik TekcToBoro coobueHusi (EN, RU). Koguposka UTF-8
4) Taponb AN aBTopM3aLmMm HOBLIX NOMb3oBaTeNen

Ons toro 4tobbl Mcnonb3oBaTb yHKUMoHan Telegram 6oTa, HeOGX0AMMO B MEPBYIO Ovepedb B MPUINOXKEHNUM
Telegram co3gaTe 60Ta B criefytoLLeM NOPSIAKE:

- oTnpaBbTe @BotFather komaHay /newbot. Ecnn 60T yxe co3gaH, MOXHO NOMyYnTb ero TOKeH KoMaHaon /token;

- 3ajainiTe MMsi M HUKHEM HoBoro 6oTa, nocrne 4yero B OTBETHOM coobuieHnn @BotFather npepgoctaBuT TOKEH
Aans poctyna yepe3 HTTP API (Buga 1111111111:AAHEDwIvnw6ggq8rrXtwddyRBX29q17Gnf4);

- pobaBbTe  [OaHHbIM  TOKEH K  agpecy cepepa B none  Telegram cepeep B cdopmarte:
https://api.telegram.org/bot1111111111: AAHEDwivnw6ggq8rrXtwddyRBX29q17Gnf4 n Haxxmute kHOMKy MpUMeHUTb.

lMocne ycnewHoro nogxmYeHWs agantepa K cepBepy Telegram (ctaTyC «coeAuHeHUe YCTaHOBIIEHO,
oOHOBNEeHWe OaHHbIX B Mnpouecce») BO3MOXHO AobaBuTb A0 10 nomb3oBaTenen, KOTOpbIM paspelleH AocTyn K
AaHHbIM aganTtepa, 4ng 4ero HeobxoauMo:

- creHepupoBaTb Naporb Ans JobaBneHns nonb3osaTtenen (Bpems Aenctamd naponsa 10 MUHyT);

- nonb3oBartento B npunoxeHun Telegram go6aBnTb co3gaHHbIN 60T M BbINONHUTL kKoMaHay /login, ykasas npu
3TOM CreHepupoBaHHbIV Maponb (Ans yaaneHus nonb3oBaTens yepes npunoxeHve Telegram HyXXHO BbIMOMHUTL
komaHay /delete; ons nonyyeHusa cnpaBkv NO KOMaHgam yepes npunoxeHue Telegram Hy>XHO BbIMOMHUTL KOMaHOy
/help).

Bo Bknagke «HacTtpomku cnucka nonb3oBatenen Telegram» (cM. pucyHok 21) npou3BoguTCsl yrnpasrieHve
HacTponkamu fobaBneHHbIX Nonb3oBaTtenen Telegram:

1) PaspelueHue/3anpeT 3anucu HacTpoek aganTtepa;
2) PaspelueHue/3anpeT oTNpaBkn CUCTEMHBIX COODLLIEHUI afanTepa NoMb30BaTeNto;
3) YamaneHue nonb3oBarens



( HacTtpolika cepesepa telegram 1 Hactpoiika cnuncka nonb3osaTesneni telegram

YTtobbl co3aaTb HOBOro 60Ta, oTnpaBbTe @BotFather komaHAy /newbot. Ecnm 60T yxxe co3gaH, MOXHO MOTyYUTb ero TOKeH KOMaHZOW
/token.

3ajaiiTe Ms 1 HUKHEeiM HOBOro 60Ta, Moc/ie Yero B OTBETHOM coobLueHnn @BotFather npegocTaBUT TokeH A1 gocTyna Yepes HTTP
APl (B1aa 1111111111:AAHEDwIvnw6ggq8rrXtwddyRBX29q17Gnf4)

[lobaBbTe aHHbIV TOKEH K agpecy cepsepa B rnone Telegram cepsep B popmare:
https://api.telegram.org/bot1111111111:AAHEDwIvnw6ggq8rrXtwddyRBX29q17Gnf4 1 HaxmMuTe KHOMKy MprMeHnTb.

[ins fobaBneHns nosb3oBaTteneri HEO6XOAMMO Ha AaHHOW CTpaHMLLe CreHepupoBaTh Naposib (BpemMs AencTens napons - 10 MUHyT), a
3aTeM Mo/nb30BaTesto B NpuaoxeHnn Telegram 4o6aBuUTb CO34aHHbIV 60T, 1 BEINOAHUTL KOMaHAy /login, ykasas npu 3Tom
CreHepupoBaHHbIA Naposb.

[lna yaaneHus nonb3oBaTtens Yepes npuaoxeHve Telegram HyXXHO BbIMOAHUTL KoMaHAy /delete.

[lns nonyveHnsa cnpaBky Mo KOMaHAaM Yepes npuioxeHue Telegram Hy>XXHO BbIMOAHUTE KomaHay /help.

PaspelueHue pa6oTbl Telegram Bot
Telegram cepsep: | https://api.telegram.org/

SA3bIK COObLLeHN XypHana: |[RU v

CTaTyCZ OTK/IlO4YeH

Maponb Ana perucrpauunn eHepupoBaTb Naposb

rnonb3oBaTteneni:

PucyHok 20 — Bup ctpaHuulbl «Hactpoiku Telegram Bot» web-uHtepceiica agantepa

Hactpoiika cepeBepa telegram { HacTtpoiika cnvcka nonb3sosatenein telegram

OTCyTCTBYIOT A06aB/I€HHbIe Mob3oBaTenn Telegram

Maponib AN pernctpaumm l'eHepvpoBaTh Naposb

rnonb3oBaTenei:

PucyHok 21 — Bup ctpaHuubl «HacTtponku cnucka nonb3oBarenen Telegram» web-uHtepdenca agantepa

8.6.8 KoHdmrypauus xxypHana cobbiTum
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Ha ctpannue «KoHdmrypauus KypHana coObiTUn» (CM. PUCYHOK 22) OCYLLECTBIIAETCA U3MEHEHME TEKCTOBbIX

COOOLLIEHUIA CUCTEMHOrO JKypHara coOblTUA Ha PYCCKOM W aHIWMCKOM £i3blkaX, a TakKe 3adaHue Tvuna coobLueHus
(COOBLLUEHUE, NPEOYNPEXOEHUE, ABAPUSA) n paspelueHve/3anpeT OTNpaBk/ COOOLLEHWS C AaHHbIM KOLOM
npotokonam SNMP, SMTP (E-mail), Syslog, Telegram.

no

Coo0ueHus XypHana cobbITMIA NO3BONSAOT YKa3blBaTb ANHaMU4YeCKMne nepemMeHHble, CoOXpaHAeMbleé B MOMEHT

3anmcy coobLLEHVS B XKypHar:

~N~ - nmsa COOTBETCTBYHOLLEro gaTt4yuKka,

~V~ - 3Ha4eHne napameTpa B MOMEHT BO3SHMKHOBEHUA cobbITus.



Kog,

4
42
43
44
45
46
47
48
49
50
51
52
53
54
55
56
57

58

CoobLueHue (RU)
[JvckpeTHbli Bxoa Ne1~N~: OTMeHa aBapuut
[JnckpeTHblii Bxoa Ne1~N~: ABapusi
JvckpeTHbld Bxoa Ne1~N~: OTMeHa aBapuu (B pexuvme
[JvckpeTHeli Bxoa Ne1~N~: ABapusi (B pexuvme Tpurrep:
M3meHeHo: HacTpoiiku anckpeTHoro Bxoga Nel~N~
PeneiiHbili BbixoZ Ne1~N~: BbiktoueH
PeneliHblili Bbixog Ne1~N~: BkaroueH
M3meHeHo: HacTpoiiku peneliHoro Bbixoga Nel~N~
PeneliHblii Bbixod Ne1~N~: KomaHAa py4Horo ynpaseneH
PeneliHblili Bbixog Ne2~N~: BbiktoueH
PeneiiHblli Bbixog Ne2~N~: BkaroueH
M3meHeHo: HacTpoiiku peneliHoro Bbixosa Ne2~N~
PeneliHblii Bbixoa Ne2~N~: KomaHAa py4Horo ynpasneH
PeneliHblli BbixoZ Ne3~N~: BbikntoueH
PeneiiHbili Bbixog Ne3~N~: BkatoueH
M3meHeHo: HacTpoiiku peneliHoro Bbixosa Ne3~N~
PeneliHblii Bbixod Ne3~N~: KomaHaa py4Horo ynpasneH
PeneiiHbili Bbixos Ned~N~: BbikntoueH
PeneiiHbili Bbixog Ned~N~: BkatoueH
M3meHeHo: HacTpoiikn peneliHoro Bbixosa Ned~N~
PeneliHblii BbIxoa Ne4~N~: KomaHaa py4Horo ynpasneH
PeneiiHblili Bbixod Ne5~N~: BbikntoueH

PeneiHbiii Boixog Ne5~N~: BkitoueH

Discrete input #1~N
Discrete input #1~N
Discrete input #1~N

Discrete input #1~N

Coob6ueHue (EN)

~: Normal

~: Alarm

~: Normal (trigger mode)

~: Alarm (trigger mode)

Changed: Discrete input #1~N~ config

Relay output #1~N~:

Relay output #1~N~:

Off

On

Changed: Relay output #1~N~ config

Relay output #1~N~

Relay output #2~N~:

Relay output #2~N~:

: manual control command

Off

On

Changed: Relay output #2~N~ config

Relay output #2~N~

Relay output #3~N~:

Relay output #3~N~:

: manual control command

Off

On

Changed: Relay output #3~N~ config

Relay output #3~N~

Relay output #4~N~:

Relay output #4~N~:

: manual control command

Off

On

Changed: Relay output #4~N~ config

Relay output #4~N~

Relay output #5~N~:

Relay output #5~N~:

: manual control command

Off

On

Tun coobueHusa
COOBLLUEHNE
ABAP/S
COOBLEHNE
ABAPUA
COOBLLUEHNE

MPEAYTIPEXAEHNE
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Snmp Email Syslog Telegram

<

v

NPEAYNPEXAEHWE v

COOBLLEHNE

MPEAYTMPEXAEHNE

MPEAYTIPEXAEHWNE -

<

P
<

MNPEAYTMPEXAEHWE

COOBLLEHNE

MPEAYTPEXAEHNE

MNPEAYTNPEXAEHWE ~

<

¢

MNPEAYMPEXAEHWE +

COOBLLEHNE

MPEAYTIPEXAEHNE

¢
<

MNPEAYTNPEXAEHWE

MPEAYTMPEXAEHNE

COOBLEHNE

MPEAYTIPEXAEHNE ~

<

¢

MNPEAYNPEXAEHWE

MPEAYTMPEXAEHNE

PucyHok 22 — Bup ctpaHuubl «KoHdurypauus xxypHana cobbitun» web-uHtepcenca agantepa

8.6.9 Hactpoiiku BpemeHm

AganTep noggepXvBaeT TpU BapuaHTa YCTaHOBKM BPEMEHW: py4yHas ycTaHoBKa 4epe3 web-uHTepdelic,
CUHXpOHM3aums BpemeHu oT MK 1 cuHXpoHMU3aLmus Yepes MHTEPHET ¢ 3adaHHbiM SNTP cepeepoMm.

[Na KOppEeKTHOro xoga BPeMEHW HeoGXOAMMO NpaBUIbHO ykasaTb «YacoBOM MOSIC» MECTHOCTWU, B KOTOPOW
yCTaHOBIEH aganTep.

Mocne yctaHoBKM (onara «BkmounTb cuHxpoHusauukw c cepBepomM NTP» (cM. pucyHok 23) n HaxaTus
KHOMKM «MpPUMEHUTb» NPOUNCXOOUT HemenSIeHHas MomMbiTKa CUMHXPOHM3AUWs BPEMEHW, AarbHelee OOHOBEHWe
NMPOUCXOAMUT Yepes3 NPOMEXYTKN BpeMeHW, 3adaHHble B none «Mepnoa CUHXPOHU3aLUN, MUHYTY.

Mone «NTP cepBep» no3BonseT 3agaBaTtb Heckonbko NTP cepBepoB 4Yepes cumBonbl “npoben”, “sansTas”’. B
TakoMm cnydae apgantep OydeT nooyepenHOo MbiTaTbCA CUHXPOHM3UPOBATLCA C KaXdbiM CEPBEPOM [0 MEpPBON
yCNeLIHON NOMbITKN.

Yacosoli nosic:

[aTa:

Bpewms:

Bratountb cHXpoHM3auuto ¢ cepsepom NTP

NTP cepsep:

MeprioA CUHXPOHU3ALMN, MUHYT:

120

Europe/Moscow (MSK-3)

pool.ntp.org

KXW CvHXxpoHusupoBaTh AaTy/Bpems c MK
16:56:59 3anucaTb 3agjaHHble AaTy/BpeMs

PucyHok 23 — Bup ctpaHmubl «Hactponku BpemeHn» web-uHtepcenca agantepa
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8.6.10 O6HoBneHue MO

ApanTtep obecneunBaeT yHKUMIO 0OHOBMNEHWs BCTpoeHHoro MO “Ha neTy”. [na peanu3auny aHHOW yHKLMK
BCTPOEHHas namsiTb agantepa pasgeneHa Ha ABa pasgena (CM. pucyHok 24). lNpu paboTe agantepa OT OA4HOro
pasgena, Hosas Bepcus O Byget sarpyxeHa B Apyron pasgen namatu. W, nocne nepesarpysku agantepa, OH
3anycTuTcs U3 pasgena, B KOTopbii Obina ocywlecTsneHa nocnegHasa 3anvcb MO (npy ycnosum, ecnim 3anuck MO
Oblina BbINOMHEHA KOPPEKTHO 1 ycnelwHo). Kpome Toro, nonb3oBaTtesib MOXET BPY4YHYHO BblIOpaTb HOMEP 3arpy304HOro
pasgena (B cny4vae, ecnv BbiOpaHHbIN pasgen He COAepXWUT KOppekTHO 3arpyxeHHoro 1O, cmeHa pasgena ang
3anycka He 6yaeT npousBeaeHa).

O6HoBUTL MO ycTpoiicTBa: Upload

Mepesarpyska ycTporcTBa: Reboot

Bepcus 3arpysunka: b0.1
Cratyc pasgena Nel: Partition OK, version iNode_Relay v0.0.1_Aug_18_2023, boot active, running

Cratyc pasgena Ne2: Partition ERROR

3arpy3ou4Hsblli pasgen Ne |1 YcTaHOBUTb

PucyHok 24 — Bup ctpaHuubl «Hactponku BpemeHn» web-uHtepcenca agantepa

8.7 Be3onacHocTb

Ha ctpaHuue «Be3onacHOCTb» (CM. PUCYHOK 25) NMpou3BOAMTCS CMEHa WMEeHV U Maporns norb3oBaTtens u
agMUHKUCTpaTopa:

- MpU 3adaHnuM MMEHW U Maposs Nonb3oBaTens, C AaHHbIMKM MapamMeTpamy aBTopu3aLuMu OOCTYrN BO3MOXKEH
TONMbKO A1 YTEHUSI AaHHbIX CTPaHWL, HEe HaxoOsaLMXcs B nanke /protect.

- NPV 3adaHUM MEHU M Napons agMUHUCTPaTopa, C AaHHLIMU NapameTpamy aBTopu3auny obecrnedyeH MosHbIn
[0CTYynN Ko BceM (pyHKUMAM aganTtepa.

Mpy OTCYTCTBUM WMMEHM U Mapons agMUHWCTpaTopa, OOCTyNn KO BCeM (YHKUMSM afantepa BO3MOXeH Ges
aBTopU3aLmMn.

BHMMAHMWE: [laHHble 3anonHaTca 6ykBamu TOMbKO NaTUHCKOro andasuTa, umdpamu, cnelcrmsonamm
KnaBuatypbl

DaHHble aBTOpU3aLMK nonb3oBatens ||

Mwmsa nonbsosarens:

Maponb nonb3osarens:

DaHHble aBTOpU3aLMM agMUHUCTPaTopa ]
MmsA agMuHucTparopa: |admin

Maponb agMuUHUCTpaTopa: | *****

Maponb yaaneHHoro gocryna: YHMUCGGBOSY1NGc99NycYBOF

PucyHok 25 — Bup ctpaHuubl «<BesonacHocTb» web-uHtepceinnca agantepa

Kpome Toro, oa AaHHOWM CTpaHuue NPoM3BOAMNTCS HAacCTpOWKa Naporns yaaneHHoro goctyna. [aHHbIi naposb
MO3BONSAET CUMTbIBaTb AaHHbIE C aganTepa, a Takke NpOU3BOAUTL HACTPOWKM aganTepa C YNpoLLEeHHON
aBTopu3aumen (cMm. npunoxeHue A).

BHumaHue! Maponb yganeHHOro AocTyna AOMKEH XPaHUMTLCH B CeKpeTe OT MOCTOPOHHUX Nul, T.K. OH
no3BonseT ynpaBnsaTbL HacTpoMkamu agantepa. B cnyvyae yTepu unu KoMnpomeTauuMu naponsi ygareHHoro
JocTyna Heo6xoAMMO MOBTOPHO CreHepupoBaTb HOBLIM naponb, nNu6o yaanutb ero. lMocne ypaneHus
napons yaaneHHoro 4ocTyna, ynpoLweHHbIA cnocob aBTopu3saumm He 6yaeT 4OCTYNEH.
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BHumaHue! B cliy4yae OTCyTCTBuUA Heo6XxoAuMOCTU B yl'lpOLI.IGHHOFI aBTopusauum, Heobxoaumo yaanutb
napoJsib ygarieHHOro gocryna.

8.8 CepBuc

Ha paHHom cTpaHuue (CM. pucyHOK 26) ocyLLeCcTBNSIETCA COXpaHeHne/3arpyska CUCTEMHbIX NapameTpoB,
TEKCTOBbIX AaHHbIX XXypHarna cobbITUii, a Takke 04MCTKa XXypHana coObITuiA, nepe3arpy3ka MIUKPOKOHTpOrepa
apanTepa, cbpoc Bcex NapamMeTpoB afanTtepa Ha 3Ha4YeHUsi N0 YMOMNYaHMIo.

CoxpaHuTb CUCTEMHYO KOHPUTYypaLmio: [ Blelgller=[e B
3arpysuTb KOHPUrypaLmio: Upload
OYNCTUTL XyPHaN COBLITUI: Clear Log

Mepesarpyska ycTpoiicTea: Reboot

C6poc NnapaMeTpoB Mo YMOAYaHNIO: Set Defaults
PucyHok 26 — Bup ctpaHmubl «CepBuc» web-uHtepcenca agantepa

8.9 WHBeHTapusauus

Ha cTtpaHnue «WHBeHTapusauusi» (CM. PUCYHOK 27) OCyLLeCTBNSETCA 3adaHue WHopMaumm O TeKyllem
pacrnonoXeHWn agantepa, a Takke oTobpaxaeTca MHGOPMauMs O CepuMHOM HOMepe ajanTepa, BeEpcuu 3arpysdvka u
Bepcum N0 apanTepa.

PacrionoxeHue:
CepuiiHbii Homep: | 000000000

Bepcusa 3arpysymka: b0.1

Bepcusa MO: iNode_Relay v0.0.1_Aug_18_2023

PucyHok 27 — Bup ctpaHmubl «CepBuc» web-uHtepcenca agantepa

8.10 XypHan cobbiTun

Ha naHHoW cTpaHuue (CM. pucyHOK 28) oTobpakaloTcsa CrMCKOM CoBbITUS aganTepa, a Takke AaTa/BpemMst
npousoLleaLmx cobbITUiA 1 ob6LLEee KONMMYECTBO 3anucei B XypHarne.

O6beM xypHana coobiieHun 4000 3anvcen. >KypHan cobbiTUi MMEET KOSbLEBYIO CTPYKTYPY, NPY NEPEnonHEHNN
)XypHana v BO3HUKHOBEHWUW HOBbIX CODbLITUIA, yOansTCs cCaMmble paHHUE 3anuci.




Aata/Bpems
18.08.23/16:56:23
18.08.23/16:55:08
18.08.23/16:55:08
18.08.23/16:55:06
18.08.23/13:28:34
18.08.23/13:28:29
18.08.23/13:28:11
18.08.23/13:28:10
18.08.23/10:28:34
18.08.23/10:28:31
18.08.23/10:27:49
18.08.23/10:26:35
18.08.23/10:26:34
18.08.23/10:26:32
18.08.23/10:23:31
18.08.23/10:22:16
18.08.23/10:22:16
18.08.23/10:22:14

18.08.23/10:22:10

Coob6LieHue
Ownbka o6HoBNEHNS BpeMeHM Yepe3 SNTP
[JaTtuvk Temnepatypbl Nel: MoaxitoueH
[JnckpeTHbIli BXog Nel: ABapus
iNode: BkntoueH
PeneliHbili Bbixog Ne3: BbikitoueH
PeneiiHblii Bbixog Ne3: KomaHaa pyy4HOro ynpasneHuns
PeneliHbili Bbixog Ne3: BkatoueH
PeneiiHblii Bbixoa Ne3: KomaHaa py4HOro ynpasneHuns
M3meHeHo: HacTporikn TCP-coegnHeHns Ne2
M3meHeHo: HacTporiku TCP-coegnHeHns Ne2
Owwnbka o6HOBNAEHVA BpeMeHU Yepe3 SNTP
[JaTtunk Temnepatypbl Nel: MoaxatoueH
[AnckpeTHbln BXog Nel: ABapus
iNode: BktoueH
Owwnbka o6HOBNAEHVA BpeMeHU Yepe3 SNTP
[Jatuvk TemnepaTypbl Nel: MNoaxitoueH
[nckpeTHbln BXog Nel: ABapus
iNode: BktoueH

iNode: BkntoueH

27

Yucno 3anuceid xypHana: 259

PucyHok 27 — Bup ctpaHuubl «XKypHan cobbiTuin» web-mHTepdenca agantepa

8.11 Logout

KHonka «Logout» MeHIo aganTtepa npegHasHadyeHa ans copoca coxpaHeHHbIX B Gpay3epe AaHHbIX aBTopusaumn
K web nHTepdeicy gaHHoro agantepa. MNpu Haxatum Ha kHonky «Logout» GyaeT BbiBeAEHO OKHO BBOAA AaHHbLIX
aBTOpM3aLMM OOCTYNa K agantepy.

9 COpoc napameTpoB Ha 3Ha4e€HUSI MO YMOJSYAHUIO

Ans c6poca NapaMeTpoB Ha 3HAYEHUsI MO YMOMYaHNI0 HEOGX0AMMO HaxaTb KHOMKY «Rst.» Ha nepeaHen naHenu
ajanTepa v yaepxueaTh B TeueHue 5-8 cekyHa [0 nepesarpysku MUKPOKOHTpOMnepa.

10 TpaHcnopTupoBaHWe U XpaHeHue

TpaHcnopTMpoBaHWe apantepa [OOJPKHO OCYLLECTBMSATLCA B YNakoBKE NPeanpusaTUS-U3roToBUTENS Npwu
TemnepaType okpyxatowen cpegbl - 50 °C + 50 °C n BepxHeM 3Ha4YeHUM oTHOcUTeNbHOW BnaxHoctn Ao 100 % npwu
Temnepatype 25 °C).

Bo Bpems norpy3oyHO-pasrpy3oyHbiXx paboT M TPaHCMOPTMPOBaHUSA YMAKOBKM afanTepbl He  OOJDKHbI
noaBepraTbCsl PE3kUM yaapam v BO34eNCTBUI0 aTMOCHEPHbBIX OCaZKOB.

XpaHeHWe YCTPOMCTB [OOJPKHO OCYLLECTBAATLCA B YNaKoOBKE NPEANnpUSATUS-U3TOTOBUTENSA B 3aKPbITbIX
noMeLLeHnaxX Npu Temnepatype okpyxatowero so3gyxa 0 °C + 40 °C, cpeaHeMecsa4YHON OTHOCUTENbHOW BIIAXKHOCTU
80 % npu TemnepaTtype 25 °C. Okpyxawwasi cpefa He OOfKHa coaepXaTb XMMMYECKU aKTUBHbIX BELLECTB,
BbI3bIBAKOLLNX KOPPO3UM METansoB.



28

NMPUNOXEHUE A
OnucaHue dopmara cparinos JSON

1 OO6uwee onucaHue popmarta AaHHbIX

1.1 [aHHble B popmaTe JSON npeacrasneHbl B BUAe 06GbeKTOB/MAcCBOB OOLEKTOB (B CryYae HarnmMumst HECKONbKMX
00BEKTOB OJIHOMO TUMA) C MX 3HAYEHUAMU B BMAE:

“object_name”:{ “object“:“object_name“,“parameter 1“:“value 1%,...“,“parameter N“:“value N}
unu (48 MaccuBOB OOBLEKTOB B CIlyHae Hanm4yns HECKONbKUX OOBEKTOB OO4HOr0 TUMa)
“objects_name”:[{“object“:“objects_name*,”’id”:”1”,“parameter 1.1“:“value 1.1%,...“,“parameter 1.N“:“value 1.N“},...,
{ “object“:“objects_name*“,”id”:”K”,“parameter K.1“:“value K.1%,...“,“parameter K.N“:“value K.N“}]
1.2 3anucb HacTpoek NapameTpoB ocyLlecTensieTcs no npotokony HTTP 3anpocamu POST B chopmare:
object_name={“parameter 1“:“value 1,...“,“parameter N“:“value N“}
unm (4ns MaccuBOB OOBLEKTOB B CIlydae Hanm4yns HECKOMNbKNX 0OLEKTOB OQHOMO TUNa)
objects_name=[{ ”id”:”1”,“parameter 1.1“:“value 1.1%,...“,“parameter 1.N“:“value 1.N“},...,
”id”:”K”,“parameter K.1“:“value K.1%,...“,“parameter K.N“:“value K.N“}]

I'IpM 3alfnncn HaCTpPOEK YKa3bIBalOTCA TOJIbKO T€ MNapamMmeTpbl (I/I TE O6'beKTbI), KOTOpble HeobxoaMMO WN3MEHUTb.
HeyKa3aHHbIe napamMmeTpbl COXPaHAT 3Ha4YeHUA, yCTaHOBIIEHHbIE 1O USMEHEHUA

Heobxoaumble 3aronosku POST 3anpoca: “Content-Length”.

BHumaHue! [lpu otnpaBke POST 3anpoca Heo6XoA4MMO B [AaHHbIX MNpeABapUTENIbHO MPOM3BECTU
3KkpaHupoBaHue cneucumBonoB HTTP: % (%25), & (%26), = (%3D), + (%2B), ? (%3F)

1.3 AsTOpM3auus Npu yaaneHHoOM AOCTyne K AaHHbIM ajantepa MOXeT OCYLLECTBNATLCS B YNPOLLEHHOM BMAE.

Ons aToro Heo6xoamMmo:

1) MNepenTn Ha cTpaHuuy web-nHTepdeinca agantepa “besonacHocTy”.

2) B pasgene “Maponb yaaneHHoro 4octyna” HaxaTb Ha KHOMKy “'eHepupoBath”

3) CosgaHHbIi naponb OyaeT coxpaHeH B aganTepe M C ero MOMOLLbIO MOXHO MorydaTb AaHHbIA C aganTtepa u
3anucbiBaThb AaHHbIe B aganTep.

BHumaHue! I'Iaponb yaaneHHoro goctyna AOOoJiKeH XPaHUTbCA B CeKpeTe OT NOCTOPOHHUX nuy, T.K. OH
no3BossAeT ynpaBniAATb HaCTpOﬁKaMM aganTtepa. B clly4yae yTepu Ui KomMmnpometauuu naponsa ygarieHHoOro
aocTtyna Heobxoaumo NMOBTOPHO cCreHepupoBaTtTb HOBbIN naporb, nméo yAanutb ero. Mocne yaaneHus
naponsa yganeHHoro gocrtyna, YKa3aHHblﬁ B AaHHOM pa3sgere cnoco6 aBTopusalunm He 6yJJ.ET AOCTyneH

4) Wcnonb3yiTe AaHHbIV naponb B kaxgom GET n POST 3anpoce k agantepy B kadectBe GET aprymeHTa ¢ umeHem
id_token, B dbopmare:

http://[ip-agpec]/[nyTb k danny]/[uma cdanna]?id_token=[naponb yaaneHHoro gocryna]
Cnimcok hannoB faHHbIX, PACNONOXEHHbLIX B agantepe v AOCTYMHbIX AN YTeHUs/3anncy npeacTaeneHsl B Tabnuue 5.

2 OnucaHue gaHHbIX JSON

2.1 ®ann AaHHbIX, OTOOpaxaeMbIX Ha rmaBHOM cTpaHuue /index.json

[aHHbIN dhann OoCTyNeH TONbKO ANS YTEHUs

dann cogepXnT 06BbEKTBI AaHHbIX PENENHbIX BbIXOAOB (CM. M.M. 2.2 npurnoxeHus A), OUCKPETHOro Bxoga (cm. n.n. 2.3
npunoxeHnst A) n UMPPOBbLIX AATYNKOB (CM. M.M. 2.4 NpunoxeHusa A).
[aHHbIN dhann OoCTyNeH TONbKO ANS YTEHUsI

2.2 ®ann AaHHbIX penenHbIX BbIxoaoB /routputs.json

[aHHbIN dhann OoCTyNeH TONbKO ANS YTEHUs
dann coaepXuT AaHHbIE peNenHbIX BbIXO40B

2.2.1 MaccuB 06bekToB “routputs”

1) “object’ — nmsa obbekTa (coBnagaeT ¢ UMeHeM 0ObeKTa json).

3HaueHne napameTpa: “routputs”.

2) “id” — nHaekc obbekTa penenHoro Bblxoda B json Maccuee (HOMep penenHoro Bbixoaa).
[wnanasoH 3Ha4yeHun napameTpa: 1..8.
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3) “state” — TekyLlee cocTosiHME pENeHOro BbiXxoaa.

Bo3moxHble 3HaveHuss napameTtpa: “‘off’ — penenHbIn BbIXO4 BbLIKIMIOYEH. “On” — pEenenHbi BbIXOL BKIOYEH,
“‘unknown” — COCTOSIH/E PENENHOro BbIXOAa He onpeaeneHo (BbIXO4 OTKMOYEH, HENCMPABEH).

4) “ctimer’ — TekyLlee 3Ha4yeHWe Tanmepa peneHoro Bbixoaa.
5) “maction” — 3agaHHOe OeNCcTBUE PYYHOrO yNpaBrieHnsi penerHbIM BbIXOO0M.

Bo3moxHble 3HadeHusi napameTpa: “off’ — BbIKMOUUTL peneriHbIi BbIXO4. “On” — BKIOYUTH PENENHBbIN BbIXOA,
“disabled” — py4HOe ynpaBneHue peneriHbIM BbIXOAOM OTKIHOYEHO (@aBTOMaTU4eckoe YynpaBlieHWe penenHbIM
BbIXOO0M).

6) “timer_set” — 3agaHHOe 3Ha4YeHWe TariMepa penenHoro BbIxoaa.

7) “name” — nms penenHoro Bbixoda. [nvHa cTpokun He 6onee 32-x CMMBOIIOB.

8) “source” — maccuB 13 10 ICTOYHMKOB aBTOMATMYECKOTO YNPaBNEHUSA peenHbIM BbIXOO0M.
Bo3MoXHble 3Ha4YeHNs1 napameTpa:

“disabled” — oTkntoyeH “tempH_low” — gatunk BnaxHoctu. Hnuskas remnepatypa

“dinput 1” — guckpeTHbI Bxoa 1 (aBapusi) “tempH _high” — gatunk BnaxHocTtu. Beicokasi TemnepaTypa

“tcp-control 1” — TCP-ynpaBneHue 1 “tempH_norm” — gatymk BnaxHoctu. TemnepaTypa B Hopme

“tcp-control 2" — TCP-ynpaBnexue 2 “hum_low” — gatumk BnaxxHocTu. Huskas BNaxHocTb

“tcp-control 3" — TCP-ynpaBneHue 3 “hum_high” — gatumk BnaxxHocTu. Bbicokasi BNaXHOCTb

“tcp-control 4” — TCP-ynpaBneHue 4 “hum_norm” — gatumk BnaxHocTn. BnaxHocTb B HOpme

“tcp-control 5” — TCP-ynpaBnexue 5 “hum_disconn” — gatumk BnaxHocTtun. OTKo4eH

“tcp-control 6” — TCP-ynpaBneHue 6 “tempP_low” — gaTyuk gaBnenHus. Huskasi Temnepatypa

“tcp-control 7” — TCP-ynpaBnexue 7 “tempP_high” — patunk gaBneHwusi. Belcokas Temnepartypa

“tcp-control 8" — TCP-ynpaBneHue 8 “tempP_norm” — gatyuk gaBneHus. TemnepaTtypa B HOpMe

“tcp-control 9” — TCP-ynpaBneHue 9 “press_low” — patymk gasnexHus. H1u3koe gasnexue

“tcp-control 10” — TCP-ynpaBsneHue 10 “press_high” — patynk gaBnexus. Beicokoe aaBnexHme

“tcp-control 11” — TCP-ynpasneHue 11 “press_norm” — gatyvk gasnexus. [laBneHve B HopMe

“tcp-control 12" — TCP-ynpaBneHue 12 “press_disconn” — patymk gasnexHus. OTKoYeH

“temp1_low” — gaTuuk Temnepartypsbl 1. Huskas remnepatypa “tempW1 _low” — gatumnk Temnepatypsbl 1-wire 1. Hu3kas Temnepatypa
“temp1_high” — gaTuuk TemnepaTtypsbl 1. Boicokasi TemnepaTypa “tempW1 _high” — gatunk Temnepatypsbl 1-wire 1. Boicokasi Temnepartypa
“temp1_norm” — gaTyuk Temnepatypsbl 1. B Hopme “tempW1_norm” — gatynk TemnepaTtypsbl 1-wire 1. B Hopme
“temp1_disconn” — gaTuuk Temnepatypbl 1. OTKNOYeH “tempW1_disconn” — gatynk TemnepaTtypsbl 1-wire 1. OTknoYeH
“temp2_low” — gaTyuk Temnepatypsbl 2. Huskas remnepartypa “tempW2_low” — gatyunk Temnepatypsbl 1-wire 2. Hu3kasa Temneparypa
“temp2_high” — gaTuuk TemnepaTtypsbl 2. Bbicokasi TemnepaTypa “tempW2_high” — gatunk Temnepatypbl 1-wire 2. Boicokasi Temnepartypa
“temp2_norm” — gaT4uk Temnepatypbl 2. B Hopme “tempW2_norm” — gatynk TemnepaTtypsbl 1-wire 2. B Hopme
“temp2_disconn” — gaT4uk Temnepatypbl 2. OTKNOYEH “tempW2_disconn” — gatunk TemnepaTtypbl 1-wire 2. OTknoYeH
“temp3_low” — gaTuuk Temnepatypsbl 3. Hnuskas remnepartypa “tempW3_low” — gatyunk Temnepatypsbl 1-wire 3. Hu3kas Temnepatypa
“temp3 _high” — gaTuuk TemnepaTtypsbl 3. Bbicokasi TemnepaTypa “tempW3_high” — gatunk Temnepatypbl 1-wire 3. Bbicokasi Temnepartypa
“temp3_norm” — gaT4uk Temnepatypbl 3. B Hopme “tempW3_norm” — gatynk TemnepaTtypsbl 1-wire 3. B Hopme
“temp3_disconn” — gaTuuk Temnepatypbl 3. OTKNOYEH “tempW3_disconn” — gatunk Temnepatypbl 1-wire 3. OTknoYeH
“temp4_low” — gaTyuk Temnepatypsbl 4. Huskas remnepatypa “tempW4 low” — gatyunk Temnepatypsbl 1-wire 4. Hu3kas Temneparypa
“temp4 _high” — gaTuuk TemnepaTtypsbl 4. Boicokasi TemnepaTypa “tempW4 _high” — gatunk Temnepatypbl 1-wire 4. Boicokasi Temnepartypa
“temp4 _norm” — gaT4uk Temnepatypbl 4. B Hopme “tempW4 _norm” — gatynk TemnepaTtypsbl 1-wire 4. B Hopme
“temp4_disconn” — gaTyuk Temnepatypsbl 4. OTKNOYEH “tempW4 _disconn” — gatunk TemnepaTtypbl 1-wire 4. OTknoYeH

9) “action” — maccuB 13 10 3agaHHbIX 4ENCTBMIA aBTOMATUYECKOIO yNpaBieHns PeNEeNHbIM BbIXOLOM.

Bo3moxHble 3HaveHus napameTpa: “off” — BbIKMOUNTL penenHbii BeiIXod. “on” — BKITHOYUTL PENEnHbIN BbIXoM,
“disabled” — aBTomMaTNyeckoe ynpasneHue penenHbIM BbIXOA0M OT AaHHOrO UCTOYHMKA OTKIMIOYEHO

10) “log” — donar paspeLueHunst 3anncu B XXypHan coObITUIA 4ENCTBUIA PENENHOTO BbIXOAaA.
BoamoxHble 3HauyeHust napameTpa: “disabled” — 3anuck 3anpelleHa, “enabled” — 3anuck paspelueHa.
2.3 ®aunn AaHHbIX gUcKpeTHoro Bxoaa /dinput.json

[aHHbIN dhann OoCTyNeH TONbKO ANS YTEHUs

dann cogepXxuT AaHHble AMCKPETHOrO BXoaa

2.3.1 O6bekT “dinput”

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 0ObekTa json).
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3HaveHne napameTtpa: “dinput’.

2) “status” — TekyLmMI cTaTyc AUCKPETHOrO BX0oAa.

BoamoxHble 3HaveHus napameTpa: “normal’ — OUCKpeTHbIM BXoA B HOpme, “alarm” — aBapusi AUCKPETHOro Bxoaa,
“‘disconnected” — onCKpeTHLIN BXO OTKMOYEH.

3) “alarmCnt’ — cuyeTumk aBapuin QUCKPETHOrO BXoaa.
[wnanasoH sHavyeHun napameTpa: 0..16777216.

4) “name” — ums AMCKpeTHOro Bxoaa. [AnnHa cTpokn He bonee 32-x CUMBOJIOB.
5) “type” — Tvn guckpeTHOro Bxoaa.

BoamoxHble 3HauyeHust napameTpa: “normal-opened” — HopMarbHO-pa3oMKHYTbIA, “normal-closed” — HopmanbHO-
3aMKHYTbIR, ‘normal-opened-trig” — HOpManbHO-PaA3OMKHYTLIA KOHTaKT B pexume Tpurrepa, “normal-closed-trig” —
HOpPMarnbHO-3aMKHYThIA KOHTaKT B peXxunmMe Tpurrepa.

6) “dtimer” — Tanmep 3agepXXk1 BKITHOYEHUS aBapumn ANCKPETHOIo BXoAa.

[vanasoH 3Ha4yeHun napameTpa: 0..99 c.

7) “altimer” — TanmMep 3a4ep>KKM OTMEHBLI aBapuy AUCKPETHOrO BXxoaa.
[wvanasoH 3Ha4yeHun napameTpa: 0..99 c.

8) “log” — chnar paspeLueHunst 3anncu B XXypHan CoObITUIA UCKPETHOrO BXxoaa.

BoamoxHble 3HauyeHust napameTpa: “disabled” — 3anuck 3anpelleHa, “enabled” — 3anuck paspelueHa.

9) “trigen” — chbnar paspeLueHnsi GrTIOKMPOBKN aBTOMATMYECKOrO OTKIMIOYEHMS aBapyy OUCKPETHOro Bxoaa.
BosmoxHble 3HaueHuss napametpa: “disabled” — 6GnokupoBka oTknoyeHa (aBapusi OTMEHWUTCH aBTOMAaTU4eCKM),
“enabled” — 6GriokMpoBka BKNoYeHa (aBapusi He OTMEHUTCA 40 €€ py4YHoro copoca).

2.4 ®ann aaHHbIX LUhPOBLIX A4ATYMKOB /sensors.json

[aHHbIN dhann OoCTYNeH TONbKO ANS YTEHUsI
dann coaepXknT AaHHble UMPPOBLIX 4aTYNKOB TeMMNepaTypbl, BNAXXHOCTU, AABNEHNUS.
2.4.1 OGbekT “sensors”
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4eHune napameTpa: “sensors”.
2) “id” — nHgekc obbekTa LMdPOBOro JaTymka B jSon MaccuBee.
[wnanasoH 3Ha4yeHun napameTpa: 1..13
Howmep undpposoro gatuuka:

1-4 — undpposble gatyukn TemnepaTypbl Ne1-Ne4;

5 — undpoBon AaTyMK BNAXXHOCTU (BNAXXHOCTb);

6 — UMdPOBON AaTUMK BNAXHOCTU (TemnepaTtypa);

7 — uMdPOBON AATUMK BNAXKHOCTU (TOYKA POCHI);

8 — undpoBon aaTumk gaBneHus (oaBneHue);

9 — UMdpOBON AaTyMK AaBneHUs (TeMmnepartypa);

10-13 — undposblie gaTumkm Temnepatypbl 1-wire Ne1-Ne4).

3) “type” — Tvin uncppoBoro gatyuka.
Bo3moXHble 3Ha4YeHns napameTpa:
“‘temperature 1”... “temperature 4” — uncposble gatynkm TemnepaTypbl Ne1-Ne4;
“humidity” — undpoBoNn AaTuMK BNAXHOCTM (BNAXHOCTb);
“temperature (hum.sensor)” — uncpoBon JaT4nK BNaXXHOCTU (TemnepaTypa);
“dew (hum.sensor)” — uncpoBoN JaT4MK BNAXXHOCTM (TOYKA POChHI);
“pressure” — undcpoBON JaTYUK faBMNeHUs (OaBrneHue);
“temperature (press.sensor)’ — L1dpoBON AaT4MK OaBNeHUs (Temneparypa);
“temperature 1 (1-wire)” ... “temperature 4 (1-wire)” — undpoBble gaTumkmn Temnepatypbl 1-wire Ne1-Ne4,

4) “value” — TeKyLMIn 3Ha4YeHne LMdPOBOro AaTymka.

5) “dim” — eguHuLa namepenus ona napametpa “value” undpoBoro garymka.
Bo3moxHble 3HavyeHus napametpa: “°C” — ona gaTyukoB Temnepartypsbl, “%” — ona gatyvka BnaxHoctu, “mmHg” —
ONSA gaTyvka gaenexHus (MM pT.cT.).

6) “status” — Tekywmn ctatyc UMdPOBOro faTymka.
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BoamoxHble 3HayeHus napameTpa: “normal” — umcpoBon faTtumk B Hopme, “low_alarm” — aBapus uudgposoro
Jatuuka no HwkHemy nopory, “high_alarm” — aBapus undcposoro gatumka no BepxHemy nopory, “disconnected” —
LMdPOBON AATYMK OTKITHOYEH.

7) “name” — nms LMdpoBoro gatynka. [invHa cTtpokn He 6onee 32-x CMMBOSOB.

8) “low” — HVXXHUI Nopor aBapun LMPOBOro AaTymka.

9) “high” — BepxHwuiA nopor aBapun LMdPOBOro faT4ymka.

10) “hyst” — ructepesmnc noporos aBapumn LMEPOBOro AaT4uka.

11) “dtimer” — Taimep 3agepXKn BKNOYEHNS aBapun LMPOBOro AaTymka.

[vanasoH 3Ha4yeHun napameTpa: 0..99 c.

12) “log” — cbnar paspelueHnst 3anmcu B XXypHar cobbITUI UMcpoBOro gaTymka.

BoamoxHble 3HauyeHust napameTpa: “disabled” — 3anuck 3anpelleHa, “enabled” — 3anuck paspelueHa.

13) “trigen” — donar paspeLueHust 6r1OKMPOBKM aBTOMATUYECKOIO OTKITIOYEHNST aBapun LMGPOBOTro AaTyumka.
BosmoxHble 3HaueHuss napametpa: “disabled” — 6GnokupoBka oTknoyeHa (aBapus OTMEHWUTCH aBTOMaTU4ecKu),
“enabled” — 6GriokMpoBka BKINtoYeHa (aBapusi He OTMEHUTCA 40 €€ py4YHoro copoca).

2.5 ®dann gaHHbIX CTPOKU COCTOSAHUA AUCKPETHLIX BXOAO0B U perieiHoro Bbixoga /status.json

[aHHbIN chainn JOCTYNeH TONbKO AN YTEHUS.

dann cogepX1T AaHHble CTAaTyCOB PENEeNHOro Bbixoga N AUCKPETHbIX BXOLAOB.

2.5.1 O6bekT “dinput_status”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3HaveHne napametpa: “dinput_status”.

2) “status” — TekyLmMI cTaTyc AUCKPETHOrO BXoAa.

Bo3aMoXHble 3Ha4yeHMst napameTpa: “‘normal’ — guckpeTHbIn BXod B HOopme, “alarm” — aBapusi OUCKPETHOro BXxoaa,
“‘disconnected” — onCKpeTHLIN BXO OTKMOYEH.

3) “alarmCnt’ — cuyeTumk aBapuin QUCKPETHOrO BXoAa.

[unanasoH 3HavyeHun napameTpa: 0..16777216.

2.5.2 MaccuB o6bekToB “routputs_state”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3HadveHue napameTpa: “routputs_state”.

2) “id” — nHgekc obbekTa penenHoro Bbixoda B json Maccuse (HOMEP PeNenHOro Beixoaa).
[wnanasoH 3Ha4yeHun napameTpa: 1..8.

3) “state” — TekyLlee cocTosiHME peENeHOro Bbixoaa.

Bo3moxHble 3HaveHuss napameTtpa: “‘off’ — penenHbIn BbIXO4 BbLIKIIOYEH. “On” — penenHbl BbIXOL BKIOYEH,
“‘unknown” — COCTOSIHME PENEVHOrO BbIXOAa He OnpeaeneHo (BbIXOA OTKIOYEH, HENCTNPaBEH)

4) “ctimer’ — TekyLlee 3Ha4yeHWe Tanmepa peneHoro Bbixoaa.

2.6 ®dann AaHHbIX pacnosioXeHusi U CUCTEMHbIX AaTbl/BpeMeHu aganTtepa /loc.json

[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.

dann coaepXknT AaHHbIe PacrnonoXeHns U TeKyLLEero BpeMeHn agantepa.

2.6.1 OObekT “time_data”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3Ha4veHune napameTpa: “time_data”.

2) “time” — Tekywue garta n Bpemsda agantepa B opmate “00.MM.IT / y4.mm.cc”.

2.6.2 OO6bekT “location” — cTpoka pacnonoxeHus agantepa. [nvHa cTpokn He 6onee 64-x CMMBOSOB.

2.7 ®ain xypHana co6biTMi B TeKcToBOM popmaTte coobieHun /log.json

[aHHbIN chainn JOCTyNeH TONbKO AN YTEHUS.

dann cogepx1T AaHHbIe XypHana cobbiTui ¢ coobLleHmammn B hopmaTe TekcTa.
2.7.1 MaccuB obbekToB “log’”.

1) “time” — gaTta n Bpemsi dmkcauum cooduerus, B popmate “O0.MM.IT / yy.mm.cc”.

2) “msg” — coobLleHune xxypHana cobbITin B TEKCTOBOM chopmare.
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3) “type” — Tmn coobLLeHns xxypHana cobbITui.
BoamoxHble 3HauyeHuss napameTpa: “M” — usBelleHue, “W” — npegynpexaeHue, “A” — aBapus.

2.8 ®aunn KypHana cobbiTu B kogoBoM popmaTe coobleHun /log_cd.json
[aHHbIN thann JOCTYNeH TONbKO AN YTEHUS.

dann cogepnT AaHHble XypHana cobbiTui ¢ cooOLLEHMAMU B KOAOBOM cbopmare.
2.8.1 MaccuB obbekToB “log’.

1) “time” — gaTta n Bpemsi dmkcauum cooduerus, B popmate “O0.MM.IT / y4y.mm.cc”.
2) “code” — koA coobLeHMs XypHana cobbITUN.

3) “type” — Tmn coobLLeHns xxypHana cobbITui.
BoamoxHble 3HaueHus napameTpa: “M” — usBelleHue, “W” — npegynpexaeHue, “A” — aBapus.

4) “name” — uMsA gaTtymka/napameTpa B COOOLLEHMM XXypHana codbITuii (ecnn ecTb).
5) “value” — 3Ha4eHWe gaTynka B COOOLLEHMM XKXypHana cobbITUIA (ecnu ecTb).

2.9 ®awnn HacTpoek TCP-coeauHeHun /protect/devtcp_cfg.json

[aHHbIN dhann JOCTYNeH TONbKO AN YTEHUS.

dann cogepxuT gaHHble HacTpoek TCP-coegnHEHWA.

2.9.1 MaccuB obbekToB “devtcp_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HadveHune napameTpa: “devtcp_config”.

2) “id” — uHpekc obbekta TCP-coegnHeHus B json MaccuBe.
[unanasoH 3HavyeHun napameTpa: 1..13.

3) “sensor_type” — Tvn gatyuka (McTodHMKa cobbiTuin) /obbekTa ynpasneHus TCP-coeanHeHus.
Bo3moXHble 3Ha4YeHns napameTpa:

“dinput 1” — NICTOYHUK COObLITUIA — OAUCKPETHbIN BXxoAa Ne1;

“tcp-control 1” ... “tcp-control 12" — o6bekTa ynpasneHusa — TCP-ynpasneHne Ne1-Ne12.

4) “type” — tun TCP-coegnHeHus.
Bo3amoxHble 3HaveHust napameTpa: “disabled” — TCP-coeguHeHue oTknoYeHo, “server” — HacTpowika TCP-
COeIHEHMS B KadecTBe cepBepa, “client” — HacTporka TCP-coeanHeHus B Ka4eCcTBE KITMEHTA.

5) “netif’ — BbIOOp nHTEpdheica ana TCP-coeanHeHus.

Bo3amoxHble 3HadeHust napameTpa: “auto” — aBTomaTuieckuii Boloop uHTepderica, “WiFiSta” — nogkntoueHue vepes
nHtepcpernc WiFi Sta, “WiFiAp” — nogknioyeHve 4vepes uHTepdenc WiFi AP, “ethernet” — nogkniouyeHve yepes
uHTepdpenc Ethernet.

6) “host ” — agpec cepBepa Ania NoAKMYeHUs (MCMoNb3yeTcs TONbKO Npu HacTpowike “type”:"client”). AnnHa cTpokn
He ©onee 64-x CUMBOJOB.

7) “port” — Homep nopta ana TCP-coeanHeHus.
[wnanasoH 3Ha4yeHun napametpa: 1..65535.

8) “password” — naponb ana TCP-coeamHeHus. [InuHa cTpokn He 6onee 16-Tn CMMBOSOB.
9) “uid” — yHukanbeHbIN |ID NCTOYHMKA.
10) “rst” — AkTmBHOe cocTosiHne TCP-ynpaBneHus npu noTepe CBA3M (MCMONb3YeTCs TOMbKO MPU HACTPOWKe

“sensor_type”:“tcp-control 1” ... “tcp-control 12”).
Bo3moxHble 3HaveHnst napameTpa: “disabled” — He nepeBoauTe TCP-ynpaBneHne B akTUBHOE COCTOSIHUE Mpu nNoTepe
cBs3u, “enabled” — nepesognTb TCP-ynpaBneHue B aKTMBHOE COCTOSIHUE MPU NOTEPE CBA3M.
2.9.2 MaccuB “sensors”. MaccyB TMNOB AaTYMKOB (MCTOYHMKOB COObITMI) /06bekToB ynpasneHusa TCP-coeamHeHus.
Bo3moxHbIe 3HavYeHns napameTpa:

“dinput 1” — NICTOYHUK COBObLITUIN — AUCKPETHbINA BXxoAd Ne1;

“tcp-control 1” ... “tcp-control 12” — o6bekTa ynpasnexHus — TCP-ynpasneHue Ne1-Ne12.

210 ®awnn POST 3anpoca ans 3anucu Hactpoek TCP-coeauHeHun /protect/devtcp_cfg_p.json

[aHHbI dann gocTyneH Ans 3anucu.
dann npegHasHaveH ans 3anncy Hactpoek TCP-coeguHeEHWA.
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2.10.1 WNwms gaHHbix POST gnsa 3anncu devtcp_config.

lMepeyeHb NapameTpoOB Ans 3anucy NpeacTaBneH B noanyHkTax 2), 4) — 10) n.n. 2.9.1.

Mpumep aaHHbIX POST 3anpoca:
devtcp_config=[{“id”:“2”,”type”:“server”,”port”:“49500”,”host”:“192.168.1.200”}]

2.11 ®ann ctatyca TCP-coegnHeHun /protect/devtcp_status.json

[aHHbIN thann JOCTYNeH TONbKO AN YTEHUS.

darin cogepxut AaHHble ctatycoB TCP-coeamHeHui.

2.11.1 MaccuB o6bekToB “devtcp_status”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3HaveHne napameTpa: “devtcp_status”.

2) “id” — uHpgekc obbekTta TCP-coegnHeHus B json MaccuBe.

[vanasoH 3Ha4yeHun napametpa: 1..13.

3) “status” — ctatyc TCP-coegnHeHus.

Bo3moxHble 3HadeHusi napameTpa: “not_init” — He wHuumanuanposaH, “disabled” — oTknioyeH; “dns_failed” —

ownbka obpauweHusa k DNS cepeepy; “sock_failed” — owmnbka oTKpbITUA cokeTa; “connecting” — nogkntoyeHne K

3agaHHoMy TCP-coeguHeHuto; “connected” — ycTaHOBNeHO nogkmdeHMe K 3agaHHoMmy TCP-coeguHeHuio;

“disconnected” — TCP-coeanHeHne OTKMOYEHO; “system_error’ — cuctemHas owubka; “uid_error’ — owwnbka UID;

“object_error’ — owmbka obbekTa ynpasneHus; “data_error’ — owmbka aaHHbIx TCP-coegnHeHus.

4) “msg” — TEKCTOBOE onncaHue Tekyllero ctatyca TCP-ynpasneHus.

2.12 ®ann HacTpoek AUCKpeTHbIX BxogoB /protect/dinput_cfg.json

[aHHbIN dhann JOCTYNeH TONbKO AN YTEHUS.
dann coaepXnT AaHHble HACTPOEK AUCKPETHOro BXoaa.
2.12.1 MaccuB o6bekToB “dinput_config”.
OO6bekTbl MaccuBa cogepaTt napameTphbl, MPeAcTaBneHHble B noanyHkTax 1), 4) — 9) n.n. 2.3.1.
213 ®awnn POST 3anpoca Ans 3anucu HacTpoek ANCKPeTHbIX BxoaoB /protect/dinput_cfg_p.json
[aHHbIN dann ocTyneH Ans 3anucu.
dann npegHasHayeH Ansa 3anMcn HacTpoek AUCKPETHOro BXoaa.
2.13.1 WNwmsa gaHHbix POST gns 3anuncu dinput_config.
lMepeyeHb NnapameTpoB Ans 3anucy npeacTaBneH B noanyHkTax 4) — 9) n.n. 2.3.1.
Mpumep aaHHbIx POST 3anpoca:
dinput_config={"name”:“AuckpeTHbI Bxoa 1”,“type”:“normal-opened”,“log”:“enabled”}
2.14 ®awnn crtatyca 6OKMPOBKM aBTOMaTU4YeCKOro OTKIIF0UYEeHUA aBapun AUCKPETHOro Bxoaa
Iprotect/dinput_trig.json

[aHHbI dhanin AOCTYyNeH ansa YteHus / 3anvcu.
dann coaepX1T gaHHble CTaTycoB OIOKMPOBKM aBTOMAaTUYECKOrO OTKITIOYEHUSA aBapun JUCKPETHOIO BXOAa.

2.14.1 OO6wekT “dinput_trig”.
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4veHune napameTpa: “dinput_trig”.
2) “status” — craTyc OMOKMPOBKM aBTOMATUYECKOrO OTKIIOYEHNSI aBapuUn AUCKPETHOIO BXOAA.
Bo3moxHble 3HadeHus napameTpa: ‘inactive” — HeakTMBHO (aBTOMaTM4yecKkasi OTMEHa aBapuiA He OTKItoYeHa, nnbo
aBapusl OTCYTCTBYeT), “active” — aBToMaTMyeckass OTMEHa aBapui OTKIOYEHa, OAaTYMK HaxoauTCs B aBapUMHOM
cocTosIHMM (COPOC aBapuMIMHOrO COCTOSIHMSA HEBO3MOXEH); “active_rst” — aBTomaTnyeckas oTMeHa aBapuin OTKITIOYEHa,
OaTyYMK HaxXoauTCs B cTaTyce aBapum (BO3MOXXeH COpOC aBapuMNHOro COCTOSAHUSA).
Mpumep aaHHbIX POST 3anpoca anst copoca aBapuinHOro COCTOSIHUS:

dinput_trig={"status”:“inactive”}
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2.15 ®ann gaHHbIX 1 HACTPOeK MHBeHTapu3auum /protect/inventory.json

[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.

dann cogepx1T gaHHble MHBEHTapM3aumy aganTtepa.

2.15.1 OO6bekT “serial” — cTpoka, cogepxallas cepuiHbI HOMep aganTepa

2.15.2 OOBekT “location” — cTpoka pacnonoxeHust agantepa. [AnvHa cTpoku He 6onee 64-x CMMBOIIOB.
2.15.3 OObekT “bootldr’ — cTpoka, cogepxallas Homep Bepcum 3arpy3yuka agantepa.
2.15.4 OO6bekT “fw” — cTpoka, cogepxallasa obo3HadeHne Bepcun MO aganTtepa.

2.15.5 MaccuB o6bekToB “ partitions” — maccus pasagenos O aganTepa.

1) “id” — ungekc pasgena MO B json maccuBse.

[unanasoH sHavyeHun napameTpa: 1..2.

2) “value” — cTpoka, cogepxaliasa nigopmauuio o Bepcum MO pasgena, cratyce pasgena.

3) “active” — napameTp, onpeaensaoLLmMin akTUBHOCTb pasgena 0.
Bo3moxHble 3HayeHus napameTpa: “true” — paHHbii pasgen 1O aktmBHbid, “false” — pgaHHbIM pasgen 10
HeaKTUBHbIN.

2.16 ®awnn POST 3anpoca Ans 3anucu HacTpoek MHBeHTapusauum /protect/inventory_p.json
[aHHbI dann ocTyneH Ans 3anucu.
dann npegHasHaveH 4ns 3anncy HaCTPOEK MHBEHTapU3aLn.
2.16.1 WNwms gaHHbix POST gns 3anucu inventory.
Mpumep aaHHbIX POST 3anpoca:
inventory=PacnonoxeHue 1
2.17 ®ann ceTeBbIx HacTpoek /protect/net_cfg.json
[aHHbIN chann JOCTyNeH TONbKO AN YTEHUS.
dann cogepx1T JaHHblE CETEBbLIX HACTPOEK aganTepa.
2.17.1 OO6nekT “ethernet_config’. Hactpoinku nHtepderica Ethernet

1) “object’ — uma obbekTa (coBnagaeT ¢ MeHeM 06beKTa json).

3HaveHune napameTpa: “ethernet_config”.

2) “prio” — npuopuTeT MHTEpderica.

BoamoxHble 3HayeHua napametpa: “low” — Hu3kuin npuoputeT, “‘medium” — cpegHuii npuoputeT, “high” — Bbicokuit
NpUopUTET.

3) “host” — ums hostname nHTepelica. [nuHa cTpokn He 6onee 15-Tn CMMBOIOB.
4) “ip” — ipv4 agpec nHtepdenca agantepa B hopmaTte “XxXX. XXX.XXX. XXX

5) “mask” — macka ceTu B hopmaTte “XxXX.XXX.XXX.XXX".

6) “gw” — ipv4 agpec wnio3a B hopmaTte “XXX.XXX.XXX.XXX".

7) “dns1” — ipv4 agpec ocHoBHOro DNS cepBepa B hopmaTte “XXX.XXX.XXX.XXX".
8) “dns2” —ipv4 agpec pe3epBHoro DNS cepBepa B hopmaTe “XXX.XXX.XXX. XXX
9) “dhcpc” — donar paspewenus DHCP knueHTa.

Bo3moxHble 3HavyeHus napameTpa: “disabled” — knMeHT OTKMNOYEH (MCNONb3yeTCs cTaTUdecKkMe CeTEBbIE HACTPOWKN),
“enabled” — knneHT BkNtoYeH (Nony4veHne ceteBbix HacTpoek oT DHCP cepsepa).
10) “mac” — mac agpec uHTepderica B hopmaTte “Xx:XX:XX:XX:XX:XX".

2.17.2 O6wekT “WiFiSta_config”. Hactponku nHtepderica WiFi Sta.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 0ObekTa json).
3Ha4veHune napameTpa: “WiFiSta_config”.

2) “enable” — pa3pelueHne paboTbl nHTepdeiica.
BoaMmoxHble 3HadeHnsa napameTpa: “disabled” — nHTepdenc otknoveH, “enabled” — nHTepdenc BKIOYEH.

3) “ssid” — nma Toukm goctyna WiFi gna nogknioveHunst agantepa. [invHa ctpoku He 6onee 31-ro cumsona.
4) “password’ — naponb Toukn goctyna WiFi ans nogkntodeHunsa agantepa. AnvHa cTpoku He Bonee 63-x CUMBOOB.
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5) “channel” — kanan WiFi.

Onana3soH 3HayeHnn napametpa: 0..12. MNMpu ycTtaHoBKe 3Ha4veHus 0, kaHan BbIOMpaeTCcss aBTOMAaTUYECKN.

6) MapameTpbl no noanyHktam 2) — 10) n.n. 2.17.1.

2.17.3 O6wekT “WiFiAp_config’. Hactpoiiku nitepdenca WiFi Ap.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3Ha4veHune napameTtpa: “WiFiAp_config”.

2) “enable” — pa3pelueHne paboTbl nHTEpdeiica.

BoaMoxHble 3HadeHnsa napameTpa: “disabled” — nHTepdenc otknoveH, “enabled” — nHTepdenc BKIOYEH.

3) “ssid” — nma Toukm goctyna WiFi gns nogkntoveHus k agantepy. AnvHa cTpoku He 6onee 31-ro cumBona.

4) “password” — naponb ToykM goctyna WiFi gna nogknioyeHus k agantepy. OnuHa cTpoku He ©Oomnee 63-x
cvmBonoB. lNMpu gnvHe napons mMeHee 8 CMMBOIIOB, TOYKa AOCTyna agantepa byaet paboTtaTb B OTKPLITOM pexume
(6e3 napons).

5) “channel” — kaHan WiFi.

[unanasoH 3HavyeHun napameTpa: 1..12.

6) “dhcps” — donar paspeweHns DHCP cepsepa.
BoamoxxHble 3HaueHust napameTpa: “disabled” — DHCP cepsep oTkntoudeH, “enabled” — DHCP cepBep BKIO4eH.

7) NMapameTpbl no noanyHktam 2) — 8), 10) n.n. 2.17.1.

2.18 ®ann POST 3anpoca ansa 3anucu ceteBbIX HacTpoek /protect/net_cfg_p.json
[aHHbIn dann ocTyneH Ans 3anucu.
dann npegHasHaveH Ans 3anncy ceTeBblX HACTPOEK aganTepa.
2.18.1 Wwmsa gaHHbix POST gnsa 3anncm HacTpoek nHtepdpenca ethernet: ethernet_config.
lMepeyeHb NapameTpoB Ans 3anvcy npeacTaBneH B noanyHkTax 2) — 9) n.n. 2.17.1.
Mpumep aaHHbIX POST 3anpoca:
ethernet_config={“prio”:“high”, “ip”:“192.168.1.10”,”mask”:“255.255.255.0”,”gw”:“192.168.1.1”}
2.18.2 WNwms pgaHHbix POST gnsa 3anncu Hactpoek nHtepdperica WiFi Sta: WiFiSta_config.
lMepeyeHb NnapameTpoOB Ans 3anncy NpeacTaBneH B NoanyHkTax 2) — 5) n.n. 2.17.2, nognyHkrax 2) — 9) n.n. 2.17.1.
Mpumep aaHHbIx POST 3anpoca:
WiFiSta_config={“enable”:“enabled”,“ssid”:“access_point”,“password”:“12345678”,“dhcpc”:“enabled”}
2.18.3 Wwmsa gaHHbix POST ansa 3anuncm Hactpoek nHtepdenca WiFi Ap: WiFiAp_config.
lMepeyeHb NnapameTpoOB Ans 3anvcy NpeacTaBneH B NoAnyHkTax 2) — 6) n.n. 2.17.2, nognyHkrax 2) — 8) n.n. 2.17.1.
Mpumep aaHHbIXx POST 3anpoca:
WiFiAp_config={"enable’:“enabled”,“ssid”:“access_point”,“password”:“12345678”,“dhcps”:“enabled”}
2.19 ®awnn cratyca ceTeBbIX HacTpoek /protect/net_status.json
[aHHbIN dhann JOCTYNeH TONbKO AN YTEHUS.
dann cogepX1T gaHHble CTATyCOB M TEKYLLMX CETEBbIX HACTPOEK aganTtepa.
2.19.1 OO6wekT “ethernet_status”. [1aHHble MHTepdelica Ethernet
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HaveHne napameTpa: “ethernet_status”.
2) “ip” — Tekywun ipv4 agpec nHtepdenca agantepa B oopmaTte “XxXX. XXX.XXX. XXX
3) “mask” — TekyLLaa Macka ceTu B hopMaTe “XXX.XXX.XXX.XXX".
4) “gw” — TeKyLwun ipv4 agpec Wwno3a B opmaTte “XXX.XXX.XXX.XXX".
5) “dns1” — Tekywmii ipv4 agpec ocHoBHoro DNS cepBepa B hopmaTe “XXX. XXX.XXX. XXX
6) “dns2” — Tekymi ipv4 agpec pesepBHoro DNS cepBepa B oopMaTe “XXX.XXX.XXX.XXX".
2.19.2 O6bekTt “WiFiSta_status”. [laHHble HTepdelica Ethernet
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HaueHune napametpa: “WiFiSta_status”.

2) “status” — ctatyc nogkntodeHus k cetn WiFi.
BoamoxHble 3HaueHuss napameTpa: “disconnected” — WiFi otknioveH, “connected” — WiFi nogkntoyeH.



3) “rssi” — ypoBeHb curHana WiFi.

4) “ip” — Tekywun ipv4 agpec nHTepderica agantepa B opMaTe “XxX.XXX.XXX. XXX,

5) “mask” — TekyLiaa Macka ceTu B chopmaTte “XXX.XXX.XXX.XXX".

6) “gw” — Tekywmn ipv4 agpec wno3a B hopMaTe “XxXX.XXX.XXX.XXX.

7) “dns1” — Tekywmii ipv4 agpec ocHoBHoro DNS cepBepa B hopmaTe “XXX. XXX.XXX. XXX
8) “dns2” — Tekywmi ipv4 agpec pesepBHoro DNS cepBepa B popmMaTe “XXX.XXX.XXX.XXX".

2.20 ®awnn HacTpoek penenHbix BbixogoB /protect/routputs_cfg.json

[aHHbIN dhann OoCTyNeH TONbKO ANS YTEHUsI
dann coaepXnT HaCTPOMKN penenHblX BbIXOO0B

2.20.1 MaccuB 06bekToB “routputs_config”
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4veHune napameTpa: “routputs_config”’.

2) lMapameTpbl no nognyHkTam 2), 5) — 10) n.n. 2.2.1.

2.21 ®awnn POST 3anpoca Ansa 3anucu HacTpoek penenHbix BbixoaoB /protect/routputs_cfg_p.json
[aHHbI dann ocTyneH Ans 3anucu.

dann npegHasHaveH NS 3anncy HaCTPOEK PENENHbIX BbIXOAOB.

2.21.1 WNwmsa gaHHbix POST gnsa sanucm routputs_config.

lMepeyeHb NapameTpoB Ans 3anvcy NpeacTaBneH B noanyHkTax 2), 5) — 10) n.n. 2.2.1.

Mpumep aaHHbIx POST 3anpoca:

routputs_config=[{“id”:”1”,“maction”:“disabled”,“timer_set”:“0”,“name”:“pene 17,
“source”:[“tcp-control 4 “disabled”,“disabled”,“disabled”,“disabled”,“disabled”,“disabled”,“disabled”,
“disabled”,“disabled”],"“action”:[“on”, “disabled”,“disabled”,“disabled”,“disabled”,“disabled”,“disabled”,
“disabled”,“disabled”,“disabled”], “log”:“enabled”}]

Mpumep gaHHbIx POST 3anpoca (py4Hoe ynpaBneHne BbIXO4OM C 3a4aHHbIM TalMepomMm):
routputs_config=[{“id”:”1”,“maction”:“on”,“timer_set”:“10”}]
2.22 ®ann HacTpoek undpoBbIx gaT4ymMkoB /protect/sensors_cfg.json

[aHHbIN dhann OoCTYNeH TONbKO ANS YTEHUsI
dann coaepXnT HaCTPOMKKN LUPPOBLIX 4aTYNKOB

2.22.1 Maccu obbekToB “sensors_config”
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4veHune napameTpa: “sensors_config”.

2) lMapameTpbl no nognyHktam 2), 7) — 13) n.n. 2.4.1.

2.23 ®awnn POST 3anpoca ans 3anucu HacTpoek uncdpoBbIx AaTtumkoB /protect/sensors_cfg_p.json
[aHHbIn dann ocTyneH Ans 3anucu.

dann npegHasHaveH 4ns 3anncy HacTPoeK LMGPOBBIX AATYUKOB.

2.23.1 WNwmsa gaHHbix POST gna sanvcn sensors_config.

lMepeyeHb NapameTpoB Ans 3anncy NpeacTaBneH B NoanyHkTax 2), 7) — 13) n.n. 2.4.1.

Mpumep aaHHbIX POST 3anpoca:

sensors_config =[{“id”:“1”,“name”:“Temnepatypa 1”,“low”:“-10.0”,“high”:“45.0”,“hyst”:“1.0”,“dtimer”:“5”,
“log”:“enabled”,“trigen”:“disabled”}]

2.24 ®awnn crtatyca 61OKMPOBKM aBTOMaTU4YeCKOro OTK/1F04YeHUA aBapumn L poBbIX AaTYNKOB
Iprotect/sensors_trig.json

[aHHbI dhavin AOCTYNeH ansa YteHus / 3anvcu.

dann cogepnT gaHHble CTaTycoB OIOKMPOBKM aBTOMATUYECKOTO OTKITHOYEHNS] aBapun LIMGPOBbLIX AATHYNKOB.
2.241 MaccuB o6bekToB “sensors_trig”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3Ha4veHune napameTpa: “sensors_trig”.
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2) “id” — nHgekc gMCcKpeTHOro BxoAa B jSon MaccuBe.
[vanasoH 3Ha4yeHun napameTpa: 1..13.

3) “status” — ctaTyc GrIOKMPOBKM aBTOMATMYECKOrO OTKIIOYEHMS aBapun LMPOBOro gaTyuka.
Bo3moxHble 3HadeHus napameTpa: ‘inactive” — HeakTMBHO (aBTOMaTM4ecKkasi OTMEHa aBapuiA He OTKItoYeHa, nnbo
aBapusl OTCyTCTBYeT), “active” — aBToMaTMyeckass OTMEHa aBapui OTKIOYEHa, OAaTYMK HaxoOWuTCs B aBapUMHOM
coCTOsIHMM (COPOC aBapuIMHOrO COCTOSIHMSA HEBO3MOXEH); “active_rst” — aBTomaTnyeckas oTMeHa aBapuin OTKIIOYEHa,
OaTyYMK HaxXoauTCs B cTaTyce aBapum (BO3MOXEH COpOC aBapMNHOro COCTOSIHUSA).
Mpumep aaHHbIX POST 3anpoca anst copoca aBapuinHOro COCTOSIHUS:
sensors_trig=[{“id”:“1”,”status”:“inactive”}]
2.25 ®awnn HacTtpoek SMTP (Email) /protect/smtp_cfg.json
[aHHbIN chainn JOCTYNeH TONbKO ANs YTEHUS.
dann cogepxuT gaHHble HacTpoek SMTP knveHTa.
2.25.1 OObekT “smtp_config”.
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4veHune napameTpa: “smtp_config”.
2) “logs” — pa3pelueHue OTnpaBky COOBLLIEHUI XXypHana cobbiTuin No npoTokony SMTP.
Bo3moxHble 3HayeHusi napameTpa: “disabled” — oTnpaBka cooOuweHuii oTknioveHa, “enabled” — oTnpaBka
COODLLIEHUN BKMNIOYEHA.
3) “server’ —agpec SMTP cepBepa. [InnHa cTpokn He bonee 64-x CUMBOMOB.
4) “secure” — NPOTOKOM WNEPOBAHNSI.
Bo3moXHble 3HayeHMs napameTpa: “no” — coeauHeHne 6e3 wudpoBaHus, “tls” — coeguHeHne no npotokony TLS,
“starttls” — coegnHerne no npotokony STARTTLS.
5) “port” — Homep nopta SMTP cepBepa 4ns NOAKIHOYEHUS.
Bo3aMoXHble 3Ha4YeHNsa napameTpa: “25”, “465”, “587”.
6) “helo” — ncnons3oBatb komaHay HELO Bmecto EHLO.

BosmoxHble 3HaueHus napameTpa: “disabled” — ncnonb3osate komaHgy EHLO, “enabled” — ncnonb3osatb komaHgy
HELO.

7) “login” — nMsa Nonb3oBaTens s aBTopm3aunm Ha cepsepe SMTP. [InuHa cTpoku He 6onee 48-M1 CUMBOMOB.

8) “password” — naponb ans asTopusaumun Ha cepsepe SMTP. [nnHa cTpoku He 6onee 48-mMyn CMMBOIOB.

9) “auth” — Tvn aBTOPU3ALML.

BosmoxHble 3HayeHust napameTpa: “auto” — aBTomaTudeckuin Bblbop, “plain” — aBTopmsaumsa PLAIN, “login” —
aBTopu3aums LOGIN.

10) “from” — MMsA NOYTOBOIO fLLMKa B Nore oTnpaBuTenb. nuHa cTpoku He 6onee 48-Mu CUMBOOB.

11) “to” — uMsi NOYTOBOrO fALLMKA B None nonyvatens. [nvHa cTpoku He 6onee 48-mMy CMMBOJIOB.

12) “subject’ — TekcT B none Tembl coobLueHni. [nnHa cTpoku He 6onee 48-Mn CMMBOSIOB.

13) “logp” — NnepMoguYHOCTb OTMPABKU COOBLLEHMI XXypHana.

[unanasoH 3HavyeHun napameTpa: 0..99 MUHYT

14) “language” — A3blk COOOLLEHUI XXypHara.
BoamMoxHble 3HauYeHnst napameTpa: “ru” — pycckuin a3blK, “en” — aHrmMUNCKNA S3bIK.

2.26 ®awnn POST 3anpoca ansa 3anucu Hactpoek SMTP (Email) /protect/smtp_cfg_p.json
[aHHbIn dann gocTyneH Ans 3anucu.

dann npegHasHaveH ons 3anncu Hactpoek SMTP knveHTa.

2.26.1 WNwmsa gaHHbix POST gnga sanncn smtp_config.

lMepeyeHb NnapameTpoB Ans 3anvcy NpeacTaBneH B noanyHkTax 2) — 14) n.n. 2.25.1.

Mpumep aaHHbIX POST 3anpoca:

smtp_config= {“logs”:“enabled”,“server”:“smtp.mail.ru”,“secure”:“starttls”,
“port”:“587”,“helo”:“disabled”,“login”:“mail@mail.ru”,“password”:“qwerty123”,“auth”:“auto”,

LN 1] LN 13

“from”:“mail@mail.ru”,“to”:“mail@mail.ru”,“subject”:“Message”,“logp”:“0”,“language”:“ru”}
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2.27 ®awun ctatyca oTnpaBku TecTtoBoro coobuweHnna SMTP (Email) /protect/smtp_status.json

[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.
dann cogepX1T gaHHble cTaTyca coeguHeHus ¢ SMTP cepeepom.
2.27.1 OObekT “smtp_status”. [NocneaHun 3adonKCMPOBaHHLINA CTAaTyC OTNPaBKN COOOLLEHWNA.
Bo3moXHble 3Ha4YeHns napameTpa:
“not_init" — He MHMLUManNn3npoBaH;
“initialized” — moaynb nHULManNn3npoBaHx;
“init_error’ — owmbka nHnumnanmnsaumm;
“sent” — coobLLeHne OTNPaBIEHO;
“sending” — oTnpaBka coobLLeHus;
“server_error’ — oLumMbka cepBepa;
“auth_required” — TpebyeTcs aBTOPM3aLUS;
“config_error’ — owmnbka koHdurypaumu;
“dns_error’ — owmbka obpaiieHusa k DNS cepsepy;
“socket_error’ — ounmbka OTKPbITUSI COKETA;
“‘connection_timeout” — TanmayT nogkntoveHus;
“tIs_init_error’ — owmnbka nHnunanusauum TLS;
“answer_error’ — olunmbka oTBeTa cepBepa;
“‘connection_reject” — nogknio4eHne OTKNOHEHO CepBEPOM;
“‘connection_closed” — nogkntoyeHre 3aKpbITo;
“hello_reject” — komanga HELO (EHLO) oTknoHeHa cepBepowm;
“auth_unknown” — HEM3BECTHbIN TUM aBTOpPM3aLNK;
“auth_reject” — aBTOpM3aLusa oTKNOHEHa cepBEPOM;
“auth_error’ — ounbka aBTopmsaumu;
“starttls_reject” — komaHga STARTTLS oTknoHeHa cepBepoMm;
“starttls_failed” — owmbka cBa3n no npotokony STARTTLS;
“starttls_timeout” — TaiimayT cBA3m no npotokony STARTTLS;
“mail_data_reject” — Teno coobLueHne OTKNOHEHO CEPBEPOM;
“configuration_changed” — nameHeHbl HacTporikn SMTP;
“internal_error’ — BHyTpeHHss1 owmbka SMTP;
“sending_aborted” — oTnpaBka coobLLieHnsa npepBaHa;

2.28 ®awnn HacTtpoek SNMP /protect/snmp_cfg.json

[aHHbIN dhainn JOCTYNeH TONbKO AN YTEHUS.

dann cogepxuT aaHHble HacTpoek SNMP areHTa.

2.28.1 OOBekT “snmp_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 0ObekTa json).

3Ha4veHune napameTpa: “snmp_config”.

2) “enable_v1_2c” — paspelueHune pabdoTbl no npotokonam SNMP v1, v2c.

Bo3moxHble 3HaveHus napametpa: “disabled” — npotokonsl SNMP v1, v2c oTknoyeHsbl, “enabled” — npoTokonel
SNMP v1, v2c 3aeCTBOBaHbI.

3) “enable_v3" — paspelueHne paboTbl no npotokony SNMP v3.

BoamoxHble 3HaueHust napameTpa: “disabled” — npotokon SNMP v3 oTtkntoveH, “enabled” — npotokon SNMP v3
3a[1e/ICTBOBaH.

4) “read_comm” — mogudumkaTop (community) Ha uyTeHne no npotokonam SNMP v1, v2c. [inuHa cTpokn He Gonee
16-Tn cuMBONOB.

5) “write_comm” — mogndumkaTop (community) Ha 3anmcb no npotokorniam SNMP v1, v2c. [inMHa cTpoku He Gonee
16-Tn cMMBONOB.

6) “ip” — maccuB M3 5-Tn JOBEPEHHbIX ip-agpecoB B OPMATE “XXX.XXX.XXX. XXX

2.28.2 OO6bekT “snmpV3_config”.

1) “object”’ — uma obbekTa (coBnagaeT ¢ MeHeM 06beKTa json).
3Ha4veHune napameTpa: “snmpV3_config’.
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2) “usm” — maccuB un3 2-x MmeH none3oBatenenn SNMP v3. [InuHa cTtpokn He 6onee 31 cumBona.
3) “auth” — maccuB u3 2-x naponewn astopusaumm SNMP v3. [InuHa cTpokn He 6onee 19-Tn CMMBONOB.
4) “auth_type” — maccuB n3 2-x Tunos astopusauum SNMP v3.

BoaMoxHble 3HadeHnsa napameTpa: “no auth”, “md5”, “sha1”, “sha256”, “sha512”.
5) “priv’ — maccuB 13 2-x naponen wudgposaHua SNMP v3. [invHa cTpokn He 6onee 19-Tu CMMBOOB.
6) “priv_type” — maccuB 13 2-x Tunos wuncpposaHua SNMP v3.

BoamoxHble 3HaueHust napameTpa: “no priv’, “‘des”, “aes”, “aes192”, “aes256”.
7) “engine” — 3HaueHne SNMP v3 Engine ID.

2.28.3 OOBekT “trap_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3Ha4veHune napameTpa: “trap_config”.

2) “version” — Bepcuss SNMP gns oTnpaBku Tpanos.

” o« LI "«

BoamoxHble 3HaueHust napameTpa: “‘snmpv1”; “snmpv2c’, “ snmpv3”, “hone”.
3) “language” — s13bik COOBLLEHWI TPaMOB.
Bo3amoxHble 3HauYeHnst napameTpa: “ru” — pycckuin a3blK, “en” — aHrMUNCKNA S3bIK.

4) “comm” — mogucukatop (community) Ha oTtnpaBky TpanoB no npotokorniam SNMP v1, v2c. nuHa CTpoku He
6onee 16-TM CMMBOIOB.

5) “usm” — umsa nonb3osatens SNMP v3 ans otnpasku Tpanos. [InuHa cTpokn He 6onee 31 cumBona.
6) “auth” — napone aBTopm3auun SNMP v3 ans otnpasku Tpanos. [nnHa cTpoku He 6onee 19-Tn CMMBOIOB.
7) “auth_type” — Tvn aBTopmsauum SNMP v3 anst oTnpaBku Tpanos.

Bo3aMoxHble 3HadeHnsa napameTpa: “no auth”, “md5”, “sha1”, “sha256”, “sha512”.
8) “priv’ —naponb wmndposaHus SNMP v3 onsa otnpaBky Tpanos. [JniMHa cTpokn He bonee 19-Tn CUMBOIOB.
9) “priv_type” — Tun wudpoearHua SNMP v3 ansa otnpaBku Tpanos.

BoamoxHble 3HaueHnst napameTpa: “no priv’, “des”, “aes”, “aes192”, “aes256”.
10) “ip” — maccuB u3 5-Tu ip-agpecoB AN pacchbikv TPanoB B hopMaTe “XXX.XXX.XXX.XXX”.

11) “trap_if’ — HacTporka oTnpaBku TpanoB Npu oLWMOKe MapLIpyTM3aunm.
Bo3moxHble 3HavyeHust napameTpa: “all” — oTnpaenaTe Tpanbl Bo Bce MHTepderichl, “default’— otnpaBnaTe Tpanbl B
WHTepdenc B COOTBETCTBMM C MapLLpyTU3aLnen.

2.29 ®awnn POST 3anpoca ansa 3anucu Hactpoek SNMP /protect/snmp_cfg_p.json
[aHHbIn dann gocTyneH Ans 3anucu.

dann npegHasHaveH ang 3anncy Hactpoek SNMP areHTa.

2.29.1 WNwms gaHHbix POST gns 3anncu snmp_config.

lMepeyeHb NapameTpoB Ans 3anvcy NpeacTaBneH B NOANyHKTax 2) — 6) n.n. 2.28.1.
Mpumep aaHHbIX POST 3anpoca:

snmp_config={“enable_v1_2c”:“enabled”,“enable_v3”:“enabled”,“read_comm”:“public”,
“write_comm”:“private”,“ip”:[“255.255.255.255”,“0.0.0.0”,“0.0.0.0”,0.0.0.0”,0.0.0.0”"] }

2.29.2 WNwms gaHHbix POST gnsa 3anncn snmpV3_config.

lMepeyeHb NnapameTpoOB Ans 3anvcy NpeacTaBneH B NOANyHKTax 2) — 6) n.n. 2.28.2.

Mpumep aaHHbIx POST 3anpoca:
snmpV3_config={“usm”:[“a12345678”,“ ”],“auth”:[“a012345678”,“ ”],“auth_type”:[“sha1”,“no auth”],
“priv”:[“a234567890”,“ ”],“priv_type”:[“aes”,“no priv’] }

2.29.3 Wwms gaHHbix POST gns 3anucu trap_config.

lMepeyeHb NnapameTpoB Ans 3anvcy npeacTaBneH B noanyHkTax 2) — 11) n.n. 2.28.3.

Mpumep aaHHbIx POST 3anpoca:

trap_config={“version”:“snmpv3”,“language”:“en”,“comm”:“public”,“usm”:“a12345678”,
“auth”:“a012345678”,“auth_type”:“md5”,“priv”’:“a234567890”,“priv_type”:“des”,
“ip”:[“192.168.10.151”,“0.0.0.0”,“192.168.200.13”,“192.168.10.141”,0.0.0.0”’],“trap_if":“all” }
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2.30 ®Pawnn HacTtpoek SYSLOG /protect/syslog_cfg.json

[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.

dann cogepxuT gaHHble HacTpoek SYSLOG knueHTa.

2.30.1 O6bekT “syslog_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3Ha4veHune napameTpa: “syslog_config”.

2) “enable” — paspelueHne oTnpaBku coobLLEHNI )XypHana cobbiTnii Ha cepeep SYSLOG.

Bo3amoxHble 3HayeHusi napameTpa: “disabled” — oTnpaBka coofweHuii oTknoveHa, “enabled” — oTnpaBka
COODLLIEHUN BKMNIOYEHA.

3) “server’ —agpec SYSLOG cepBepa. [innHa cTpoku He Gonee 64-x CUMBOIOB.

4) “port”’ — Homep nopta SYSLOG cepBepa Anst NogKmoYeHus.
[wnanasoH 3Ha4yeHun napametpa: 1..65535.

5) “transport” — TpacnopTHLIN NPOTOKON AN OTNPaBKWA COOBLLEHWNIA.

” o, ”

Bo3aMoxHble 3Ha4eHna napameTpa: “‘udp”, “tep”.

6) “language” — s13bIK COOBLLEHMI XypHana.
Bo3amMoxHble 3HauYeHnst napameTpa: “ru” — pycckuin a3blK, “en” — aHrmMUNCKNA S3bIK.

2.31 ®awun POST 3anpoca ana 3anucu Hactpoek SYSLOG /protect/syslog_cfg_p.json

[aHHbI dann gocTyneH Ans 3anucu.
dann npegHasHaveH ans 3anncu Hactpoek SYSLOG knveHTa.
2.31.1 Wmsa ganHbix POST anga sanucu syslog_config.
lMepeyeHb NnapameTpoB Ans 3anncy npeacTaBneH B NoanyHkTax 2) — 6) n.n. 2.30.1.
Mpumep aaHHbIx POST 3anpoca:
syslog_config={“enable”:“enabled”,“server’:“192.168.2.1”,“port”:“514” “transport”:“udp”,“language”:“ru”}

2.32 ®awnn ctatyca otnpaBku SYSLOG coobuweHun /protect/syslog_status.json

[aHHbIN dhainn JOCTyNeH TONbKO AN YTEHUS.
dann cogepxuT gaHHble ctaTyca coeguHeHus ¢ SYSLOG cepBepom.
2.32.1 OObekT “syslog_status”. [NocnegHuin 3adoMKCPOBaHHBIV CTATyC OTMPaBKN COOOLLEHWIA.
Bo3moXHble 3Ha4YeHns napameTpa:
“not_init" — He MHMLUManNn3npoBaH;
“initialized” — moaynb nHULManNn3npoBaHx;
“init_error’ — owmbka nHnumnanmnsaumm;
“sent” — coobLLeHne OTNPaBIEHO;
“sending” — oTnpaBka coobLLeHus;
“server_error’ — oLumMbka cepBepa;
“dns_error’ — owmbka obpaiieHusa k DNS cepsepy;
“socket_error’ — ounmbka OTKPbITUSI COKETa;
“‘connection_timeout” — TanmayT nogkntoYeHus;
“‘connection_reject” — nogknio4eHne OTKNOHEHO CepBEPOM;
“‘connection_closed” — nogkntoyeHre 3aKpbITo;
“configuration_changed” — namexeHbl HacTporikn SYSLOG;
“internal_error’ — BHyTpeHHssi owmbka SYSLOG;
“sending_aborted” — oTnpaBka coobLLieHnsa npepBaHa;

2.33 ®ann Hactpoek TELNET /protect/telnet_cfg.json
[aHHbIN dhainn JOCTYNeH TONbKO AN YTEHUS.

®ann copgepxnt gaHHble HacTpoek TELNET cepsepa.

2.33.1 MaccuB obbekToB “telnet_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4veHune napameTtpa: “telnet_config”.
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2) “id” — uHpekc obbekta TELNET B json maccuse.
[unanasoH sHavyeHun napameTpa: 1..2.

3) “user” — nms none3oBatens TELNET. [InuHa ctpokn He 6onee 16-Tn CUMBOIOB.
4) “password’ — naponb aBTopmsauun TELNET. [InuHa cTpoku He Gonee 16-Tu CMMBOSOB.

2.34 ®aun POST 3anpoca ans 3anucu Hactpoek TELNET /protect/telnet_cfg_p.json

[aHHbIn dann ocTyneH Ans 3anucu.

dann npegHasHadeH ang 3anncu Hactpoek TELNET cepsepa.

2.34.1 WNwmsa ganHbix POST ang sanucu telnet_config.

lMepeyeHb NapameTpoB Ans 3anvcy NpeacTaBneH B noanyHkTax 2) — 4) n.n. 2.33.1.

Mpumep aaHHbIX POST 3anpoca:
telnet_config=[{“id”:“1”,“user”:“admin”,“password”:“passw’}]

2.35 ®ann HacTpoek Telegram Bot /protect/tgbot_cfg.json

[aHHbIN chainn JOCTYNeH TONbKO AN YTEHUS.

dann cogepxuT gaHHble HacTpoek Telegram Bot.

2.35.1 O6mbekT “tgbot_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3Ha4veHune napameTpa: “tgbot_config”.

2) “enable” — paspeLueHne paboTtbl Telegram Bot.

BoamoxHble 3HaueHust napameTpa: “disabled” — Telegram Bot oTkntodeH, “enabled” — Telegram Bot BkntoyeH.
3) “host” — agpec Telegram Bot cepBepa. [InuHa cTpoku He 6onee 96-Tn CUMBOSOB.

4) “timeout” — TarimayT long poll.

[wvanasoH 3Ha4yeHun napametpa: 1..999.

5) “language” — s13bIK COOBLLEHMI XypHana.

Bo3amMoxHble 3HauYeHnst napameTpa: “ru” — pycckuin a3blK, “en” — aHrmMUNCKNA S3bIK.
2.35.2 MaccuB 06bekToB “tgusers_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HaueHune napamertpa: “tgusers_config”.

2) “id” — uHaekc ob6bekTa nonb3oBaTend B json Maccuse.
[vanasoH 3Ha4yeHun napameTpa: 1..10.

3) “userid” — id nonb3oBarens telegram.

3HaueHune 0 — nonb3oBatenbs yaaneH

4) “name” — nms nonb3osaTtens telegram.

5) “logen” — paspelueHne oTnpaBkM cOOBLLLEHUN XXypHana cobbiTuin Yepes Telegram Bot.

Bo3moxHble 3HayeHusi napameTpa: “disabled” — oTnpaBka coofweHuii oTknoveHa, “enabled” — oTnpaeka
COODLLIEHUN BKMNIOYEHA.

6) “wrten” — pa3pelueHue nNpuema komaHzg OT nosnb3oBaTtensi Yyepes Telegram Bot.

BoamoxkHble 3HadeHna napameTpa: “disabled” — npnem komaHg oTkntoYeH, “enabled’ — npuem KomMaHa BKIOYEH.

2.36 ®awnn POST 3anpoca ansa 3anucu HacTpoek Telegram Bot /protect/tgbot_cfg_p.json
[aHHbIn dann gocTyneH Ans 3anucu.

dann npegHasHaveH onsa 3anncu Hactpoek Telegram Bot.

2.36.1 Nmsa ganHbix POST ans sanucu tgbot_config.

lMepeyeHb NnapameTpoB Ans 3anvcy NpeacTaBneH B noanyHkTax 2) — 5) n.n. 2.35.1.

Mpumep aaHHbIXx POST 3anpoca:

tgbot_config={“enable”:“enabled”,
“host”:“https://api.telegram.org/bot5735941231:AAHjSa_yl5JorSyGSSn3GLYrimnqwertyQ”,
“timeout™:“60”, “language”:“ru”}

2.36.2 WNmsa gaHHbix POST anga sanucu tgusers_config.
lMepeyeHb NnapameTpoB Ans 3anucy nNpeacTaBneH B noanyHkTax 2), 3), 5), 6) n.n. 2.35.2.



Mpumep aaHHbIx POST 3anpoca:
tgusers_config=[{“id":“1”,“logen”:“disabled”,“wrten”:“enabled”}]

2.37 ®aun ctatyca coeguHeHus Telegram Bot /protect/tgbot_status.json

[aHHbIN dhainn JOCTyNeH TONbKO AN YTEHUS.
dann coaepXnT AaHHble cTaTyca coeanHeHus ¢ Telegram cepeepom.
2.37.1 OObekT “tgbot_status”.
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HadveHune napameTpa: “tgbot_status”.
2) “password” — naponb fobaeneHns nonb3oBartens telegram.
3) “status” — ctaTyc coeguHeHus ¢ cepsepom Telegram.
Bo3moxHble 3Ha4YeHns1 napameTpa:
“uninitialized” — mogyne Telegram Bot He nHMLManNn3npoBaH,
“disabled” — mogynb Telegram Bot oTkrntoueH,
“dns_error’ — owmnbka DNS cepBepa,
“socket_error’ — owinbka cokeTa,
“tIs_init_error’ — owmnbka nHnunanusauum TLS,
“tls_conn_error’ — ownbka TLS coeanHeHus,
“‘connecting’ — coeguHeHne ¢ cepBepom,
“updating” — coegnHeHne yctaHoOBNEHO, OOHOBMNEHUE AaHHbIX B NpoOLecce,
“conn_error’ — owmnbka coeanHeHus.

2.38 ®ann HacTpoeKk CUCTeMHOro BpemeHu agantepa /protect/time_cfg.json
[aHHbIN chann JOCTyNeH TONbKO AN YTEHUS.

dann cogepX1T AaHHble HACTPOEK CUCTEMHOIO BpEMEHW aganTtepa.

2.38.1 OO6bekT “time_data”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3Ha4veHune napameTpa: “time_data”.

2) “time” — Tekywee Bpemsa agantepa B popmate “O0.MM.IT / yy.mm.cc”.

2.38.2 OOBekT “sntp_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3Ha4veHune napameTpa: “sntp_config”.

2) “enable” — BkntoveHne 06HOBEHNSI BpeMeHU ¢ cepBepa SNTP.

BoaMmoxkHble 3HadeHnsa napameTpa: “disabled” — BbikntoveHo, “enabled” — Bknto4eHo.
3) “server’ —agpec SNTP cepepa. [InnHa cTpoku He Gonee 64-x CUMBOIIOB.

4) “period” — nepuog 0O6HOBNEHMS BPEMEHMW.
[nana3soH 3HayeHnn napameTpa: 5..600 cekyHA.

5) “timezone” — yacoBon nosc. MonHbIM CIMCOK YacoBbIX NOSCOB HaxoauTcs B dbanne /srcljs/tzones.js

2.39 ®awnn POST 3anpoca Ans 3anucu HacTpoeKk CUCTEeMHOro BpemeHu agantepa /protect/time_cfg_p.json
[aHHbIn dann gocTyneH Ans 3anucu.
dann npegHa3HayeH Ans 3anncu HacTPOEeK CUCTEMHOINO BpeMeHu aganTtepa.
2.39.1 Wwmsa paHHbix POST ans 3anuvcu time_data.
MepeyeHb NapaMeTpoB 4118 3anUcKu NpeacTaBneH B nognyHkTe 2) n.n. 2.38.1.
Mpumep aaHHbIXx POST 3anpoca:
time_data={“time”:“02.03.25 / 15:43:22}
2.39.2 WNwmsa gaHHbix POST gnga sanvcn sntp_config.
lMepeyeHb NnapameTpoB Ans 3anncy NpeacTaBneH B NoanyHkTax 2)-5) n.n. 2.38.2.
Mpumep aaHHbIX POST 3anpoca:

sntp_config={“enable”:“enabled”,“server”:“pool.ntp.org”,“period”:“120”,
“timezone”:“Europe/Moscow (MSK-3)"}
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3  Mpumepbl GET n POST 3anpocoB
3.1 Mpumepbl GET 3anpoca cpanna gaHHbIX
HTTP 3anpoc danna lindex.json ¢ naponem yaaneHHoro goctyna YHmMUCGGBOSY 1NGc99NycYBOF:

GET /index.json?id_token=YHMUCGGBOSY1NGc99NycYBOF HTTP/1.1
Accept: */*
Host: 192.168.200.200

HTTP 3anpoc daiina Iprotect/sensors_cfg.json ¢ naponem yganenHoro goctyna YHmUCGGBOSY 1NGc99NycYBOF:

GET /protect/sensors_cfg.json?id_token=YHmMUCGGBOSY1NGc99NycYBOF HTTP/1.1
Accept: */*
Host: 192.168.200.200

3.2 Mpumep POST 3anpocoB chana HacTpoek

HTTP 3anpoc ycTtaHoBKu HacTpoek uudpoBoro gatdmka Temnepatypbl Ne2 (cdpann /protect/sensors_cfg_p.json) c
naponem yganenHoro goctyna YHmUCGGBOSY 1NGc99NycYBOF:

POST /protect/sensors_cfg_p.json?id_token=YHMUCGGBOSY1NGc99NycYBOF HTTP/1.1
Content-Length: 141
Host: 192.168.200.200

sensors_config=[{“id”:“2”,“name”:“Oatuuk 2”,“low”:“-10.0”,“high”:“45.0”,“hyst”:“1.0”,“dtimer”:“3”,
“trigen”:“disabled”,“log”:“enabled”}]

HTTP 3anpoc py4YHOro ynpaBneHus penenHbiM BbixogoMm (davn [protect/routputs_cfg_p.json) c naponem
yaaneHHoro goctyna YHmMUCGGBOSY 1NGc99NycYBOF:

POST /protect/routputs_cfg_p.json?id_token=YHmMUCGGBOSY1NGc99NycYBOF HTTP/1.1
Content-Length: 58
Host: 192.168.200.200

routput_config=[{“id”:”1”,“maction”:“on”,“timer_set”:“0”}]
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