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BBepneHune

Hactosiee pykoBoACTBO MO 9KCnnyatauuMuM npedHasHadeHo [Ans  O3HaKOMMEHUSI C  TeXHUYEeCKUMU
XapakTepucTukamu, npaBunaMu SKCniyaTaumMmM U NOHUMAaHWS NPUHUMNOB paboTbl ceTeBOoro web/snmp agantepa
iNode-Mini-D, B ganbHenwem nmeHyemMoro “agantep”.
1 HasHauyeHue

1.1 Apantep npeaHasHauyeH AN yAaneHHOro KOHTPons 4-X AMCKPETHbIX AaTyMKOB (paboTarowwmx no npuHUMNy
Pa30MKHYTO/3aMKHYTO).

1.2 A,u,anTep npeancraBndaeT cobon MHTenneKkTyaribHoe yCTpOVICTBO C nporpaMmmumpyemMmbiM MNoJib3OBaTtenemMm
|P-a,D,peCOM, npegHa3Had4eHHoe And  HenocpeaCTBEeHHOrNo  noAKmk4YeHuna K nokanbHoOM wunu rnobansHom
BbIYMCINUTENBHOM CeTH.

1.3 Agantep MMeeT BO3MOXHOCTb yAaneHHOro afMUHUCTPUPOBAHWS, TO eCTb ANA aAMUHUCTpaTopa peanusoBaHa
BO3MOXHOCTb ynpaenatb no IP (Internet Protocol) ceTn oTaenbHbIMKM yCTpOMCTBaMKM, OTCrexXMBaTh (B TOM YNUCHE U
BU3yanbHO) 06CTaHOBKY Ha MOAKOHTPONbHOM OOLEKTE.

1.4 Apantep MOXeT WUCMOMb30BaTbCA KakK CamMOCTOSATENbHOE YCTPOMCTBO, Tak M paboTaTb B nape C agjantepamu
iNode-Relay DIN, iNode-Mini-R, iNode-Sense DIN c yctaHoBKoW CBsi3n Mexay ycTponcteamm no npotokony TCP/IP, uto
MO3BONSIET NONb30BATENIO OPraHM30BbIBaTh MX PAboTy B peXxume YANMHUTENS AUCKPETHbIX AaTUMKOB (“CyxmX’ KOHTaKTOB)
Yyepes cetn Ethernet. INpu aTom apganTepbl NPOU3BOAAT HENPEPbIBHLIN KOHTPOMb Hanuuusi CETEBOrO MOAKMIOYEHUS, U
aBTOMaTM4eCKN BOCCTaHaBMNMBAlOT paboTy nocrne BO30GHOBMNEHMS NMOAKIIOYEHUS B Crlydae, ecrnu cBsidb Obina HapyLueHa.

1.5 A,u,anTep npegHasHa4dyeH OnAa yCctaHOBKM WM 3KCnjflyatauum B NOMeELEeHUAX C UCKYCCTBEHHO peryrimpyemMmbiMn
KnmMmaTn4eCKMMmn ycnosmammn On4 pa6OTbI B OJINTEJNIbHOM (Hel'lpeprBHOM) pexunme B yCrnoBuax BO34ENCTBUSI:

— TemnepaTypbl okpyxatowero so3gyxa ot 233 go 323 K (ot - 40 go + 50 °C);

— OTHOCUTENBHOWN BNaXXHOCTM Bo3ayxa He 6onee 85 % npu TemnepaType He Bhilwe 298 K (25 °C);
— aTmocdhepHoro gasnexus ot 60 go 106,7 klMa (ot 450 go 800 mm pT.CT.);

— atmocdepbl TMNa Il no NOCT 15150-69;

CreneHb 3aWnThbl agantepa OT MPOHMKHOBEHMS MOCTOPOHHMUX Ten un Boabl — IP20 no TOCT 14254-96. Okpyxatowas
cpefa He JoMmKHa coaepXaTb TOKONpPoBOAALLEN NbIMN N XMMUYECKA aKTUBHbIX BELLECTB.

1.6 KoHcTpykums agantepa cooTBeTCTBYeT TpeboBaHusim GesonacHoctu cornacHo TOCT P MOK 60950-2002 gns
o6opynoBaHusa knacca lll no cnocoby 3almThl YenoBeKa OT NopaxeHNs1 ANEKTPUYECKMM TOKOM.

1.7 ApanTtep npu aKcnnyataumm He TpebyeT NOCTOSIHHOrO NPUCYTCTBUS 06CNyXMBatOLLEro nepcoHarna.
2 TexHuYeckue AaHHbIe
2.1 OCHOBHbIe TEXHNYECKME aHHble N XapaKTepUCTUKN aaanTtepa npencraBrieHbl B ma6.nuue 1.

2.2 ApanTep MMeeT BCTPOEHHBLIN web-cepBep, NO3BOMAIOLWLMIA YNPaBnsATh ero paboTol U KOHTPONIMPOBATL COCTOAHME
OVCKPETHBIX BXOO0B C NMOMOLLBIO Mo0oro pacnpoctpaHeHHoro web-6paysepa (Microsoft Edge, Opera, Mozilla Firefox,
Google Chrome).

2.3 ApanTep UMmeeT BCTPOEHHbIE MHTepeNnChl CBS3N, obecneynBatoLLime ogHoBpeMeHHyto paboty: Ethernet, WiFi (B
pexume koHeuHou ctaHumm), WiFi (B pexxmme Toukun focTyna).

2.4 DnekTpornuTaHWe apantepa MoxeT obecrneuvMBaTbCA Kak BHELWHWM WCTOMHUMKOM MNWUTaHMSA  MOCTOSIHHOMO
HanpskeHus 9..60B, Tak n yepes ceTb Ethernet B cootBeTcTBumM co ctaHgapTom PoE IEEE 802.3af (IEEE 802.3at).

2.5 ApanTep MMeeT BCTPOEHHbIN XypHan cobbituin go 4000 3anuce.

2.6 AganTep uMeeT NporpaMMHble Yacbl pearbHOro BpeMeHW C (PYHKUMEN OBHOBMNEHWS BPEMEHM MO MPOTOKOMNY
SNTP.

2.7 Apantep obecneunBaeT AMCTAHLMOHHOE 06HOBIEHNE BHYTpPeHHero MO (firmware).

2.8 YpoBeHb WymMa npu pabote yctponctea He 6onee 10 gbA Ha paccTosiHumn 1 m oT npubopa.

2.9 CpegHee Bpemsi HapaboTkM Ha oTka3 He meHee 150000 yacoB. CpegHui cpok criyx0bl He MeHee 10 ner.
Tabnuua 1 — OCHOBHbIe TeXHMYEeCKNE AaHHbIe U XapaKTePUCTUKN

[MapameTp, eavHuLa u3mMepeHns 3HaYeHvie NapameTpa

Anekmpuyeckue xapaKkmepucmuku

Inana3oH pabo4ero NocTossHHOro HanpshkeHust Unowm, B 9...60

HnanasoH pabo4ero NocTosiHHOro HanpshkeHust Bxoga PoE, B 23 ...60

MouHocTb noTpebnerus:, BT, He 6onee 3,5

MNopnepxmeaemble ctaHgapTel POE IEEE 802.3af-2003,
IEEE 802.3at-2009




lpodomkeHue mabnuusi 1

Cemeebie uHmepgelcbl

CeTeBol MHTEpENC NPoBOAHOM 100BASE-TX
10/100/1000 Mbit coBmecTUMbIi
CeTteBoi HTepdenc becnpoBoaHom WiFi IEEE 802.11 b/g/n

- PEXVM CTaHLMW;
- PEXVM TOYKU JOCTyna (Ha 2 noaKmnoveHus )
NPOTOKOIbI aBTOPM3aLIMN:
WPA-PSK/WPA2-PSK

MopaepxuBaemsble NPOTOKOSbI BCTpoeHHbIn HTTP/HTTPS cepsep, TCP,

UDP, TLS, ICMP, DNS, DHCP, SNTP,

SMTP, SNMP v1 v2c v3, Syslog, Telnet
(pexum KOMaHOHOW CTPOKM)

lNMapamempbi QucKpemHbIx 8x0008

Yncno ANCKPETHLIX BXOO0B, LWT 4
HanpsikeHune Ha 3axxmnmax KnemmHbix 6rnokos, B 12+1,5
BHyTpeHHee 3KBMBareHTHOE CONPOTUBIIEHNE ONCKPETHOrO BXoaa, KOM 2,6
MakcmmarnbHO 40oNyCTUMOE COMPOTUBIIEHUE OUCKPETHOMO AaTymka, KOm 5,0
Hanps»keHne nsonsaumm BXo4oB ANCKPETHLIX AaT4MKoB, KB 1,0

NOCTOAHHOIO TOKa

UHOukayus u cueHanusayusi

«CTtartycy, nHgmkaums Ethernet:

CseToBas uHankaumsa
«[MogkntoyeHne», « AKTUBHOCTb»

Ycnoeust pabomsi

Pexvm paboThl HenpepbIBHbIN
Pabouas TemnepaTypa okpyxatowero so3gyxa, °C oT -40 po + 50
TemnepaTtypa TpaHCNopTUpPoBaHUs / xpaHeHus, °C oT-50 o +50/0t1-50 go + 50
OxnaxgeHue EcTtecTBeHHOE
CreneHb 3awuTtbl no FOCT 14254 IP20

Pa3mepbl u macca

MabaputHble pasmepsl ([ x LU x B), Mm, He Gonee 70x46x31

Macca / macca B ynakoBke, Kr, He 6onee 0,07/0,1

3 KomMnneKkT noctaBku

3.1 AganTtep noctaBnsieTcs B KOMMJEKTe, ykadaHHOM B mabsiuye 2.
Tabnuua 2 - KomnnekT noctaBku

HaumeHoBaHve nsgenvs, COCTaBHOM YacTu, JOKYMEHTa Kon-Bo, wt. | NpumeyaHune
WEB/SNMP- aganTtep ANCTaHUMOHHOIO (TeNnemMeTpuyecKoro) 1

KoHTpons u ynpaenexus iNode-Mini-D

Brnok nutaHus (ceTeBor agantep) 1*

Macnopt 1

* IMocTaBngeTcs No COrnacoBaHuio ¢ NOTpebuTenem v B CTaHAAPTHbIV KOMMNIEKT NOCTaBKN HE BXOAUT

BHumaHue! B kavyecTtBe aganTepa 3MeKTPONMUTAHMA MOXET ucnonb3oBaTbcA nob6om AC/DC apantep c
BbIXOAHbIM CTaOMNM3UPOBaHHbLIM MOCTOAHHbLIM HanpshkeHuem 9-60 B, MoLHOCTLIO He MeHee 5 BT

4 YcTpoucTBO U paboTa aganTtepa

4.1 BHewHWW BnA, HasHa4YeHWe OpraHoOB yNpaBreHusi U UHAKauum
4.1.1 BHelHui BUA afanTtepa npeacTtaBsneH Ha pucyHke 1

1 — pasbem 5,5x2,1 anekTponuTaHusa aganTtepa;

2 — pasbem RJ-45 «Ethernet» co BCTpoeHHbIMM nHAnkatopamun «MoagknovyeHne» 1 «K AKTUBHOCTbY,
npegHasHayeHHbIN Ans nogknioveHus yetporctea k cet Ethernet 100Base-TX nnu koMnbioTepy, OCHaLLLEHHOMY
COOTBETCTBYIOLLIEN CETEBOWN KapTOW;
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3 — pasbem «Reset.» npegHasHayeHHbIN Ans copoca ¢ nocneayoLlein HuManusaumein KoHTponnepa agantepa, Ans

cbpoca napaMeTpoB afjanTepa Ha 3Ha4YeHNs Mo YMOMYaHUWIo, a Takke Ans nepexoaa agantepa B pexuM 3arpysunka;

4 — vupvkaTtop «Stat.», oToGpaxaroLmii paboyee cocTosiHWE aganTepa;

5 — knemMHble 6nokn ONCKPETHbIX BXO40B 14 «Inputs», npeaHasHa4vYeHHble 414 NoAKNIYEeHUA ANCKPETHbIX

[aTUYNKOB;

PucyHok 1 — BHewHuin Bug apgantepa iNode-Mini-D

4.2 PeXuMbl nHgMKauum

4.2.1 Vugukatop paboyero coctosHus «Stat.» ykasbiBaeT cocTosiHue paboTbl KoHTponnepa. Pexumbl paboTbl

nHaukatopa «Stat.» npeacrasneHs B mabnuye 3.
Tabnuua 3 — Pexxumbl paboTbl HAMKaTopa «Stat.»

Pexum pabotbl

HavMeHoBaHWe pexuMa nHaMKaumm

BblikntoueH ApanTtep BbIKMOYEH
MepuaHune Afantep Haxo4WUTCH B pexume 3arpys3ydvka
BkritoueH

VHnumanmnsaumsa agantepa

BkntovaeTcsa nepuoanyeckun 1 pas
(anutensHocTb 50 mc) c mayson 1 ¢

PaGounit pexxum nHavkauuv agantepa

BkntovaeTcsa nepuoanyecku 2 pasa
(anutensHocTb 50 mc) c mayson 1 ¢

Otkas 4acos peanbHOro BpemMeHn agantepa

BkntouaeTcsa nepuoanyeckm 3 pasa
(anuTenbHocTb 50 Mc) ¢ nay3on 1 ¢

CucTemHas owubka agantepa
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4.2.2 ViHgukatopbl «lMogkntoyeHne/AKTUBHOCTb» M «CKOPOCTb» YKa3blBalOT COCTOSIHAE MOOKIIOYEHUS] K CEeTU
Ethernet 100Base-TX B cooTBeTCTBUN C mabauyel 4.

Tabnuua 4 — HasHayeHne nHgukaTopoB «lMoaknovyeHne» n «KAKTUBHOCTb»

MHavkatop «CKOpoCTb» Unankatop HanmeHoBaHue pexnma nHankaumm
(MeBbIif, LBET 3eMeHbIN) «MopaknioyeHne/AKTUBHOCTbY
(NpaBbIn, LBET XeNTbii)

BbIknoyeH BbIknoyeH Cgsasb no Ethernet He ycTaHoBnEHa

BKAIOYEH BLIKMIoYeH YcraHosrneHa cBa3b no Ethernet, ckopoctb
nepega4un gaHHbix — 10 Méut/c

BKAIOYEH BKioueH YcraHosrneHa cBa3b no Ethernet, ckopoctb
nepegayv ganHeix — 100 Méut/c

BkniovaeTcs nepnoanyecku BkntoyeH/ BoikntodeH OcyuwectBnseTcsa nepegada gaHHbix no Ethernet

4.3 Pasbem «Reset»

4.3.1 KpatkoBpemeHHOE 3ambikaHue (yOepxaHue MeHee 5 cekyH) KOHTakToB pasbema «Reset» npuBogut K
nepesarpyske MUKPOKOHTpoIfiepa agantepa.

4.3.2 3amblikaHne un yaepxaHne 6onee 8 ceKyHO KOHTakToB pasbema «Reset» npuBogut Kk cbpocy Bcex
HacTpanBaeMbIxX NapaMeTpoB (B TOM YMCIIE U CETEBBIX) HA 3HAYEHMS MO YMOIYaHUIO C MOCneayLlen nepesarpy3kon
MUKPOKOHTpOMNepa aganrtepa.

4.3.3 3amblkaHue un yaepXaHne KOHTakToB pa3beMa «Reset» npn nogadvye HanpsaXxXeHnd nnTtaHnAa nepesoanT agantep
B PEeXUM 3arpy3yuka.
5 YkasaHua mep 6e3onacHocTU

5.1 lMo cnocoby 3awuTbl YerioBeka OT MOPaKEeHWUs JMNEKTPU4EeCKUM TOKOM aganTtep oTHocutcs K knaccy Il no
FOCT P M3K 60950-2002.

5.2 [lpu ycTaHoBKe, NOAKIIOYEHMN M OGCNYXXMBaHUM aganTepa cobniofanTe obLue nNpaBuna anekTpobe3onacHoCTU.
5.3 He ponyckaiiTe nonagaHus XXUAKOCTU U MHOPOAHbIX NPeaMeTOoB BHYTPb Kopryca agantepa.

5.4 He ponyckante nonagaHua Ha Kopnyc aganTtepa MNpsiMbIX COSTHEYHbIX fyYer U He pacrnonaramTe YyCTPOMCTBO
BOMM3N MCTOYHMKOB TEMMOBOIrO U3Ny4YeHUs.

5.5 He pasmewante apgantep BONM3M OTKPbITOM MOBEPXHOCTM BOAbl MM B MOMELLUEHMSIX C MOBbILUEHHON
BITAXXHOCTbIO.
6 [MoproroBka kK paboTe

6.1 V3Bnekute aganTep M3 yrnakoBKW, NPOM3BEAUTE BHELLHWI OCMOTP, MPOBEPLTE KOMMIEKTHOCTb COrfacHo pasdesty 3.
OctaBbTe aganTep Ha 2 4yaca B KOMHAaTHOM TemnepaTtype, €Cnv OH ANUTENIbHOoe BPeMsl Haxodwurcsl B YCIOBUSIX
BO3[eCTBMS OTpuLAaTErNbHbIX TeMnepaTyp.

6.2 YcTtaHoBMTE aganTep B cneuunanbHO OTBeAeHHoe Ans Hero mecto. [pu HeobxoguMmocTw, 3akpenuTe aganTtep
KpenexXoM Yyepes KpenexHble 0TBepCTUs Kopnyca ajantepa.

6.3 [MogkntounTe, Npn HeobxoammocTu, ceTeBon kabenb Ethernet 100Base-TX (B KOMMMEKT MOCTaBKM He BXOAMT) K
pasbemy RJ-45 «Ethernet» agantepa (cm. pucyHku 1,2) 1 COOTBETCTBYHOLLEMY pa3beMy CETEBOrO 060pya0BaHMS.
6.4 [MlogknioumTe, Npu HEoOXOAMMOCTM, UCMOMb3yeMble AMCKPETHble AAaTYMKM K KIeMMHbIM ©6roKaM OUCKPETHbIX
BxoaoB «Inputs» (cM. pucyHok 1).

PucyHok 2 — Cxema anekTpuyeckas ceteBoro kabensi Ethernet 100Base-TX

6.5 [pn mMcnonb3oBaHMM BHELUHEro WCTOYHMKA 3MEKTponuTaHus HanpsbkeHnem 9-60 B n BbIXOOHOW MOLUHOCTLIO He
MeHee 5 BT, NOAKMIOUNTE €ro K pasbemy 3rekTponmTaHus (CM. pucyHok 1).



6.6 [lpu obGecneyeHnn anekTponuTaHma no crangapTty PoOE, ckoHdurypupynte, npyu HEOOXOOMMOCTM, BHELLHEE CETEBOE
obopynosaHve Ang obecneveHns nogaym anekTponutaHns PoE Ha apanTep.
7 lMNepBoHavanbHas HacTpounka

Mepen noaknioyeHneM agantepa npovYTUTe AaHHOE PYKOBOACTBO NO 3KCMyaTauumn.

7.1 Nopknio4veHne K KoMnbroTepy no nHTepcency Ethernet

1. Bblkniounte nutaHue Bawero komnbtoTepa.

Moakntounte Ethernet-kabenk k pasbeMy RJ-45 «Ethernet» agantepa u k Ethernet-agantepy Bawero komnbtotepa.
[MoaknounTe NCTOYHUK NUTaHUA K ajanTepy.

BkniounTe KOMNbIOTEP U OOXAMTECH 3arpy3ky onepaumoHHON CUCTEMBI.

YcraHosute cneaytowmin IP agpec Bawero NMK: 192.168.200.2, ans sToro:

- Haxmute kHonky Tyck n nepengute B pa3gen lMaHenb ynpaenenusi > Cemb U MOOK/IIOYEHUsT K
UHmepHemy > Cemeabie NOOK/IHOYEHUsI;

- B okHe Cemeeble MNOOK/MIOYEHUsT LIENKHUTE MPaBOM KHOMKOW MbIWK MO COOTBETCTBYHOLLEMY
TModknroYeHUro Mo JIoKanbHOU cemu v BbibepuTe CcTpoky Ceolicmea B OTKPbIBLLUEMCS KOHTEKCTHOM MEHIO;

- B okHe [loOknio4eHue Mo nokanbHOU cemu — CBOWCTBA, Ha Bkrnagke O6wue, B pasgene
«KomnoHeHmsbl, ucnonb3yembie amumM MooOkrOYeHUemM» Bbloenute ctpoky lNMpomokon UHmepHema (TCP/IP).
HaxmuTe kHonky Ceolicmea;

- YcTaHoBUTE NepeknoyaTtenb B nonoxeHne «Mcrnosnb3oeams cnedyrowull IP-adpec». B none IP adpec
BBeante 192.168.200.2, B none Macka nodcemu Beegnte 255.255.255.0. Haxxmute kHonky OK;

- Haxmute kHonky OK B okHe TMoOknro4eHue no 1okanbHOU cemu — ceolicmea.

o bk~ wbd

7.2 Nopknio4yeHue K KomnbloTepy no nHtepcdency WiFi (pexxum Touku gocryna)

1. B HacTpowikax nogkntodeHus 6ecnposogHon (WiFi) ceTn komnbioTepa BbibepuTe ANst NOLAKIIOYEHNUST TOYKY
poctyna ¢ HaumeHoBaHueM «iNodeMiniD_XX:XX:XX», rge XX:XX:XX nocnegHue 3 6noka MAC-agpeca
nogknto4aemMoro agantepa

2. Beegute naponb WiFi nogkntoveHus (no ymonyaxumio — password).
3. TpoKOHTpONUpPYHTE NOAKMIOYEHUS KOMMbIOTEPA K CETU YCTPOMCTBA.
7.3 YcrtaHoBKa IP agpeca apanTtepa

3anyctute web-6pay3sep, B agpecHown cTpoke BBeauTe IP agpec agantepa.
- Ans nogkntoveHus no nHtepdeincy Ethernet, |P agpec apantepa no ymonyaHuno:192.168.200.200;

- Aana nogkmodeHns no uHtepdpericy WIiFi  (pexum Todkm  gocTtyna), IP apgpec apantepa no
ymonyanuio:192.168.201.200;
- Oona nogkntdeHuss no uHTepdgency WIiFi (pexuM KOHEYHOW cTaHuumn), IP appec apantepa no

ymonyannio:192.168.202.200;

Mocne 3arpyskn web-cTpaHuubl aganTepa, OTKpoiTe NyHKT MeHto «Hacmpoliku ycmpolicmea -> Cemesbie
HacmpoUuku» (CM. pucyHku 3-5).



Ethernet ’ CranHuwms WiFi (WiFi STA) Touka goctyna WiFi (WiFi AP)

MpuopuTeT nHTepdeica: ‘BbICOKI/II'/JI v l

MAC-agpec: 08:b6:1f:39:5a:b3

Wms DHCP: | I-MINID-ETH |

BxntounTb DHCP knveHT | |

IP agpec: |192.168.200.201 |

Macka nozcetu: \255.255.255.0 ]

IP agpec wntosa: |192.168.200.200 |

MepBu4HbIi DNS: \0.0.0.0 ]

BTopuuHbln DNS: \0.0.0.0 ]

PucyHok 3 — Bug ctpaHuubl «<HacTporku ceTeBbix napameTpoB Ethernet» web-uHtepdenca agantepa

‘ CraHums WiFi (WiFi STA) ’ Touka aoctyna WiFi (WiFi AP)

PaspelueHue paboTbl HTepdelica | |

Nmsa cetn WiFi:

Maponb cetn WiFi: ‘ ‘

Kanan WiFi (1-13, 0-aBT0.): @

CraTyc WiFi:

MpuopuTeT nHTepderica: [Cpe,qHVIF/'l v |

MAC-agpec: 08:b6:1f:39:5a:b1

Vmsi DHCP: |I-MINID-STA ]

Bkntountb DHCP knveHT ||

IP agpec: ‘192.1 68.202.200

Macka noaceTu: |255.255.255.0

IP agpec wntoza: |192.168.202.1

MepBurYHbIV DNS: ‘ 0.0.0.0

BTopuyHbIn DNS: ‘ 0.0.0.0

PucyHok 4 — Bup ctpaHuubl «HacTporku ceteBbix napameTpoB WiFi STA» web-untepceinca agantepa



CraHuus WiFi (WiFi STA) ‘ Touka goctyna WiFi (WiFi AP)

PaspelueHune paboTbl UHTepdeiica
Nmsa cetn WiFi:
Maponb cetn WiFi:

Kanan WiFi (1-13, 0-aBT0.):

MproputeT nHTepdeiica:
MAC-agpec:

ms DHCP:

iNodeMiniD_39:5a:b2

*kkkkkkk
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Huskunin v

08:b6:1f:39:5a:b2

I-MINID-AP

Brntountb DHCP cepBep

IP agpec: |192.168.201.200

Macka noaceTu: | 255.255.255.0

IP agpec wnto3a: [ 192.168.201.200

MepsuryHbIN DNS: 10.0.0.0

PucyHok 5 — Bup ctpaHuubl «HacTporku ceteBbix napameTpoB WiFi AP» web-uHtepderica agantepa

Mo ymonuaHuio ncnonb3yoTes cnegytowuve napamMmeTpbl aBTopu3saLmu:
MMA agMUHUCTpaTopa — «adminy,
Naposib — «KPasswy.

BHumaHue! Ana koppekTtHown pa6otbl WEB mnHTepcennica 1 HTTP aBTopmsauum B Gpay3epe He AOJIKHbI
ObITb 3anpeLleHbl javascript u cookie

Ha ctpannue Cemeeble HacmpoUKu YCTAaHOBUTE, MOOYEPEOHO Afs MCMoNb3yeMbiX WHTEPdENCOB,
HeobxoauMble 3HadeHus IP agpeca, mackm nogceTtu, wro3a U DNS cepBepa, NMOO BKMOUUTE aBTOMaTU4YECKOE
nony4yeHne atmux napameTtpoB oT DHCP cepBepa Baluen cetw.

Mpy HaxaTum Ha KHoMky «[pUMeHUTb» afanTep COXPaHUT 3aaHHble 3HAYeHUs napamMeTpoB, Mocne 4Yero,
npy HEOOXOAMMOCTM, Nepe3arpy3nTcs.

8 HacTponka apantepa

BHumaHue! MNMepen Havyanom paboTbl ¢ aganTepoM Heo6xogMMo NPoBepUTb Hanuume cBexen Bepcun MO B
COOTBETCTBYHOLIEM Ha cante npousBogutTensa www.intellect-module.ru u, npum Heo6xoaMMoOCTU, OGHOBUTL
MO apantepa B cooTBeTCTBMM C N.N. 8.5.10 HacTosLEero pykoBoacTea

8.1 NmaBHas cTpaHuua aganTepa

Mpu BBOAE B agpecHom cTpoke web-6payaepa IP agpeca, nm6o DHCP vmeHn ycTpolicTBa, OTKpbIBaeTCH rnaBHas
cTpaHuua web-nHTepdeinca agantepa (CM. pucyHok 6).

Ha paHHOM cTpaHuue oTobpaxaroTc TeKyLiMe COCTOSIHUSI OUCKPETHbIX BXOOOB. Takke Ha rMaBHOW CTpaHuue
pacnonoXeHbl CrieayoLme opraHbl YNpaBneHnsa u uHankaumm (CM. pucyHok 6):

1 — KHOMKa ANSA PacKpbITUS/CKPLITUA MEHI0 aganTepa;
2 — CTpOKa COCTOSAHUA ANCKPETHLIX BXOOB;

3 — pata/Bpems aganTepa;

4 — KHOMKa NepeknioyeHns Asbika UHTepdeiica;


http://www.intellect-module.ru/
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rnasman

HaCTPOKi ANCKPETHBIX BXOA08 @ Avcxpemnuii Bxon @ Avcxpennuii 8xon @ Avcxpemnuii exon @ Avcxpernuii exon
(kowTaKT) 1 (xomTaxT) 2 (xonTaxT) 3 (xowTaxT) 4

HacTpoiixu TCP-coeanHenmit

B HOPME B HOPME B HOPME B HOPME
Hactpoiiku HTTP-coeanmenuit

HacTpoiiku ycTpoiictea

Be3onacHocTh

Cepouc

VHBeHTapU3aLMA

XypHan cobuiTii

Logout

PucyHok 6 — Bug rnaBHomn ctpaHuubl web-nHtepdenica iNode-Mini-D

Kpome Bu3yanbHOro npeacraBneHusi uHdopmauuu, no npotokony HTTP BO3MOXeH AO0CTyn K TEKCTOBbIM
dannam cdopmarta JSON, cogepallym HACTPOWKN N AaHHbIE ATYMKOB, a TaKKe JaHHbIE XXypHarna cobbITUN.

B ma6nuue 5 npencraBneHbl NyTM K damnam AaHHbIX, PacrnofoXeHHbIM B agantepe. [aHHble dannos
OBHOBMAKTCA NPU KAXO0M CHMTbIBaHMM dhaina.

Tabnuua 5 — TekcToBble ¢pannbl gaHHbIX hopmaTta JSON

OnucaHune danna Hoctyn MyTb k cbanny JSON

Pain gaHHbIX, OTOOpaxxaeMblX Ha rMaBHOW CTpaHuLe yteHue | http://[IP-agpec]/index.json

davin fJaHHbIX AUCKPETHBLIX BXOA0B yteHue | http://[IP-agpec]/dinputs.json

davin faHHbIX CTPOKN COCTOSHUSA AMCKPETHbLIX BXOO0B yTeHne http://[IP-agpec]/status.json

Paiin gaHHbIX PacnonoXeHWs U CUCTEMHBIX daTbl/BpeMeHn agantepa yTeHne http://[IP-agpec]/loc.json

Pain xypHana cobbiTuii B TEKCTOBOM dhopmaTe coobLLeHni yteHne | http://[IP-agpec]/log.json

Pain xypHana cobbiTuii B KOgoBoM popmaTte coobLleHui ytenue | http://[IP-agpec]/log_cd.json

Pain cnucka coobLLEeHWI XXypHana cobbITui ytenne | http://[IP-agpec]/protect/log_config.cfg
Pain gaHHbIX aBTOPM3auUM agMUHMCTpaTopa/nonb3oBarens yteHue* | http://[IP-agpec]/protect/auth.json

®ann POST 3anpoca Ans 3anucy HacTpoek aBTopuaaLmm 3annek” | htn://[IP-appec)/protect/auth_p.json
agMyHUcTpaTopa/none3oBaTens

®ainn POST 3anpoca ans 3arpysku KoHurypauui agantepa 3anucb | http://[IP-agpec]/protect/cfgupload_p.json
®ain Hactpoek TCP-coegnHeHuin ytenue | http://[IP-agpec]/protect/devtcp cfg.json
®ainn POST s3anpoca ans 3anucu Hactpoek TCP-coegunHenui sanucb | http://[IP-agpec]/protect/devtcp_cfg_p.json
®ann cratyca TCP-coegunHeHuii yteHue | http://[IP-agpec]/protect/devtcp_status.json
davin HacTpoeK ANCKPETHbLIX BXOA0B ytenne | http://[IP-agpec]/protect/dinputs_cfg.json
®ainn POST 3anpoca Ans 3anucy HacTpoek AUCKPETHbIX BXOAO0B sanucb | http://[IP-agpec]/protect/dinputs_cfg_p.json
®ain ctatyca 6MOKMPOBKM aBTOMATUYECKOro OTKIOYEHWS aBapum yteHue/ | http://[IP-agpec]/protect/dinputs_trig.json
OVICKPETHbIX BXOJ0B 3anuncb

davin HacTpoek aBToMaTndecknux HTTP 3anpocos yteHue | http://[IP-agpec]/protect/httpr_cfg.json
®ain POST 3anpoca ans 3anucy HacTpoek asTomatuyeckux HTTP sanuce | http://[IP-agpec]/protect/httpr_cfg_p.json
3anpocoB

davin ctatyca asTomatudeckmx HTTP 3anpocos sanucb | http://[IP-agpec]/protect/httpr_status.json
davin faHHbIX M HACTPOEK MHBEHTapu3aLmm ytenue | http://[IP-agpec]/protect/inventory.json
®ainn POST 3anpoca ans 3anucy HacTpoek MHBEHTapu3auum 3anucb | http://[IP-agpec]/protect/inventory p.json
davin ceTeBbIX HACTPOEK yteHue | http://[IP-agpec]/protect/net_cfg.json

®ain POST 3anpoca Ans 3anucy ceTeBblX HAaCTpoek sanuce | http://[IP-agpec]/protect/net_cfg_p.json
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dawin cratyca ceTeBblX HACTPOEK ytenue | http://[IP-agpec]/protect/net_status.json
®ain Hactpoek SMTP (Email) ytenue | http://[IP-agpec]/protect/smtp_cfg.json
®ainn POST 3anpoca ans 3anucu Hactpoek SMTP (Email) sanucb | http://[IP-agpec]/protect/smtp_cfg_p.json
Pain cratyca oTnpaBku TectoBoro coobuueHmnss SMTP (Email) ytenue | http://[IP-agpec]/protect/smtp_status.json
®ain Hactpoek SNMP ytenne | http://[IP-agpec]/protect/snmp_cfg.json
®ainn POST s3anpoca ans 3anucu Hactpoek SNMP 3anucb | http://[IP-agpec]/protect/snmp_cfg_p.json
davin cMCTEMHbIX HAaCTPoeK yteHue | http://[IP-agpec]/protect/sys_config.cfg
®ain Hactpoek SYSLOG ytenue | http://[IP-agpec]/protect/syslog_cfg.json
®ain POST s3anpoca ans 3anucy Hactpoek SYSLOG sanucb | http://[IP-agpec]/protect/syslog_cfg_p.json
®ain cratyca otnpaskn SYSLOG coobLyeHui yteHue | http://[IP-agpec]/protect/syslog_status.json
®avin HacTpoek TELNET ytenne | http://[IP-agpec]/protect/telnet_cfg.json
®ainn POST 3anpoca ans 3anucu Hactpoek TELNET 3anucb | http://[IP-agpec]/protect/telnet_cfg_p.json
danin HacTpoek Telegram Bot ytenue | http://[IP-agpec]/protect/tgbot_cfg.json
®ainn POST 3anpoca gns 3anucu Hactpoek Telegram Bot sanucb | http://[IP-agpec]/protect/tgbot_cfg_p.json
davin cratyca coeguHeruns Telegram Bot yteHue | http://[IP-agpec]/protect/tgbot_status.json
davin HacTpoeK CUCTEMHOro BPEMEHW aganTepa yteHue | http://[IP-agpec]/protect/time_cfg.json
®ainn POST 3anpoca Ans 3annucy HacTpoek CUCTEMHOTO BPpEMEHM sanuce | http://[IP-agpec]/protect/time_cfg_p.json
agantepa

BHumaHue! ®annbl, HaxogawmMecs B nanke «protecty AOCTYNHbI TONbKO ANA YyCNEeWHO aBTOPU3OBaHHOIO

agMUHUCTpaTopa

KoampoBka Bcex ykasaHHbIx dannos: utf-8.
Ha rmaBHOM cTpaHuUe aganTepa oTobpaxarTcs cregyrowme AaHHbIe:
8.1.1 [laHHble AUCKPETHbIX BXOAOB:
1) Mmsa cooTBeTCTBYHOLLErO ANCKPETHOro BxoAa (Mpy nycToM norie HacTpoeKk MMeHW 0TobpaxatoTCA CUMBOSbI ... );
2) Crartyc auckpetHoro Bxoga (B HOPME, ABAPUA);
3) du3nyeckoe COCTOSIHME KOHTaKTa AMCKPETHOrO BX0Aa (KOHTAKT Pa30MKHYT, KOHTAKT 3aMKHYT).
8.2 HacTpoWku OUCKpeTHbIX BXOLOB
Ha ctpaHuue «HacTpowku OUCKpPeTHbIX BXOAOB» (CM. PUCYHOK 7) OCYLLUECTBMSIETCS YCTaHOBKa CReaytoLmx
napamMeTpoB:
1) Wmsa gnekpeTtHoro Bxoaa (8o 32-X CMMBOOBY);
2) Twn KOHTaKTa NOAKIH0YAEMOro ANCKPETHOro AaTymKa:
- HOpPMaribHO-Pa3OMKHYTbIN KOHTAKT (aBapuysl Npy 3aMblKaHUM KOHTaKTa AaTyumka);
- HOpPMaribHO-3aMKHYTbIN KOHTaKT (aBapys Npy pa3MblKaHWM KOHTaKTa AaTyvka);

- HOpMaJ'IbHO-pa3OMKHyTbIl7I KOHTaKT B pexume Tpurrepa (COCTOFlHVIe CMEHAEeTCA Npun KaXxaomM 3aMblKaHUn
KOHTaKTOB AaTt4yuka, Ha pa3MbliKaHME KOHTaKTOp JaT4vyuka agantep He pearl/lpyeT);

- HOpMaJ'IbHO-3aMKHyTbIIZ KOHTaKT B peXume Tpurrepa (COCTOHHI/Ie CMEHAETCA Npn KaxKAOM 3aMblKaHUN KOHTaKTOB
AaTtynka, Ha 3aMbliKaHMe KOHTaKTOp JaT4yuka agantep He pearvlpyeT);

3) 3apepxka cpabaTtbiBaHus aBapum (0..99 cekyHa);
4) 3apepxka otmeHbl asapum (0..99 cekyHp);
5) ®nar paspelueHus/3anpeTa 3anucuy B XXypHarn cobbITUN N3MEHEHWNSI COCTOSIHUSA AUCKPETHOTO BXOAA;

6) ®nar oTKM4YeHNs aBToMaTUYECKO OTMEHbI aBapun. Mpu ycTaHOBKe AaHHOro nara aBapuiHoe COCTOsIHME
AaTynka oTknodaeTcs nNnbo npu nepesarpyske agantepa, NMMOO HaXaTMEM Ha COOTBETCTBYHOLLYIO KHOMKY
«COpocuTb aBapuioy;
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AvckpeTHbIn BXog, 1 ] [JINCKPETHBI BXOA 2 JIVcKpeTHBIN BXog 3 [INCKpeTHBIN BXoa 4

Mmsa anckpeTHoro Bxoja:
Tun koHTakTa: | HOPMAJIbHO-PASOMKHYThII
3agepxka aBapuu, c: |0
Talimep oTMeHbI aBapuu, c: |0
3anucbiBaTb CO6LITUS B XXypHan

OTK/IIOYNTL aBTOMaTUYeCKyto OTMeHy aBapuu

PucyHok 7 — Bup ctpaHuubl «HacTpoirku guckpeTHbIX BxogoB» web-uHtepcenca agantepa

MyHKT «TaliMep OTMEHbl aBapuu» npedHasHadYeH Ons ycTpaHeHus «apebesra KOHTaKTOB», a Takke Ons
YCTpaHeHUs! BIUAHMS KpaTKOBPEMEHHbIX aBapuii Mo AUCKPETHOMY BXOAY Ha BbIXO4HOE COCTOsIHME CUrHanbHOro pene,
N MOXET NpuHMMaTb 3HadeHust ot 0 oo 99 cek. MNocne npekpalleHnss aBapum Nno AUCKPETHOMY Bxoay (B criydyae ecrnu
He npousoiaeT HoBasi aBapusl) NO UCTEYEHNM BPEMEHW, paBHOMY 3HauyeHuio « TalimayT aBapuny», agantep nepeiget
B COCTOSIHVE [10 aBapuu.

8.3 Hactpownkn TCP-coeguHeHumn

TCP-coeanHeHns obecneumBaioT npsmyto TCP  cBs3b mexagy pasnuuHbiMu - yctporcteamy  (iNode-Mini-R,
iNode-Mini-D, iNode-Sense DIN, iNode-Relay DIN) n yganeHHoe ynpaBneHus pernenHbIM1 BbIXO4amM1 B 3aBUCMMOCTY OT
COCTOSIHUSI AMCKPETHbIX Bxogos Apyrux yctponcts (iNode-Mini-D, iNode-Sense DIN, iNode-Relay DIN)

Mogynn «TCP-coeauHeHme 1..4» npegHasHayeHbl ONs Nepefady COCTOSHWSI COOTBETCTBYHOLLMX AMCKPETHbIX
BXOZOB Ha gpyroe Heobxogumoe yctponcTteo (iNode-Mini-R, iNode-Sense DIN, iNode-Relay DIN)

Ha crpannue «Hactponku TCP-coeguHeHu» (CM. pUCyHOK 8) OCyLLeCTBNSETCH YCTaHOBKA CreaytoLmx
napameTpoB:

1) Tun coegnHenusi (OTkmoyeH, CepBep, KnueHT). Jlloboe 13 TCP-coeguHeHun MOXET BbICTyMNaTb Kak B POnu
CepBepa, Tak 1 B ponv KnueHta (B 3aBUCMMOCTU OT TOro, Kakoe 13 yCTponcTe nmeeT “Oenein” IP-agpec). B kaxxgom TCP
COEAMHEHN OBYX YCTPOWCTB OfHA M3 CTOPOH JOMmkHa ObiTb HacTpoeHa B kavecTtBe KnmeHTa, a BTOpasi — B kayecTBe
CepBepa;

2) WHtepdberic ansa coeagnHerusi (Ethernet, WiFiSta, WiFiAp, Auto). icnonb3yeTcst TONbKO Npy TUNE COeaNHEHNS —
KnueHT. YcraHaBnuBaeT uHtepdpeic ans ucxogswero TCP nogkntoderus. B pexxvume Auto nponsBoguTcs noovepenHbi
nepebop NHTEPENCOB, YTO MOXET NPUBOAUTL K Bornee MeasieHHOMY YCTaHOBIEHMIO B3V ¢ CepBepoM (00 1 MUHYTbI);

3) Agpec CepBepa. Vicnonb3yeTtcsa Tonbko npu Tune coeguHeHns — KnueHT. YkaswiBaetcs IP-agpec i DNS ums
TCP-coeguHeHWsl, HaCTPOEHHOTO B KadecTBe cepsepa. [Nns yBenuyeHusi CKOPOCTW YCTaHOBIMEHWS CBSI3W, WK MNpu
oTcyTcTBUM goctyna k DNS-cepsepy, Heobxoammo ykasbiaThb IP-agpec.

4) TMopt TCP. B kaxxgom TCP coegnHeHun OByX YCTPOMCTB HOMEP NopTa AOSMKEH COBMNaaath.

BHumaHue! Ecnu B apantepe HacTpoeHO Heckonbko TCP-coeguHeHuMn B kavectBe CepBepoB, UX NOPThbI
OOJMXHbI coBnagaTtb. [pM M3MeHeHMM HOMepa nopTa OogHOro u3 cepBepHbix TCP-coeguHeHun aganTtepa
OyAyT u3MeHeHbl BCe OcTalibHble HOMepa MOPTOB HAacCTPOEHHbIX cepBepHbix TCP-coeguHeHun [aHHOro
apanTepa (c pa3pbIBOM CBA3U NOAKNIOYEHHbIX COeaUHEHUN)

5) YhukanbHbii ID ucTouHuka. Ons TCP-coeoMHeEHWM AOMCKPETHbIX BXOAOB BCErga aBToOMaTtudeckn ykasaH ID
NCTOYHMKa. [ins ycTaHOBNEHUs cBA3u ¢ Mmogynem « TCP-ynpaBneHue» (ynpaeneHne penenHbIMy BbIXOgamm) HeobXoaumo
ykasaTb TpebyeMbl yHMKarnbHbIi ID COOTBETCTBYIOLLENO AUCKPETHOMO BXoAda. YHUKaneHble ID B nape KnueHT - CepBep
OOMXKHbI cCoBMnaaaTh;

6) Maponb ans yctaHoBneHusi ceasu. Maponu B nape KnueHT - CepBep O0MKHbI COBMNaaaTh;
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TCP-coegnHeHune 1 TCP-coegnHeHune 2 TCP-coegnHeHune 3 TCP-coegnHeHune 4
(AnckpeTHbIlt BXo4 1) (AvckpeTHBIN Bxog 2) (AvckpeTHbIli Bxog 3) (AvickpeTHbIli Bxog 4)

Tvn coeanHeHns:  OTKAOYeH
NHTepdelic ana coegnHeHmns: |Auto
AJpec cepBepa:
MopT: 43672
YHuKanbHbI ID nctovHmka: |08b61f395ab0/D001
Maponb:

Cratyc OTkntoueH

PucyHok 8 — Bug ctpaHuubl «<Hactponku TCP-coeamHeHun» web-mHTepdenca agantepa

MpumepHIn Nnopsgok HacTporikn TCP-coeanHeHnsa anst yaaneHHoro yrnpasneHus penenHsiM BbIXO4OM afjantepa
Ne1 oT gMckpeTHOro Bxoga Apyroro yctpownctea (agantepa Ne2):

1) HactpouTb Ha agantepe Ne2 Ha cTpaHuue HacTpoek TCP-coeguHeHMn aAnsi COOTBETCTBYHOLLENO ANCKPETHOMO
BXxoAa:

- TMN coeanHeHus: KnueHnT;
- HTepenc coeanHeHUs: [BbIOpaHHbIN MHTEPdENC AN CBA3M YCTPONCTB], unu Auto;
- agpec cepBepa: [IP-agpec apantepa Ne1, pene kKoToporo Heo6xoauMo 3a4eNcTBOBaTh];
- nopT 43672 (Mnu nHown);
- Naponb: [NPON3BOSbHbIN]
2) Hactpoutb B agantepe Ne1 Ha cTpaHuue HacTpoek TCP-coeanHeHwni:
- TMn coeanHerusi: Cepsep;
- NOpT: [COOTBETCTBYIOLLMIA HOMEpP NopTa C HACTPOEHHOro yaaneHHoro agantepa no n.1];
- YHUKanbHbI ID uctoyHuka: [cootBetcTBytowWwmi ID ¢ HacTpoeHHoro agantepa Ne1 no n.1];
- Napornb: [COOTBETCTBYIOLLMI Naponb ¢ HacTpoeHHoro agantepa Ne1 no n.1];
- yCTaHOBUTL bnar akTMBHOro coctosiHust « TCP-ynpaBneHus» npu notepe cBs3w;

3) OoxpaTbCA yCTaHOBMEHWUS CBA3M MeXAy YCTPOWCTBaMM MO COOTBETCTBYHOLIMM 3anucsiM nyHkToB CrtaTyc
TCP-coeanHeHU NogknioyaeMbIX YyCTPONCTB.

4) Onsa ynpaBneHus HeoOXOAMMbIM peneriHbiM BbIXOOOM, HacTpouTb Ha agantepe Nel aBTomaTtuueckoe
yrnpaBneHne COOTBETCTBYIOLLEro pernenHoro Bbixoga (BblbpaTe B HACTpOWKax YyrnpaBneHuWs pernenHoro Bbixoda
COOTBETCTBYlOLLIEEe HAcTpoeHHOMY Mo N.2 «TCP-ynpaBneHue», a Takke OTKMIOYUTb PyYHOEe ynpasreHne peneriHbiM
BbIXOOM (BbIOpaTh B HACTPOWMKaX PYYHOrO YNpaBieHUs: 3Ha4YeHne «---»).

8.4 Hacrtpowkn HTTP-coeguHeHun
Mopgynn HTTP coeamHeHun ons OUCKPETHBIX BXOLAOB MO3BONSOT OTNpaBnsTe Heobxogumble HTTP 3anpockbl 3a
BHewwHue HTTP cepBepbl Npy aBapumn/oTMEHE aBapy COOTBETCTBYIOLLLENO AUCKPETHOMO BXOAA.

Ha ctpanvue «Hactpomkn HTTP - coeguHeHun» (CM. pucyHoK 9) OCyLLECTBSETCA YCTaHOBKa CReaytoLmx
napameTpoB:

1) WHtepdpeic ons coeamHenns (Ethernet, WiFiSta, Auto). B pexume Auto npovssoauTcst noovepenHbii nepebop
NHTepENCoB, YTO MOXET NPUBOAMTL Kk Donee MeaieHHOMY YCTaHOBNEHMIO CBsIan ¢ CepBepoM (40 1 MUHYTbI);

2) ®nar ucnonb3oBaHua wmndposaHue (HTTPS). MNpu yctaHoBke AaHHOro dnara, coeauHeHne ¢ cepeepoM Oyaet
Npon3BOANTLCS MO NpoToKoNy TLS, YTo yBENMYUT ANMTENbHOCTE OTNPaBKM AaHHbIX;

3) Mopt TCP ansa coeamHenne ¢ HTTP cepeepom;
4) TanmayT coegunHeHUs1, McC.

5) Bpemsi oxmpaHusi otBeTa OT cepBepa. [JaHHOe BpeMsi OTCHUTLIBAETCS OT MOMEHTA YCMELUHOMO YCTAHOBIEHUS
cBa3un ¢ HTTP cepsepoM o nonyyeHust 0TBeTa cepsepa Ha 3anpoc;
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6) ®nar otnpaskn HTTP 3anpoca npu BKNOYEHUM YCTPOWCTBA (B 3aBMCUMOCTM OT COCTOSHMS OMCKPETHOro BXoda B

MOMEHT BKITHOUeHMs1 afanTepa);

HTTP 3anpoc 1 ‘ HTTP 3anpoc 2 HTTP 3anpoc 3 HTTP 3anpoc 4

WHTepdeiic Ana oTnpaBku AaHHbIX: |Ethernet v

Wcnonb3oBaTb WndpposaHue (HTTPS) O
Mopr:
TarimayT coeanHeHus, mc: | 5000

Bpewmsa oxungaHua oteeta, mc: | 1000

OTNpaB/sTb AaHHbIE MPU BKAOYEHWN ycTporicTea | |

MocnegHwiA ctaTyc: VIHMUManuspoBaH

OTnpaBKa faHHbIX NpY cOBbITUM AaTuuKa "aBapus”

PaspeLunTb 0TNpaBKky AaHHbIX [ |

AApec cTpaHLpb! cepsepa: | |

[HaHHble HTTP: I ]

none jaHHblx B popmaTe namel=value1&name2=value2... (ans ncnonb3oBaHve cumBosioB & = ? B nose value
1CMoNb3yliTe MOBTOPSIIOLLMECS CUMBO/IbI, HanpuMep &&)

ABsTopu3auusa Basic: I I

3aroniosku HTTP:

McxoaHble AaHHble:

ANVHa JaHHbIX He 6onee 768 ciMBOIOB

OTnpaBka AaHHbIX NPy cOBbITUM AaT4uKa "B HOpme"

PaspeLunTb 0TNpaBKky AaHHbIX [ |

AApec cTpaHiLbl cepsepa: | |

DakHbie HTTP: [GET || |

none jaHHbIx B popmaTe namel=value1&name2=value2... (ans ncnonb3oBaHve cumBosioB & = ? B nose value
1CMoNb3yliTe MOBTOPSIIOLLMEC CUMBO/IbI, HanpuMep &&)

AsTopu3auus Basic: | I

3aronosku HTTP:

McxoaHble AaHHble:

ANVHa JaHHbIX He 6onee 768 cMBOIOB

PucyHok 9 — Bug ctpaHuubl «<Hactponku HTTP-coeguHeHnn» web-uHtepcenca agantepa
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7) dopma oTrnpaBKky AaHHbIX MPY COBLITUSIX AMCKPETHOIO BXOAA «aBapusi»/«B HOPMEX:
7.1) ®nar paspeLueHnsi OTNPaBKX AaHHbIX NPY BO3HUKHOBEHWN COObITUS;
7.2) Appec ctpaHuubl HTTP cepBepa;
7.3) Tun HTTP 3anpoca. GET, POST;

7.4) MNone AaHHbIX B dhopmate namel=value1&name2=value2... (Ana MCNOMNb30BaHWUA CMMBOMOB & = ? B Mone
value MCnonb3ynTe NOBTOPSOLLMECS CUMBOSbI, Hanpumep &&);

7.5) TNone BBOAa AaHHbIX aBTOpU3aummn BASIC B dhopmate username:password;
7.6) 3aronoskm HTTP 3anpoca, otnm4Hble oT 3aronoskos: Host, Authorization, Content-Length;

7.7) Mone uvcxogHbIXx gaHHbix HTTP 3anpoca. lNMone cogepxut otnpasnsieMble AaHHble HTTP 3anpoca B
ucxogHom Buae npotokona HTTP. [donyckaeTcs pefaktyMpoBaTb OaHHOE More, npy YCroBUM HE U3MEHEHUSsT BCeX
BbILLENEPEYNCIEHHBIX MoNnen 7.1 — 7.6 (Npn M3MEeHEHNM yka3aHHbIX Nonew, none 7.7 6yaeT aBTOMaTMYECKU NPUBEOEHO K
NCXodHOMY BUay);

8.5 HacTtpouku yctponcrtsa

8.5.1 CeTeBble HacCTpPoOuKu

Ha crtpaHuue «CeteBble HacTponku» (cM. pucyHku 10-12) ocylLeCTBNSIETCA HACTPOMKN CETEBbIX NapaMeTpoB AJ1s1
WHTepencoB CBA3M.

BHumaHue! Mpu naMeHeHUn ceTeBbIX HAaCTPOEK aganTepa, BIUAIOWMX Ha TeKylluMe ceTeBble MOoAKIMoYeHNs
(Hanpumep, BbIKNOYeHMe UHTepdeica), aganTep byaeT aBTOMaTU4eCKU Nepe3arpyKeH.

Onsa uHtepdpenca «Ethernet» ocylecTBnseTCs ycTaHoBKa criefyoLLmMX NnapameTpoB:

1) npvoputeT wuHTepdelica (Bbicokun, CpegHunn, Huskun). lNproputeT wuHTepdelica onpenenseT Mnopsiaok
NCMonb30BaHWA UHTepdenca Npyn MapLIpyTU3aLumM COEQUHEHWI;

2) MAC-agpec nHTepdenca (TomnbKo A1 YTEHUS);
3) nmsa DHCP pns nHTepdelica;

4) donar, Brntovarowmi DHCP knueHT nHtepdeiica;
5) IP-agpec nHTepdpeiica;

6) Macka nogcetu nHtepdeica;

7) IP-agpec wnio3a;

8) IP-agpec nepsuyHoro DNS cepBepa;

9) IP-agpec BTopryHoro DNS cepBepa;

MapameTpbl 5-9 3agaroTCca BpY4YHYHO NMpU UCMOMb30BaHUMKM cTatudeckoro IP-agpeca uHTepdpernica, nbo oTobpaxaroTcs
napameTpsl, BblgaHHble DHCP cepepom.

Ethernet ‘ CraHums WiFi (WiFi STA) Touka goctyna WiFi (WiFi AP)

MpuroputeT nHTepdelica: | Boicokunii

MAC-agpec: 08:b6:1f:39:5a:b3
Mma DHCP: | I-MINID-ETH
Brntounts DHCP kaneHT
IP agpec: |192.168.200.201
Macka noacetun: | 255.255.255.0
IP agpec wnto3a: | 192.168.200.200
MepsBuyHbIi DNS: [0.0.0.0

BTopuyHbI DNS: |0.0.0.0

PucyHok 10 — Bup ctpaHmubl «CeTeBble HacTponku Ethernet» web-untepcennca agantepa

Onsa nHtepdenca «CtaHuma WiFi (WiFi STA)» ocyLlecTBnsieTcs yCTaHOBKa CrneayoLmnx napameTpoB:
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1) paspelueHune paboTtbl MHTEpderica. Mo ymonyanuio nHtepdenc «CtaHuma WiFi (WiFi STA)» oTkntoveH, ons
ero paboTbl HeOOXOAMMO YCTAHOBWUTL LaHHbLIN doniar U NPOM3BECTM COOTBETCTBYHOLLME HACTPOMKW MapameTpoB,
YKa3aHHbIX HUXE;

2) nms cetn WiFi, k koTopor HeobxoaMMO NOAKMYEHNE afanTepa;

3) naponb cetn WiFi, kK KOTOpoii HeobxoaMmMO MmoAkmtodeHne agantepa (Mpy MOAKIOYEHMN K OTKPLITON CeTU nore
HeobXx0oaMMO OCTaBUTL MYCTLIM);

4) Kanan WiFi. PyuHow BbiGop kaHana WiFi. [ing aBToMatnyeckoro onpeaerneHns KaHana HeobxoanmMo yCTaHOBUTb
3Ha4eHve 0;

5) Craryc WiFi (Tonbko ans 4teHust). YkasbiBaeT Ha COCTOsIHME NOAKIYEHMS aganTtepa k Touke goctyna WiFi;

6) npuoputetr uHTepdenca (Bbicokun, CpepgHun, Huskum). [NpuoputeT uHTepdenca onpedenser nopsgok
NCMonb30BaHWsA UHTepdenca Npy MapLIpyTU3aLumM COEQUHEHWI;

7) MAC-agpec nHTepdperica (TonbKo Anst YTeHus);
8) ums DHCP gns uHtepdeiica;

9) donar, Bkntodatowmii DHCP knmeHT nHTepdenca;
10) IP-agpec nHTepdelica;

11) macka nogceTn MHTEPdENCa;

12) IP-agpec wnio3a;

13) IP-agpec nepsuyHoro DNS cepBepa;

14) IP-agpec BTopuyHoro DNS cepsepa;

MapameTpbl 10-14 3agat0TCa BPYYHYH MpU UCMONb30BaHMM cTatndeckoro IP-agpeca uHTepdeica, nnbo oTobpaxaroTcs
napameTpsl, BblgaHHble DHCP cepepom.

‘ CtaHuumsa WiFi (WiFi STA) ‘ Touka goctyna WiFi (WiFi AP)

PaspelueHne paboTbl MHTepderica

Vimsa cetn WiFi:
MNaponb cetn WiFi:
Kanan WiFi (1-13, 0-aBT0.): |0

Cratyc WiFi:

MpuopuTeT nHTepdelica:  CpeaHWi v
MAC-agpec: 08:b6:1f:39:5a:b1
Nma DHCP: |I-MINID-STA
Bkatounte DHCP kaneHT
IP agpec: |192.168.202.200
Macka nogcetu: | 255.255.255.0
IP agpec wntosa: | 192.168.202.1
MepsuyHbI DNS: 10.0.0.0

BTopuuHbIi DNS: |0.0.0.0

PucyHok 11 — Bupg ctpaHuubl «CeTteBble HacTpomnku CtaHuun WiFi (WiFi STA)» web-untepcennca agantepa

Ons nHtepdeinca «Touka pgoctyna WiFi (WiFi AP)» ocylLlecTBnsieTcs ycTaHOBKa cneayoLmx napameTpoB:
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1) paspeweHune paboTbl uHTEpderca. o ymonyaHuio uHtepgernc «Touka goctyna WiFi (WiFi AP)» BkntoueH
ONS ocyLecTBNeHMs 6ecnpoBogHOro 4OCTyna K aganTepy npuy ero Hactponke. [Ans 6rnokMpoBKM MNOOKIMIOYEHUIA HYXXHO
CHATb A4aHHbIN cnar;

BHuumaHnue! WUHTepdenc «Touka poctyma WiFi (WiFi AP)» noanepxuBaeT He 6Oomnee 2-x BHELWHUX
NoAKMHYEeHNN

2) umsa cetn WiFi agantepa. Agantep co3fgaeT ceTb, B UMsi KOTOpon BkMtoveH Yactb MAC-agpeca mHTepdoerica
apanTepa;

3) naponb cetn WiFi agantepa (ons1 peanvsauum OTKpbITOM CETH, Nofie He0bX0aMMO OCTaBUTL MYCThIM);

4) Kanan WiFi. PyuHow BbiGop kaHana WiFi. [Ing aBToMaTtnyeckoro onpeaerneHns KaHana HeobxognmMo yCTaHOBUTb
3Ha4eHve 0;

5) npuoputeT wuHTepdpenca (Bbicokmn, CpepHun, Huskun). [proputeT wuHTepdperica onpegensieT Nopsaok
NCMonb30BaHWA UHTepdenca Npyn MapLIpyTU3aLumM COEQUHEHWI;

6) MAC-agpec nHTepdenca (TonbKo A1 YTEHUS);
7) vms DHCP gns nHTepdeica;
8) donar, Bkntovatowmii DHCP cepBep MHTepdenca;
9) IP-agpec nHTepgenca;
10) macka nogceTn MHTEPdENCa;
11) IP-agpec wnio3a;
12) IP-agpec nepeuyHoro DNS cepBepa;
MapameTpbl 10-14 3agatoTcs BPYYHYIO, T.K. AaHHBIN MHTepdEnC NCnonb3yeT TOMNbKo cTatnyeckuin IP-agpec.

CraHuus WiFi (WiFi STA) ‘ Touka goctyna WiFi (WiFi AP)

PaspelueHne paboTbl HTepdelica

Nmsa cetn WiFi: [iNodeMiniD_39:5a:b2

PucyHok 12 — Bup ctpaHuubl «CeTeBble HacTponku Touku goctyna WiFi (WiFi AP)» web-uHtepdeiica agantepa

MNaponb cetn WiFi:

Kanan WiFi (1-13, 0-aBT0.):

MpriopuTeT MHTepdelica:
MAC-agpec:

Nmsa DHCP:

Brntounte DHCP cepsep
IP agpec:

Macka noaceTu:

IP agpec wnto3a:

MepBurYHbIN DNS:

*kkkkkk*k

11

Husknn v
08:b6:1f:39:5a:b2

[-MINID-AP

192.168.201.200
255.255.255.0
192.168.201.200

0.0.0.0
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8.5.2 Hacrtpownku ceptucpmnkatoB HTTPS

Ha crtpanuue «Hactpownku ceptucmkatoB HTTPS» (cM. pucyHok 13) ocyllecTBRsieTcs 3arpyska cepTudmkaToB
cepeepa HTTPS, a Ttakke ceptndmkatoB knneHToB Telegram, SMTP(Email) v ap. HacTponkv ceTeBbiX NapameTpoB Ans
WHTepencoB CBA3M.

[na reHepaumu kntoya u ceptudpnkata HTTPS MoxHO Bocnonb3oBaTbes naketom OpenSSL, nnm ncnonb3osatb CKpUMT
cert_key gen-Win64.bat (cert_key gen-Win32.bat), pa3mvelleHHbIi Ha  web-CTpaHuMue onucaHus  apjanTepa
canta OOO “UHTennekT moaynb”.

Kpome TOro, Ha fOaHHOM cCTpaHuue BkrovaeTca pabota HTTPS cepsepa. [locne ycraHoBku AaHHoro conara
HeoOxogumo nepesarpy3nte agantep. HTTPS cepeep OydeT akTMBeH MpW YCMOBWUM, YTO 3arpykeHbl KOPPEKTHblE W
NPUBAaTHLIN KoY U CepTUmrKar.

KopHeBble cepTdrKaTbl KNNEHTOB

Telegram or. He sarpyxen
SMTP knwtenT (E-mail) He sarpyxe

CepTrduKaTbl 1 K/IHOUN CEPBEPOB

CkayaTb kopHeBoli cepTudurkat OO0 "VIHTennekT Moayab"

HTTPS cepsep:

Ceprupuicar: He aarpyxcer
MpuBaTHBIN KAOY: He 3arpyxeH

PucyHok 13 — Bup ctpaHuubl «Hactpoinku ceptucpmkatoB HTTPS» web-uHtepdcpeiica agantepa

8.5.3 Hactpowikn SNMP

MpoTtokon SNMP no3BonsieT KOHTPONUpOBaTb NapaMeTpbl W cTaTyc agantepa, a TakkKe CUMTbiBaTb U
ycTaHaBnnBaTb napameTpbl ycTpoicTBa. Agantep oGecneunBaeT otnpasky SNMP TpanoB cucTeMHbIX COOOLLEeHMI
MpU KaXKO0MW UX 3aNUCh BO BCTPOEHHBIN XXypHar CoObITWA;

Ha ctpanuue «Hactponkn SNMP» (cm. pucyHok 14) ocyllecTBRsSieTCA HacTpovika MapameTpoB OJ1si AOCTyna K
OaHHbIM aganTtepa no npotokony SNMP:

1) paspelieHune paboTsl npoTtokonos SNMP v1, v2C;

2) mogmdmkaTop (Naporsb) Ha YTeHWe AaHHbIX ¢ aganTtepa no npotokonam SNMP v1, v2C;
3) moagndumkaTop (Maponb) Ha 3anncb AaHHbIX B agantep no npotokonam SNMP v1, v2C;
4) paspelueHune paboTbl npoTtokona SNMP v3;

5) nmsa nonb3osatena USM (ans noneb3osartens 1 u 2);

6) naponb aBTOpM3auuM nonb3oBaTensa (ans nonb3oBatens 1 wm 2). Mcnonb3yeTcss Npu yCTaHOBKE Tuna
aBTopu3aumm, otnmnyHoro ot NO AUTH (HeT naponsi aBTopusauun);

7) Tvna aBTopM3auuKn nonb3oBaTens (ona nomnb3oBatens 1 u 2). OnpegenseT MeToq XelMpoBaHWs Maponsi
aBTopusaumm nons3osatens (NO AUTH (HeT wudposanus), MD5, SHA1, SHA256, SHA512);

8) maponb wndpoBaHus nonb3oBaTens (4na nonb3oBatens 1 u 2). Mcnonb3yeTcs npu yCTaHOBKe Tuna
wundppoBaHus, otnmyHoro ot NO PRIV (HeT wmndposaHus);

9) Tuna wudpoBaHusa (ona nonb3osatensd 1 n 2). OnpegensieT meton wundpoBaHusa gaHHeix (NO PRIV (HeT
wudpposaHus), DES, AES (AES128), AES192, AES256);

10) SNMP v3 Engine ID (Tonbko gnsa utenus). igeHtudpmkatop SNMP v3 areHTa agantepa;

11) [HoepeHHble IP agpeca ctaHumi ynpasneHus. Joctyn no npotokony SNMP k gaHHbIM aganTepa BO3MOXEH
TONbKO C ykasaHHbIx IP agpecoB. Agpec 0.0.0.0, ykasaHHbIA BO BCeX CTpoOKax, 3anpellaeT JOCTyn No nNpoToKoriam
SNMP no6bim  ycTporictBam. Agpec 255.255.255.255, ykasaHHbIi B ntobol CTpoke, paspelsaeTr JOCTyn Mo
npoTtokoriam SNMP niobbiM yCcTponcTBam.

12) Ckavatb mib cann — ccbinka anga ckavmeaHus ¢ agantepa mib cdanna ¢ onucaHnem napameTpos;
13) Bepcua SNMP agns tpanos (---, SNMPv1, SNMPv2C, SNMPv3);

14) wmogudukatop (naporb) Ha NonyyYeHne Tpanos OT aganTtepa no npotokonam SNMP v1, v2C;

15) umsa nonb3oBatens USM ansa nony4veHus Tpanos no npotokony SNMP v3;
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16) nmaponb aBTOpM3auUMM MONb3oBaTENSA ANA NonyvyeHuss TpanoB no npoTtokony SNMP v3. Vicnonb3yeTtcs npu
yCTaHoBKe Tuna aBTopu3auuu, otnnyHoro oT NO AUTH (HeT napons aBTopusaumm);

17) Tvn aBTOpM3auMM MONb3oBaTens Ans nonyyeHus TpanoB no npotokony SNMP v3. Onpegensetr meTon
XelmpoBaHus napons astopusaumm nons3osatens (NO AUTH (HeT wndposanus), MD5, SHA1, SHA256, SHA512);

18) naponb wmncpoBaHUsa nonb3oBaTens Ans nonyyYeHus Tpanos no npotokony SNMP v3. Vcnonb3yeTtcs npu
ycTaHoBke Tvna wudpoBanusd, otnuyHoro oT NO PRIV (HeT wudpoBaHus);

19) Tvn wudpoBaHusa Ans nonyveHus TpanoB no npotokony SNMP v3. OnpegensieT meTtoq WudpoBaHMS
AaHHbIX (NO PRIV (HeT wndposaHus), DES, AES (AES128), AES192, AES256);

20) sa3blk TekcToBOro coodueHns Tpana (EN, RU). Koguposka WIN-1251.

21) dnar oTnpaBkM TpanoB BO BCe MHTePdENCHI Npu owmnbke maplupytmdauun. lNpy ycTaHoBKe AaHHoro crara, B
criydae owmbKM MapLUpyTM3auMM M HEBO3MOXHOCTM oOnpefenutb MHTepdelc Ans oTnpaBkv Tpama, Tpan Oyaer
noo4epesiHo OTMNPaBneH BO BCE aKTUBHbIE NHTEPENCHI.

22) IP-agpeca paccbinku TpanoB. YkasbiBatoTcs |IP agpeca cTaHumiA, Ha KOTOpble afjanTep OOMMKEH OTNPaBnsTb
Tpanbl.

Paspewwnts SNMP v1, v2C: Bepcusa SNMP ana tpanos: | SNMPv1

MogudukaTop UteHus: | **ritx MognurKaTop Ha MoyUeHne |**++rk

Tpanos:
MoanukaTop 3anucn: | **rrris

Mmsa nonb3osatens (USM):

Paspewnts SNMP v3:
NonbsoBaTtennb Nel:

Nmsa nonb3osatens (USM):

user

Maponb aBTopusauum (auth):
Maponb WwndposaHus (privacy):

S13bIK TEKCTOBOrO COO6LLEHUSA

NO AUTH

NO PRIV

EN

Tpana:

Maponb aBTOpM3aLMK (auth): NO AUTH
. OTnpaBnsaTb Tpamnbl BO BCe
Maponb wudposaHua (privacy): NO PRIV WHTepdelichl Npu oLUMEKe
MonbsoBaTtenb Ne2: MapLipyTusanmm
Wms nonb3osaTens (USM): IP-agpeca paccbiikm Tpanos: | 192.168.200.13
Maponb aBTopusaumu (auth): NO AUTH 0.0.0.0
. 0.0.0.0
Maponb wndposaHus (privacy): NO PRIV
SNMP v3 Engine ID: 0x8000aa980308b61f395ed8 0.0.0.0
JlosepeHHble IP-agpeca: | 255.255.255.255 0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

CkayaTb mib-daiin

PucyHok 14 — Bup ctpaHmubl «Hactponku SNMP» web-untepceinnca agantepa

8.5.4 Hactpowku E-mail

[ns onoselleHMs Nonb3oBaTenst 0 NPOU3OLLIEALNX CODLITUSAX B aganTepe npeaycMoTpeHa (OYHKUMA OTMpPaBKU
yBegoMmIieHnin Ha e-mail depe3 ypaneHHbii SMTP cepBep. Apantep obecrneudvBaeT (Mpu COOTBETCTBYHLLUX
HacTpoWnKax) oTnpaBKy Ha e-mail CUCTEMHbIX COOBLLEHNI NPU KaXO0W MX 3anvMCy BO BCTPOEHHBIN XXypHan cobbITUN.

Ha ctpanuue «Hactpomnkn E-mail» (cM. pucyHok 15) ocylLecTBnsSeTCA HAacTpolka napaMmeTpoB Ans oTrnpaskvi E-mail
COOBLLEHWIA:

1) paspelueHne oTnpaBKkn cooOLLEHMI XXypHana cobbituii no E-mail. ®nar 6ygeTt aBTomaTnyecky cOpoLLEH, ecnu
nocrne NpPUMMeEHEHNs1 NapaMeTPOB OTNpaBKa TECTOBOIO COOOLLEHNS 3aBEPLUNTCA OLUMOKOW;

2) SMTP cepsep;
3) Tvn npotokona 6e3onacHoctn (HET (6e3 windposaHus), TLS, STARTTLS);
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4) vicnonb3yeMbl MOPT Ans coeguHeHus (25, 587, 465);

5) cdnar ucnonb3oBaHns komanabl HELO Bmecto EHLO. YcraHoBka dnara 3aBMCMT OT HacTpoOek cepBepa
SMTP. B 6onblunHCTBE Cnyvae ycTaHOBKa AaHHoro donara He TpebyeTcs;

6) norvH gns aBTOpM3auum Ha cepeepe SMTP;

7) naponb Ans aBTopmsauum Ha cepsepe SMTP;

8) tun aBTopusaummn (ABTO (aBTomaTunyeckui Beibop), PLAIN, LOGIN);

9) e-mail agpec oTnpaBuTens;

10) e-mail agpec nonyyarens;

11) Tema coobLueHnn. Bce coolLueHns oT JaHHoOro agantepa OyayT MMEeTb OOHY TEMy, YKa3aHHYH0 B AaHHOM MOreE;

12) NepuoanyHOCTbL OTNPaBKM COOBLLEHWI XypHana cobbITUi, MUHYT. [pyn yCTaHOBKE BPEMEHWU MEPUOLUYHON
onpaBeku, COOBLLIEHUS XXypHana cobbiTuii OyayT OTNpaBnATLCS rpynnaMy Yepes yKasaHHbIN MPOMEXYTOK BPEMEHU;

13) asbIk TekcToBoro coobuieHus (EN, RU).

[Nlocne BHeCEHUS M3MEHEHWIA B NOSS d)OprI N HaXXaTuda KHOMKU «anIMeHVITb», OCyLUEeCTBNAETCA OTrnpaBka
TECTOBOro cooblueHus. B Clny4yae BO3HUKHOBEHUA r|p06neM npwn oTnpaBKe NMoABIAETCA coobuieHne o6 omnbke.

PaspelunTb 0TNpaBKy COOBLLEHWI XypHana cobbITUIA:
SMTP cepBsep: |smtp.yandex.ru
Twn 6e3onacHocTn: | STARTTLS
MopT: 587
Vcnonb3osatb komaHay HELO Bmecto EHLO
JlorviH: |test@yandex.ru
Maponb: | *****
Tun aBTopusauun: ABTO
OTtnpasuTenb: |test@yandex.ru
MonyyaTtens: |test@yandex.ru
Tema coobleHunl: Test

MeprnognUYHOCTE OTNPAaBKN COOBLLIEHWIA XypHana cobbITuiA, |5
MUHYT:

A3bIK TEKCTOBbLIX CO06LLEeHNI:  RU

MocneAHwi cTatyc: VIHMUManMsmpoBaH

PucyHok 15 — Bug ctpaHuubl «Hactpoiku E-mail» web-uHtepceinca agantepa
8.5.5 Hactpoiku Syslog

[ns onoselleHNs nonb3oBaTens O NPousoLleLlnx cobbITMAX B aganTepe npegycMoTpeHa yHKUMS OTNpaBKu
yBegoMrieHun Ha Syslog cepsep. AganTtep obecneunBaeT (MpU COOTBETCTBYIOLLMX HACTPOMKax) OTNpPaBKy CUCTEMHbIX
COODLLIEHUI MPU KAXXO0N NX 3anNnCy BO BCTPOEHHbIV XXypHan cobbITUNA.

Ha crpaHuue «HacTtpoukn Syslog» (cM. pucyHok 16) ocyLLeCTBSIETCA HAaCcTpoiKa NapameTpoB A oTnpaBku Syslog
COOBLLEHWIA:

1) paspelueHune otnpasku Syslog coobLleHn;

2) Syslog cepsep;

3) Tvn TpaHcnopTHoro npotokona (TCP, UDP);

4) Homep nopTa AN COeaNHEHUS;

5) sa3bik TekcToBoro coobueHns (EN, RU). Kognposka UTF-8
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Pa3spelueHue otnpasku Syslog coobLueHui
Syslog cepsep: | 192.168.2.1
Mpotokon: | UDP
Mopt: 514
A3bIK TEKCTOBbLIX coobueHunin: | RU

MocnenHuin ctatyc: CoobLeHne oTrnpaBneHHo

PucyHok 16 — Bup ctpaHuubl «Hactponku Syslog» web-mHTepdenca agantepa

8.5.6 Hactpowiku Telnet

B apantepe npegycMoTpeHa oyHKLMSA YTEHUS 1 3anucy AaHHbIX nocpeactsoM npotokorna TELNET B pexume
KOMaHOHOW CTPOKMU.

Ha ctpanuue «Hactponku Telnet» (cMm. pucyHok 17) ocylLecTBRSETCA HACTPoOViKa MMEH Momnb3oBaTenen 1 naponemn
Ons goctyna K agantepy no npotokony Telnet. B criydae, ecnn Bce nons Ha OaHHOW CTpaHWULe OCTaBMEHbl MyCTbIMU,
aBTopu3aums npv nogknodeHun no Telnet otTcyTcTBYET.

BHVUMAHWE: laHHbIe 3anonHATCA ToNbKO cuMBonamu: A-Z a-z 0-9 -.+*?A$()[]
{3 @~#&!%;", @#<>"/_

IMa nonb3oBaTtens Maposnb
Ne1l admin passw

Ne2
PucyHok 17 — Bup ctpaHuubl «Hactponku Telnet» web-untepceinnca agantepa

8.5.7 Hactpoiiku Telegram Bot

B apgantepe npegycMoTpeHa (QYHKUUSA YTEHMS U 3annCU OaHHbIX, @ Takke OTNPaBKM CUCTEMHbIX COOOLLEHMI
NnocpeacTBOM Mcnonb3oBaHua Telegram 6ota. Agantep obecneuvBaeT (NpyM COOTBETCTBYHLUMX HACTpOMKax)
OTNpaBKy CUCTEMHbIX COOBLLEHNIA NPY 3aNUCK BO BCTPOEHHbIV XXypHan cobbiTUA OAMH pa3 B 2 MUHYTHI.

Ha ctpanuue «Telegram Bot» (cm. pucyHok 18) ocyLLecTBNsiETCS HAaCTPOWKa NapamMeTpoB COEOMHEHNS C CEPBEPOM
Telegram:

1) paspeleHune paboTel cepuca Telegram Bot;

2) Telegram cepBep;

3) asbik TekctoBoro coobieHusi (EN, RU). Koguposka UTF-8
4) naponb Ans aBTopUsaLmMm HOBbLIX NONb3oBaTENeN

Ons toro 4tobbl Mcnonb3oBaTb yHKUMoHan Telegram 6oTa, HeOGX0AMMO B MEPBYIO Ovepedb B MPUINOXKEHNUM
Telegram co3gaTe 60Ta B crniefytoLLeEM NOPSIAKE:

- oTnpaBbTe @BotFather komaHgy /newbot. Ecnn 60T yxxe co3gaH, MOXHO NOMyYnTb ero TOKeH KoMaHaon /token;

- 3ajainiTe MMsi U HUKHEM HoBoro 6oTa, nocrne 4yero B OTBETHOM coobuieHnn @BotFather npepgoctaBuT TOKEH
Aans poctyna yepe3 HTTP API (Buga 1111111111:AAHEDwIvnw6ggq8rrXtwddyRBX29q17Gnf4);

- jobaBbTe  [OaHHbI  TOKEH K agpecy cepepa B none  Telegram cepeep B cdopmarte:
https://api.telegram.org/bot1111111111: AAHEDwivnw6ggq8rrXtwddyRBX29q17Gnf4 n Haxxmute kHoMKy NMpUMeHUTb.

lMocne ycnewHoro nogxnYeHWs agantepa K cepBepy Telegram (ctaTyC «coeAuHeHUe YCTaHOBIIEHO,
oOHOBNEeHWe AaHHbIX B npouecce») BO3MOXHO AobaBuTb A0 10 nomnb3oBaTenen, KOTOpbIM paspelleH AOoCcTyn K
AaHHbIM ajanTtepa, 4ng Yero HeobxoauMo:

- creHepupoBaTb Naporb Ans JobaBneHns nonb3osaTtenen (Bpems aenctamd naponsa 10 MUHyT);

- nonb3oBaTtento B npunoxeHun Telegram go6aBnTb co3gaHHbIN 60T M BbINONHUTE kKoMaHay /login, ykasas npu
3TOM CreHepupoBaHHbIV Maponb (Ans yaaneHus nonb3oBaTens yepes npunoxeHve Telegram HyXHO BbINOMHUTL
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KOMaHOy /delete; ons nony4yeHua crnpaBky Mo KOMaHOaM 4epes3 npuioxeHue Telegram HY>XHO BbIMOJIHUTb KOMaHOy

/help).
Bo Bknagke «HacTpomkm cnmcka nonb3oBatenen Telegram» (cM. pucyHok 19) npousBogutcsl ynpasreHve
HacTponkamu fobaBneHHbIX Nonb3oBaTtenen Telegram:

1) paspelueHue/3anpeT 3an1cy HacTpoeK aganTepa;
2) paspelueHue/3anpeT oTNpaBku CUCTEMHbIX COOBLLEHWI afanTepa Nonb3oBaTento;

3) ymaneHue nonb3oBaTens

{ HacTtpolika cepeBepa telegram \ Hactpoiika cnuncka nonb3oBaTesneii telegram

YTobbl co3gaTb HOBOro 60Ta, oTrnpaBbTe @BotFather komaHAy /newbot. Ecam 60T yxe co3gaH, MOXHO MOyYUTh ero TOKeH KOMaHZoW
/token.

3ajaliTe UMS 1N HUKHeNM HOBOro 60Ta, Nocie Yero B OTBETHOM CO06LLieHNM @BotFather npeAocTaBUT TOKeH 415 AocTyna Yepes HTTP
APl (Bnaa 1111111111:AAHEDwIvnwéggq8rrXtwddyRBX29q17Gnf4)

[lobaBbTe faHHbIN TOKEH K agpecy cepsepa B nosne Telegram cepsep B popmare:
https://api.telegram.org/bot1111111111:AAHEDwIvnw6ggq8rrXtwddyRBX29q17Gnf4 n HaxmMuTe KHoMKy MprMeHnTb.

[lna pobaBneHNs nonb3osaTenieli HEO6XOAMMO Ha AaHHOV CTpaHVLie CreHeprpoBaTh Naposib (BpemMs AelicTBMA napons - 10 MUHYT), a
3aTeM MoJib30BaTesto B NpuioXeHUn Telegram Ao6aBUTb CO3aHHbIM 60T, 1 BbINOAHUTE KOMaHAy /login, ykasas npu 3ToM
CreHepuypoBaHHbI Naposb.

[lna yaaneHns nonb3oBaTens Yepes npunoxeHve Telegram HyXXHO BbINMONHUTE KoMaHAy /delete.

[lns nonyveHmsa cnpaBky Mo KOMaHAaM Yepes npuioxeHune Telegram HyXHO BbIMOHUTL KoMaHay /help.

PaspelueHune pa6oTbl Telegram Bot
Telegram cepsep: | https://api.telegram.org/

S3bIK coobLLeHN XypHana: |[RU v

CTaTyCZ OTK/IKOYeH

Maponb Anst perucTpauyum l'eHepuvpoBaTh Naposb

nonb3oBaTteneri:

PucyHok 18 — Bup ctpaHuubl «Hactpoinku Telegram Bot» web-untepcpeiica agantepa

Hactporika cepeBepa telegram { HacTtpoiika cnncka nonb3osaTeneii telegram

OTCyTCTBYIOT A06aB/IEHHble Mo/b3oBaTenn Telegram

Maponb Ana perncrpaumm leHepupoBaTb Naposib

nonb3oBaTenei:

PucyHok 19 — Bup ctpaHuubl «Hactponku cnucka nonb3oBarenen Telegram» web-uHtepdenca agantepa

8.5.8 KoHdurypauus xxypHana cobbiTum

Ha ctpannue «KoHdmrypauusa KypHana coObiTun» (CM. pucyHok 20) OCyLLECTBIIAETCA U3MEHEHME TEKCTOBbIX
COOOLLEHNIA CMCTEMHOIO >KypHana cobbiTUiA Ha PYCCKOM WM aHITIMACKOM $3blkax, a Takke 3aJaHve Tuna coobLueHus
(COOBLUEHUE, NPEOYNPEXOEHUE, ABAPUA) 1 pa3pelleHve/3anpeT OTNpaBkM COOOLLEHVA C OaHHbIM KOZOM MO
npotokonam SNMP, SMTP (E-mail), Syslog, Telegram.

Coo0LeHuns XypHana cobbITUI MO3BOMAIT yKasbiBaTb ANMHAMUYECKUE MEPEMEHHbIE, COXPAHAEMbIE B MOMEHT
3anncy coobLLEHMS B XXypHar:

~N~ - UM COOTBETCTBYHIOLLENO OATHUK;

~V~ - 3Ha4yeHne napameTpa B MOMEHT BO3SHUMKHOBEHUA cobbITus.



Koa

20
21
22

23

Coob6LeHne (RU)
AnckpeTHblid BXxog Ne1~N~: OTMeHa aBapun
[AunckpeTHeblii BXog Ne1~N~: ABapuis
AunckpeTHbi Bxog Ne1~N~: OTMeHa aBapuu (B pexume
AunckpeTHeblid BXog Ne1~N~: ABapusi (B pexuvime Tpurrep:
M3meHeHo: HacTpoiiku avckpeTHoro Bxoaa Ne1~N~
AunckpeTHbi Bxog Ne2~N~: OTMeHa aBapun
AunckpeTHsblii BXog Ne2~N~: ABapuist
[AnckpeTHeblid BXxog Ne2~N~: OTMeHa aBapuu (B pexuvme
[AunckpeTHbii BXxog Ne2~N~: ABapuisi (B pexrime Tpurrepé
M3meHeHo: HacTpoiikm gnckpeTHoro Bxoga Ne2~N~
[AnckpeTHblid Bxog Ne3~N~: OTMeHa aBapun
[AunckpeTHeblii BXoa Ne3~N~: ABapuis
AunckpeTHbiv BXxog Ne3~N~: OTMeHa aBapuu (B pexume
AunckpeTHblid BXxog Ne3~N~: ABapusi (B pexuvime Tpurrepé
M3meHeHo: HacTpoiiku avckpeTHoro Bxoaa Ne3~N~
AunckpeTHbivi BXxog Ne4~N~: OTMeHa aBapun
[AunckpeTHeblii BXog Ned~N~: ABapuist
AnckpeTHblid BXog Ned~N~: OTMeHa aBapuu (B pexume
[AunckpeTHbii BXxog Ned~N~: ABapuisi (B pexrime Tpurrepé
M3meHeHo: HacTpoiiku AvickpeTHoro Bxoaa Ned~N~
AnckpeTHbld BXxog Ne5~N~: OTMeHa aBapun
[AunckpeTHebiii BXog Ne5~N~: ABapuis

JvckpeTHbIli BXoa Ne5~N~: OTMeHa aBapuu (B pexunme

PucyHok 20 — Bup ctpaHmubl «KoHdurypauus xxypHana cobbituny web-uHtepcenca agantepa

8.5.9 HacTtpoiiku BpemeHum

Coob6LieHne (EN)
Discrete input #1~N~: Normal
Discrete input #1~N~: Alarm
Discrete input #1~N~: Normal (trigger mode)
Discrete input #1~N~: Alarm (trigger mode)
Changed: Discrete input #1~N~ config
Discrete input #2~N~: Normal
Discrete input #2~N~: Alarm
Discrete input #2~N~: Normal (trigger mode)
Discrete input #2~N~: Alarm (trigger mode)
Changed: Discrete input #2~N~ config
Discrete input #3~N~: Normal
Discrete input #3~N~: Alarm
Discrete input #3~N~: Normal (trigger mode)
Discrete input #3~N~: Alarm (trigger mode)
Changed: Discrete input #3~N~ config
Discrete input #4~N~: Normal
Discrete input #4~N~: Alarm
Discrete input #4~N~: Normal (trigger mode)
Discrete input #4~N~: Alarm (trigger mode)
Changed: Discrete input #4~N~ config
Discrete input #5~N~: Normal
Discrete input #5~N~: Alarm

Discrete input #5~N~: Normal (trigger mode)

Tun coobLyeHus

COOBLEHNE
ABAPUA
COOBLLEHNE
ABAPUSA
COOBLLEHNE
COOBLLEHNE
ABAPUS
COOBLEHNE
ABAPUA
COOBLEHNE
COOBLEHNE
ABAPUA
COOBLLEHNE
ABAPUSA
COOBLEHNE
COOBLLEHNE
ABAPUS
COOBLEHNE
ABAPUA
COOBLEHNE
COOBLEHNE
ABAPUA

COOBLLEEHVE

Snmp Email Syslog Telegram
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AganTep noggepXuBaeT TpU BapuaHTa YCTaHOBKM BPEMEHW: py4yHas ycTaHoBKa 4epe3 web-uHTepdelic,
CUHXpOHM3aums BpemeHu oT MK 1 cuHXpoHMU3aLmus Yepes MHTEPHET ¢ 3adaHHbiM SNTP cepeepoMm.

[NA KOPPEKTHOro xoga BpeMeHU HeoGXoAMMO MpPaBMIIbHO yKasaTb «4acoBOW MOSIC» MECTHOCTU, B KOTOPOM
yCTaHOBIEH aganTep.

Mocne yctaHoBKkM (onara «BkmounTb cuHxpoHusauukw c cepBepom NTP» (cM. pucyHok 21) n HaxaTus
KHOMKM «MpUMEHUTb» NPONCXOOUT HemenSIeHHas MomMbiTKa CUMHXPOHM3aUWs BPEMEHW, AarbHelwee OOHOBIEHWE
NpoONCXOaMUT Yepes NPOMEXYTKU BpeMEHW, 3aflaHHble B none «fepuoa CUHXPOHU3ALUU, MUHYTY.

Mone «NTP cepBep» no3sonseT 3agaBaTtb Heckonbko NTP cepBepoB 4Yepes cumBonbl “npoben”, “sansTas”’. B
TakoMm cnydae apgantep OydeT MnooyepenHOo MbiTaTbCs CUHXPOHM3UPOBATLCA C KaXdbiM CEPBEPOM A0 MEpPBON
yCNeLIHON NOMbITKN.

Bpems:

JIEYCHINE X WER N CHXpOoHM3upoBaTh AaTy/Bpems c MK
16:56:59 3anucaTb 3ajaHHble AaTy/Bpems

Yacosoli nosic: |Europe/Moscow (MSK-3)

Brarountb cvHXxpoHmsauuto ¢ cepsepom NTP

NTP cepsep: |pool.ntp.org

Mepuog cHXpoHU3aunn, MuHyT: | 120

PucyHok 21 — Bup ctpaHmubl «Hactponku BpemeHn» web-uHtepcenca agantepa
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8.5.10 O6HoBneHue MO

ApanTtep obecneunBaeT yHKUMIO 0OHOBMNEHWs BCTpoeHHoro MO “Ha neTy”. [na peanu3auny aHHOW yHKLMK
BCTPOEHHas namsTb agantepa pasgeneHa Ha ABa pasgena (CM. pucyHok 22). [Npu paboTe agantepa OT OA4HOro
pasgena, Hosas Bepcus O Byget sarpyxeHa B Apyron pasgen namatu. W, nocne nepesarpysku agantepa, OH
3anycTuTcs U3 pasgena, B KOTopbii Obina ocywlecTsneHa nocnegHasa 3anvcb MO (npy ycnosum, ecnim 3anuck MO
Oblina BbINOMHEHA KOPPEKTHO 1 ycnelwHo). Kpome Toro, nonb3oBaTtesib MOXET BPY4YHYHO BblIOpaTb HOMEP 3arpy304HOro
pasgena (B criydyae, ecnu BbiOpaHHbIA pasfen He COOEPXMT KOPPEKTHO 3arpyxeHHoro MO, cmeHa pasgena ans
3anycka He 6yaeT npousBeaeHa).

O6HoBUTL MO ycTpoiicTaa: Upload

Mepesarpyska ycTpolicTea: Reboot

Bepcusa 3arpysuunka: b0.1
Cratyc pasgena Nel: Partition OK, version iNode_Sense_v0.0.1_Aug_18_2023, boot active, running

CraTyc pasgena Ne2: Partition ERROR

3arpy3ouHblii pasgen Ne |1 YcTaHoBUTBL

PucyHok 22 — Bup ctpaHuubl «O6HoBneHue NMO» web-uHtepdenca agantepa
8.6 Be3onacHocTb

Ha ctpaHuue «Be3onacHOCTb» (CM. puUcCyHOK 23) Npon3BOAMTCSH CMEHA MMEHM U Napons rocTsl, Nofib3oBaTtens
N agMUHKCTpaTopa:

- NpWU 3aaHMN UMEHWN W Napons rocTs, ¢ AaHHbIMM NapameTpamMy aBTopM3aLMK OOCTYN BO3MOXEH TOMbKO Ans
YTEHWS AaHHbIX CTPaHWL, He HaxoasLwmxcsl B nanke /protect.

- MpY 3agaHUM UMEHU W Napons MoNb3oBaTens, ¢ AaHHbIMKM MapaMeTpamu aBTopM3auuU OOCTYN BO3MOXEH
TONbKO ANs YTEHUS OaHHbIX BCeX CTpaHuL, web-uHTepdelica agantepa.

- NpV 3a4aHnM UMEHWN M Napons agMUHUCTPATOPa, C AaHHLIMU NapameTpaMy aBTopu3auumn obecrneyeH NonHbIN
OOCTyn Ko BceM yHKUMSIM aganTepa.

Mpn OTCYTCTBMM MMEHW MONb3OBATENs W MNapons agMMHUCTpaTopa, OOCTYn KO BCeM OYyHKUMSM aganTtepa
BO3MOXeH 0e3 aBTopum3auun.

BHVUMAHWE: [JaHHble 3anonHsawTca 6ykBaMu TOMNbKO NaTUHCKOro andasuta, Luudpamu, cneucMumsonaMmm
KnaBmaTypbl

DaHHble aBTOpU3aUMM Nonb3oBaTens |

Mmsa nonb3osartens:

Mapornb nonb3oBaTtens:

[OaHHble aBTOpM3aLMM agMUHUCTpaTopa
Mms agMuHucTpatopa: |[admin

Maponb agMuHUcTpaTopa: | *****

Maponb yaaneHHoro goctyna: | YHMUCGGBOSY 1NGc99NycYBOF Ypanutb

PucyHok 23 — Bup ctpaHuubl «<besonacHocTb» web-uHtepdeinnca agantepa

Kpome Toro, oa AaHHOWM CTpaHuue NpoM3BOAMNTCS HAaCTpOWKa Naporns yaaneHHoro goctyna. [JaHHbIi naposb
MO3BONSAET CUMTbIBaTb AaHHbIE C aganTepa, a Takke Npou3BOAMTbL HACTPOMKM agantepa C YnpoLLEeHHON
aBTopu3aumen (cMm. npunoxeHue A).

BHumaHue! Maponb yganeHHOro AocTyna AOMKEH XPaHUMTbLCH B CeKpeTe OT MOCTOPOHHUX nul, T.K. OH
no3BonsieT ynpaBnsaTbL HacTpoMKamu aganTtepa. B cnyvyae yTepu unu KomMnpomMeTauuu napons yaaneHHoro
JocTyna Heo6XxoAMMO MOBTOPHO CreHepupoBaTb HOBLIM naponb, nNu6o yaanutb ero. lMocne ypaneHus
napons yaaneHHoro 4ocTyna, ynpoLweHHbIA cnocob aBTopu3saumm He 6yaeT 4OCTYNEH.
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BHumaHue! B cliy4yae OTCyTCTBuUA Heo6XxoAuMOCTU B yI'IpOLI.IeHHOﬁ aBTopusauum, Heobxoaumo yaanutb
napoJsib ygarieHHOro gocryna.

8.7 CepBuc

Ha gaHHol cTpaHuue (CM. pucyHOK 24) ocyLLECTBISIETCA cOXpaHeHne/3arpyska CUCTEMHBIX NapamMeTpoB,
TEKCTOBbIX AaHHbIX XypHana cobbITUiA, a Takke OYMUCTKA XXypHarna cobbITuiA, Nnepeaarpyska MMKpOKOHTporepa
aganTtepa, cbpoc Bcex NapamMeTpoB agantepa Ha 3HauYeHusl No YMOMYaHuHo.

CoxpaHuTb CUCTEMHYO KOHPUTYypaLmio: [ Blelgller=[e B
3arpysuTb KOHPUrypaLmio: Upload
OYNCTUTL XyPHaN COBLITUI: Clear Log
Mepesarpyska ycTpoiicTea: Reboot

C6poc NnapaMeTpoB Mo YMOAYaHNIO: Set Defaults

PucyHok 24 — Bup ctpaHuubl «CepBuc» web-uHtepcenca agantepa

8.8 WHBeHTapusauus

Ha ctpaHnue «WHBeHTapusauusi» (CM. PUCYHOK 25) OCyleCTBNSETCS 3adaHue WHopMaumm O TeKyllem
pacrnonoXeHWn agantepa, a Takke oTobpaxaeTca MHGOPMauMs O CepuMHOM HOMepe ajanTepa, BeEpcuu 3arpysdvka u
Bepcum N0 apanTepa.

PacnonoxeHue:
CepuliHblli HoMmep: 000000000

Bepcus 3arpysuuka: b0.1

Bepcus MNO: iNode_Sense_v0.0.1_Aug_18_2023

PucyHok 25 — Bup ctpaHmubl «CepBuc» web-untepcenca agantepa

8.9 XypHan cobbiTun

Ha naHHoW cTpaHuue (CM. pucyHOK 26) oTobpakatoTcs CMCKOM CoBbITUS aganTepa, a Takke AaTa/Bpemst
npousoLleaLmx cobbITUiA 1 obLLEee KONMMYECTBO 3anu1cei B XypHarne.

O6beM xypHana coobiieHun 4000 3anvcen. >KypHan cobbiTUii MMEET KOSbLEBYIO CTPYKTYPY, NPV NEPENnOfHEHNN
XXypHana v BO3HUKHOBEHWUW HOBbIX CODbLITUIA, yOansTCs cCaMmble paHHUE 3anucu.




Aata/Bpems
18.08.23/16:56:23
18.08.23/16:55:08
18.08.23/16:55:08
18.08.23/16:55:06
18.08.23/13:28:34
18.08.23/13:28:29
18.08.23/13:28:11
18.08.23/13:28:10
18.08.23/10:28:34
18.08.23/10:28:31
18.08.23/10:27:49
18.08.23/10:26:35
18.08.23/10:26:34
18.08.23/10:26:32
18.08.23/10:23:31
18.08.23/10:22:16
18.08.23/10:22:16
18.08.23/10:22:14

18.08.23/10:22:10

Coob6LieHue
Ownbka o6HoBNEHNS BpeMeHM Yepe3 SNTP
[JaTtuvk Temnepatypbl Nel: MoaxitoueH
[JnckpeTHbIli BXog Nel: ABapus
iNode: BkntoueH
PeneliHbili Bbixog Ne3: BbikitoueH
PeneiiHblii Bbixog Ne3: KomaHaa pyy4HOro ynpasneHuns
PeneliHbili Bbixog Ne3: BkatoueH
PeneiiHblii Bbixoa Ne3: KomaHaa py4HOro ynpasneHuns
M3meHeHo: HacTporikn TCP-coegnHeHns Ne2
M3meHeHo: HacTporiku TCP-coegnHeHns Ne2
Owwnbka o6HOBNAEHVA BpeMeHU Yepe3 SNTP
[JaTtunk Temnepatypbl Nel: MoaxatoueH
[AnckpeTHbln BXog Nel: ABapus
iNode: BktoueH
Owwnbka o6HOBNAEHVA BpeMeHU Yepe3 SNTP
[Jatuvk TemnepaTypbl Nel: MNoaxitoueH
[nckpeTHbln BXog Nel: ABapus
iNode: BktoueH

iNode: BkntoueH
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Yucno 3anuceid xypHana: 259

PucyHok 26 — Bup ctpaHuubl «XKypHan cobbiTnin» web-mHTepdenca agantepa

8.10 Logout

KHonka «Logout» MeHIo aganTtepa npegHasHadyeHa ans copoca coxpaHeHHbIX B Gpay3epe AaHHbIX aBTopusaumn
K web nHTepdeicy gaHHoro agantepa. MNpu Haxatum Ha kHonky «Logout» GyaeT BbiBeAEHO OKHO BBOAA AaHHbLIX
aBTOpM3aLMM OOCTYNa K agantepy.

9 COpoc napameTpoB Ha 3Ha4e€HUSI MO YMOJSYAHUIO

nsa c6poca napameTpoB Ha 3HAYEHUS MO YMOMNYaHUio Heo6XoaAMMO 3aMKHYTb KOHTaKTbl pasbema «Reset» (cMm.
pucyHok 1) Ha nnate aganTtepa U yaepXvuBaTb 3aMKHYTbIMU B TeYeHne 5-8 cekyHa 4o nepesarpyskiu
MUKPOKOHTpOIIepa.

10 TpaHcnopTupoBaHWe U XpaHeHue

TpaHcnopTMpoBaHWe apantepa [OOJPKHO OCYLLECTBMATLCA B YNakoBKE NPeanpusTUS-U3roToBUTENsS Npwu
TemnepaType okpyxatowen cpegbl - 50 °C + 50 °C n BepxHeM 3Ha4YeHUM oTHOcUTeNbHOW BnaxHoctn Ao 100 % npu
Temnepatype 25 °C).

Bo Bpems norpy3oyHO-pasrpy3oyHbiXx paboT M TPaHCMOPTMPOBAHUSA YMAKOBKM afanTepbl He  OOJDKHbI
noaBepraTbCsl Pe3kUM yaapam v BO34eNCTBUI0 aTMOCHEPHbBIX OCaZKOB.

XpaHeHWe YCTPOMCTB [OOJPKHO OCYLLECTBAATLCA B YNaKoOBKE NPEANnpUSATUS-U3rOTOBUTENSA B 3aKPbITbIX
noMeLleHnaxX Npu Temnepatype okpyxatowero so3gyxa 0 °C + 40 °C, cpeaHeMeCA4YHON OTHOCUTENBbHOWN BIIAXKHOCTU
80 % npu Temnepatype 25 °C. Okpyxawwasi cpega He OOfKHa coAepXaTb XMMMYECKU aKTUBHbIX BELLECTB,
BbI3bIBAKOLLNX KOPPO3MM METansoB.



27

NMPUNOXEHUE A
OnucaHue dopmara cparinos JSON

1 OO6uwee onucaHue popmarta AaHHbIX

1.1 [aHHble B popmaTe JSON npeacrasneHbl B BUAe 06GbeKTOB/MAcCBOB OOLEKTOB (B CryYae HarnmMumst HECKONbKMX
0OBEKTOB OJIHOMO TUMA) C MX 3HAYEHUAMU B BUAE:

“object_name”:{ “object“:“object_name“,“parameter 1“:“value 1%,...“,“parameter N“:“value N}
unu (48 MaccuBOB OOBLEKTOB B CIlyHae Hanm4yns HECKONbKUX OOBEKTOB OO4HOr0 TUMa)
“objects_name”:[{“object“:“objects_name*,”’id”:”1”,“parameter 1.1“:“value 1.1%,...“,“parameter 1.N“:“value 1.N“},...,
{ “object“:“objects_name*“,”id”:”K”,“parameter K.1“:“value K.1%,...“,“parameter K.N“:“value K.N“}]
1.2 3anucb HacTpoek NapameTpoB ocyLlecTensieTcs no npotokony HTTP 3anpocamu POST B chopmare:
object_name={“parameter 1“:“value 1,...“,“parameter N“:“value N“}
unm (4ns MaccuBOB OOBLEKTOB B CIlydae Hanm4yns HECKOMNbKNX 0OLEKTOB OQHOMO TUNa)
objects_name=[{ ”id”:”1”,“parameter 1.1“:“value 1.1%,...“,“parameter 1.N“:“value 1.N“},...,
”id”:”K”,“parameter K.1“:“value K.1%,...“,“parameter K.N“:“value K.N“}]

I'IpM 3alfnncn HaCTpPOEK YKa3bIBalOTCA TOJIbKO T€ MNapamMmeTpbl (I/I TE O6'beKTbI), KOTOpble HeobxoaMMO WN3MEHUTb.
HeyKa3aHHbIe napamMmeTpbl COXPaHAT 3Ha4YeHUA, yCTaHOBIIEHHbIE 1O USMEHEHUA

Heobxoaumble 3aronosku POST 3anpoca: “Content-Length”.

BHumaHue! [lpu otnpaBke POST 3anpoca Heo6XoA4MMO B [AaHHbIX MpeABapUTeNIbHO MNPOM3BECTU
3KkpaHupoBaHue cneucumBonoB HTTP: % (%25), & (%26), = (%3D), + (%2B), ? (%3F)

1.3 AsTOpM3auus Npu yaaneHHoOM AOCTyne K AaHHbIM ajantepa MOXeT OCYLLECTBNATLCS B YNPOLLEHHOM BMAE.

Ons aToro Heo6xoamMmo:

1) MNepenTn Ha cTpaHuuy web-nHTepdeinca agantepa “besonacHocTy”.

2) B pasgene “Maponb yaaneHHoro 4octyna” HaxaTb Ha KHoMKy “'eHepupoBath”

3) CosgaHHbIi naponb OyaeT coxpaHeH B aganTepe M C ero MOMOLLbIO MOXHO MorydaTb AaHHbIA C aganTtepa u
3anucbiBaThb AaHHbIe B aganTep.

BHumaHue! I'Iaponb yaaneHHoro agoctyna AOOoJiKeH XPaHUTbCA B CeKpeTe OT NOCTOPOHHUX Inuy, T.K. OH
no3BossAeT ynpaBniAaATb HaCTpOﬁKaMM aganTtepa. B clliydyae yTepun unun KoMmrnpometauuum naponsa ygarneéHHoro
aocTtyna Heobxoaumo NMOBTOPHO CreHepupoBaTtTb HOBbIN naporsb, nméo yAanutb ero. Mocne yaaneHus
naponsa yganeHHoro gocrtyna, YKa3aHHblﬁ B AaHHOM pa3sgere cnoco6 aBTopusalunm He 6yJJ.ET AOoCTyneH

4) Wcnonb3yiTte AaHHbIV naponb B kaxgom GET n POST 3anpoce k agantepy B kavectBe GET aprymeHTa ¢ umeHem
id_token, B hopmarte:

http://[ip-appec])/[nyTb k dpanny]/[uma cdanna]?id_token=[naponb yaaneHHoro goctynaj
Cnmcok hannoB faHHbIX, PACMONOXEHHbLIX B agantepe v AOCTYMHbIX AN YTeHUs/3anncy npeacTaeneHsl B Tabnuue 5.

2 OnucaHue gaHHbIX JSON

2.1 ®ann AaHHbIX, OTOOpaxaeMbIX Ha rmaBHOM cTpaHuue /index.json

[aHHbIN dhann OoCTyNeH TONbKO ANS YTEHUs

darin cogepxut 06beKTbl JaHHbIX AUCKPETHbIX BXOAOB (CM. M.M. 2.2 npunoxeHusi A).
[aHHbIN dhann OoCTyNeH TONbKO ANS YTEHUsI

2.2 ®ann AaHHbIX AUCKPeTHbIX BxoaoB /dinputs.json

[aHHbIN dhann OoCTyNeH TONbKO ANS YTEeHUsI

dann coaepXnT AaHHble OUCKPETHbIX BXOA0B

2.2.1 MaccuB obbekToB “dinputs”

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3HaveHne napameTtpa: “dinputs”.

2) “id” — nHgekc obbekTa AUCKPETHOrO BXo4a B jsSOn MaccuBe (HOMep AMCKPETHOro Bxoaa).
[unanasoH 3HavyeHun napameTpa: 1..4.

3) “status” — Tekywmn cTaTtyc ANCKPETHOrO BXOAaA.
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BoamoxHble 3HavyeHus napameTpa: “normal’ — OUCKpeTHbIM BXoA B HOpMme, “alarm” — aBapusi AUCKPETHOro Bxoaa,
“‘disconnected” — onCKpeTHLIN BXO OTKMOYEH.

4) “alarmCnt’ — c4yeTuMK aBapuii AUCKPETHOrO BXoaa.
[wnanasoH sHavyeHun napameTpa: 0..16777216.

5) “name” — nvs guckpeTHoro Bxoaa. [invHa cTpoku He 6onee 32-x CUMBOIIOB.
6) “type” — TMn AMCKpEeTHOro Bxoaa.

Bo3amoxHble 3HauyeHust napameTpa: “normal-opened” — HopMarbHO-pa3oMKHYTbIA, “normal-closed” — HopmanbHO-
3aMKHYTbIR, ‘normal-opened-trig” — HOpManbHO-PaA3OMKHYTLIA KOHTaKT B pexume Tpurrepa, “normal-closed-trig” —
HOpPMarbHO-3aMKHYThIA KOHTaKT B pexunmMe Tpurrepa.

7) “dtimer” — Tanmep 3a0epXXk1 BKITFOYEHUS aBapuUmn ANCKPETHOIo BXoAa.

[vanasoH 3Ha4yeHun napameTpa: 0..99 c.

8) “altimer” — TanmMep 3a4ep>KKM OTMEHBLI aBapuy UCKPETHOIO BXoaa.

[vanasoH 3Ha4yeHun napameTpa: 0..99 c.

9) “log” — chnar paspeLueHust 3anncu B XXypHan CoObITUIA UCKPETHOrO BXxoaa.

BoamoxHble 3HaueHust napameTpa: “disabled” — 3anuck 3anpelleHa, “enabled” — 3anuck paspelueHa.

10) “trigen” — donar paspeLueHust 6rI0KMPOBKM aBTOMAaTUYECKOTO OTKITHIOYEHUS aBapumn ONCKPETHOIoO BXoAa.
BosmoxHble 3HaueHuss napametpa: “disabled” — 6nokupoBka oTknoyYeHa (aBapus OTMEHWUTCH aBTOMaTU4ecKu),
“enabled” — 6GriokMpoBka BKkNoYeHa (aBapusi He OTMEHUTCA 4O €€ py4yHoro copoca).

2.3 ®ann AaHHbIX CTPOKU COCTOSIHUSA AUCKPETHbIX BXoAoB /status.json

[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.

dann cogepX1T AaHHble CTAaTyCOB PENEeNHOro Bbixoga N AUCKPETHbIX BXOLAOB.
2.3.1 MaccuB obbekToB “dinputs_status”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3HaveHne napameTpa: “dinputs_status”.

2) “id” — uHgekc obbekTa AUCKPETHOro BXoAa B jSON MacCuBe.

[unanasoH 3HavyeHun napameTpa: 1..8.

3) “status” — Tekywmn cTaTtyc ANCKPETHOrO BXOAA.

BoamoxHble 3HavyeHus napameTpa: “normal’ — OUCKpeTHbIM BXoA B HOpMe, “alarm” — aBapusi AUCKPETHOro Bxoaa,
“‘disconnected” — onCKpeTHLIN BXO OTKMOYEH.

4) “alarmCnt” — c4yeTuMK aBapuii OUCKPETHOrO BXoaa.

[unanasoH 3HavyeHun napameTpa: 0..16777216.

2.4 ®ann AaHHbIX pacnosioXeHusi U CUCTEMHbIX AaTbl/BpeMeHu aganTtepa /loc.json

[aHHbIN dhann JOCTYNeH TONbKO AN YTEHUS.

dann coaepXknT AaHHbIe PacrnonoXeHns U TeKyLLero BpeMeHu agantepa.

2.4.1 OOGvbekT “time_data”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3HaveHne napameTpa: “time_data”.

2) “time” — Tekywue garta n Bpems agantepa B opmate “00.MM.IT / y4.mm.cc”.

2.4.2 O6bekT “location” — cTpoka pacnonoxeHus agantepa. [nvHa cTpokn He 6onee 64-x CMMBOSOB.
2.5 ®aunn KypHana cobbITu B TeKCTOBOM chopmaTte coobiieHun /log.json

[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.

dann cogepx1T AaHHbIe XypHana cobbiTuii ¢ coobLleHmammn B hopmaTe TekcTa.

2.5.1 MaccuB obbekToB “log’.

1) “time” — gaTta n Bpemsi dmkcauum cooduerus, B dpopmate “00.MM.IT / yy.mm.cc”.
2) “msg” — coobLleHune xxypHana cobbITuin B TEKCTOBOM chopmare.

3) “type” — Tmn coobLLeHns xxypHana cobbITui.
BoamoxHble 3HauyeHus napameTpa: “M” — nsBelleHue, “W” — npegynpexaeHue, “A” — aBapusi.
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2.6 ®aunn KypHana cobbiTu B kogoBoM popmaTe cooblieHun /log_cd.json
[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.

dann cogepxnT AaHHble XypHana cobbiTui ¢ cooOLLEHVAMU B KOAOBOM cbopmare.
2.6.1 MaccuB obbekToB “log’”.

1) “time” — gaTta n Bpemsi dmkcauum cooduerus, B popmate “00.MM.IT / y4y.mm.cc”.
2) “code” — koA coobLeHMs XypHarna cobbITUN.

3) “type” — Tmn coobLeHns xxypHana cobbITui.
BoamoxHble 3HaueHuss napameTpa: “M” — usBelleHue, “W” — npegynpexaeHue, “A” — aBapusi.

4) “name” — umMsa gatymka/napameTpa B COOOLLEHMM XXypHana cobbITuii (ecnn ecTb).
5) “value” — 3Ha4eHWe gaTynka B COOOLLEHMM XKXypHana coObITUIA (ecnu ecTb).

2.7 ®awnn HacTpoek TCP-coeauHeHun /protect/devtcp_cfg.json

[aHHbIN thainn JOCTYNeH TONbKO ANs YTEHUS.
dann cogepxuT gaHHble HacTpoek TCP-coeanHEHWA.
2.7.1 MaccuB obbekToB “devtcp_config”.
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HadveHune napameTpa: “devtcp_config”.
2) “id” — uHgekc obbekTta TCP-coegnHeHus B json MaccuBe.
[unanasoH sHavyeHun napameTpa: 1..4.
3) “sensor_type” — Tvn gatyuka (McTodHMKa cobbiTuin) /obbekTa ynpasneHus TCP-coeanHeHus.
Bo3MoXHble 3Ha4YeHns napameTpa:
“dinput 1”... “dinput 4” — NICTOYHUK CODObITMIA — AUCKPETHbIN BXxoa Ne1-Ne4;
4) “type” — tun TCP-coegnHeHus.
Bo3amoxHble 3HaveHust napameTpa: “disabled” — TCP-coeguHeHue oTknoYeHo, “server’ — HacTpowika TCP-
COeaHEHMS B kKadecTBe cepBepa, “client” — HacTporika TCP-coeanHeHus B Ka4eCTBE KITMEHTA.
5) “netif’ — BbIOOp uHTEpdherca gna TCP-coeanHeHus.
Bo3amoxHble 3HadyeHust napameTpa: “auto” — aBTomaTu4eckuii Boloop uHTepdeiica, “WiFiSta” — nogkntoueHue yepes
nHtepcpernc WiFi Sta, “WiFiAp” — nogkntoyeHve 4vepe3 uHTepdenc WiFi AP, “ethernet” — nogknioyeHve yepes
uHTepdpenc Ethernet.

6) “host ” — agpec cepBepa Ania NoAKMYeHUs (MCMoNb3yeTcs TONbKO Npu HacTpowike “type”:"client”). AnnHa cTpokn
He ©onee 64-x CUMBOJOB.

7) “port” — Homep nopta ana TCP-coeanHeHus.
[wnanasoH 3Ha4yeHun napameTpa: 1..65535.

8) “password” — naponb ana TCP-coeamHeHus. [InuHa cTpokn He 6onee 16-Tn CMMBOSOB.
9) “uid” — yHuMkanbHbIN |ID NCTOYHMKA.

10) “rst” — akTMBHOE cocTosiHMe TCP-ynpaBneHnsi npy notepe CBA3N (He UCMONb3yeTcs).
Bo3moxHble 3HaveHnst napameTpa: “disabled” — He nepeBoauTe TCP-ynpaBneHne B akTUBHOE COCTOSIHUE Mpu nNoTepe
cBs3u, “enabled” — nepesognTb TCP-ynpaBneHue B aKTMBHOE COCTOSIHUE MPU NOTEPE CBA3M.

2.7.2 MaccuB “sensors”. MaccyB TMNOB AaTYMKOB (MCTOYHMKOB COObITMI) /06bekToB ynpasneHusa TCP-coeamHeHus.
Bo3moxHble 3HavYeHns napameTpa:

“dinput 1”... “dinput 4” — NICTOYHUK CODObLITMIA — AUCKPETHbIN BXxoa Ne1-Ne4;

2.8 ®awnn POST 3anpoca ans 3anucu Hactpoek TCP-coeauHeHunn /protect/devtcp_cfg_p.json

[aHHbI dann gocTyneH Ans 3anucu.

dann npegHasHaveH ans 3anncy Hactpoek TCP-coeguHeEHWA.

2.8.1 Wwmsa gaHHbix POST gnsa 3anncu devtcp_config.

lMepeyeHb NapameTpoB Ans 3anucy NpeacTaBneH B noanyHkTax 2), 4) — 10) n.n. 2.7.1.

Mpumep aaHHbIX POST 3anpoca:
devtcp_config=[{“id”:“2”,”type”:“server”,”port”:“49500”,”host”:“192.168.1.200”}]
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2.9 ®awnn cratyca TCP-coegnHeHun /protect/devtcp_status.json

[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.

darin cogepxuTt AaHHble ctatycoB TCP-coeamHeHui.

29.1 Maccus o6bekToB “devtcp_status”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3HaveHne napameTpa: “devtcp_status”.

2) “id” — uHpgekc obbekTta TCP-coegnHeHus B json MaccuBe.

[unanasoH sHavyeHun napameTpa: 1..4.

3) “status” — ctatyc TCP-coegmHeHus.

Bo3moxHble 3HadeHusi napameTpa: “not_init” — He wHuumanuanposaH, “disabled” — oTknioyeH; “dns_failed” —
ownbka obpauweHusa k DNS cepeepy; “sock_failed” — owmnbka oTKpbITUA cokeTa; “connecting” — nogkntoyeHne K
3agaHHoMy TCP-coeguHeHuto; “connected” — ycTaHOBNeHO nogkmdeHMe K 3agaHHoMmy TCP-coeguHeHuio;
“disconnected” — TCP-coeanHeHne OTKMOYEHO; “system_error’ — cuctemHas owubka; “uid_error’ — owunbka UID;
“object_error’ — owmbka obbekTa ynpasneHus; “data_error’ — owmbka aaHHbix TCP-coegnHeHus.

4) “msg” — TEKCTOBOE onncaHue Tekyllero ctatyca TCP-ynpasneHus.

2.10 ®awnn HacTpoek ANCKpeTHbIX BxoaoB /protect/dinputs_cfg.json

[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.
dann cogepX1T gaHHble HACTPOEK ANCKPETHBLIX BXOOOB.
2.10.1 MaccuB o6bekToB “dinputs_config”.
OO6bekTbl MaccuBa cogepXaTt napameTphbl, NPeAcTaBneHHble B noanyHkTax 1), 2), 5) — 10) n.n. 2.2.1.
211 ®awnn POST 3anpoca Ana 3anucu HacTpoek ANCKpeTHbIX BxoaoB /protect/dinputs_cfg_p.json
[aHHbIn dann ocTyneH Ans 3anucu.
dann npegHasHaveH Ans 3anncy HaCTPOEK ANCKPETHBIX BXOOOB.
2.11.1 WNwmsa gaHHbix POST gns 3anuck dinputs_config.
lMepeyeHb NapameTpoB Ans 3anncy NpeacTaBneH B noanyHkTax 2), 5) — 10) n.n. 2.2.1.
Mpumep aaHHbIX POST 3anpoca:
dinputs_config=[{“id”:“1”,”name”:“OuckpeTHbin Bxoa 1”,“type”:“normal-opened”,“log”:“enabled”}]
2.12 ®awnn crtatyca 6NMOKMPOBKM aBTOMATUYE€CKOro OTKITIOUYEeHNA aBapun OUCKPETHbIX BXOA0B
Iprotect/dinputs_trig.json

[aHHbI dhavin AOCTYNeH ansa YyteHus / 3anvcu.
dann coaepx1T gaHHble CTaTycoB OIOKMPOBKM aBTOMATUYECKOrO OTKITHOYEHUSA aBapumn OUCKPETHBLIX BXOOOB.

2.12.1 MaccuB o6bekToB “dinputs_trig”.
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4veHune napameTpa: “dinputs_trig”.
2) “id” — nHgekc gMCcKpeTHOro BxoAa B jSon MaccuBe.
[unanasoH 3HavyeHun napameTpa: 1..4.
3) “status” — ctaTyc GrOKMPOBKM aBTOMATMYECKOTO OTKIMOYEHMS aBapuy UCKPETHOrO BXxoaa.
Bo3moxHble 3HadeHus napameTpa: ‘inactive” — HeakTMBHO (aBTOMaTM4ecKasi OTMEHa aBapuii He OTKItoYeHa, nnbo
aBapusl OTCyTCTBYeT), “active” — aBToMaTMyeckass OTMEHa aBapui OTKIOYEHa, OAaTYMK HaxoOuTCs B aBapUMHOM
cocTosIHMM (COPOC aBapuIMHOrO COCTOSIHMSA HEBO3MOXKEH); “active_rst” — aBTomaTnyeckas oTMeHa aBapuin OTKITIOYEHa,
OaTyYMK HaXoauUTCs B cTaTyce aBapum (BO3MOXEH COpOC aBapuMMHOIro COCTOSIHUSA).
Mpumep aaHHbIX POST 3anpoca ans copoca aBapuinHOro COCTOSIHUS:
dinputs_trig=[{“id”:“1”,”status”:“inactive”}]
213 ®awnn HacTpoek aBToMmaTuyeckux HTTP 3anpocoB /protect/httpr_cfg.json

[aHHbIN dhainn JOCTYNeH TONbKO ANs YTEHUS.

dann cogepxuT gaHHble HacTpoek HTTP-3anpocos.

2.13.1 Maccus o6bekToB “httpr_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4veHune napameTpa: “httpr_config”.
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2) “id” — ungekc obbekta HTTP-3anpoc B json MaccuBe.
[unanasoH 3HavyeHun napameTpa: 1..4.

3) “netif’ — BbIOOp UHTEpPelica gna HTTP-3anpoca.
Bo3amoxHble 3HadyeHust napameTpa: “auto” — aBTomaTuieckuii Boloop uHTepdeirica, “WiFiSta” — nogkntoueHue yepes
nHtepdenc WiFi Sta, “ethernet” — nogknioveHne yepes nHtepdenc Ethernet.

4) “https” — ucnonesosatb HTTPS coeanHeHne Bmecto HTTP.

BoamoxHble 3HauyeHus napametpa: “disabled” — wcnonb3oBate HTTP coeaunHenune, “enabled” — ucnonb3oBatb
HTTPS coeguHeHune.

5) “port” — Homep nopta ansa HTTP-3anpoca.

[wnanasoH 3Ha4yeHun napametpa: 1..65535.

6) “tmo” — TarmayT NOAKMYEeHNs K cepBepy.

[vanasoH 3Ha4yeHun napameTpa: 0..10000 mc.

7) “await” — Bpems oxugaHua oTBeTa OT cepBepa.

[vanasoH 3Ha4yeHun napameTpa: 0..5000 mc.

8) “pon” — oTnNpaenATbL AaHHbIE NPW BKIOYEHWUM YCTPOWCTBA.

BoamoxHble 3HavyeHus napameTpa: “disabled” — He oTnpaBnATb AaHHbIE NPU BKMIOYEHUU yCTponcTea, ‘enabled” —
OTNpaBNATb AaHHbIE (B 3aBUCMMOCTU OT cTaTyca ANCKPETHOro BXOAa) NpU BKIKOYEHUM YCTPONCTBA.

2.13.2 MaccuB o6bekToB “httpr_alarm”.

HacTpowikn oTnpaBkun AaHHbIX Npu cobbiTun gaTtyvka "aBapus”

1) “object”’ — uma obbekTa (coBnagaeT ¢ MeHeM 06beKTa json).
3Ha4veHune napameTpa: “httpr_alarm”.

2) “id” — ungekc obbekta HTTP-3anpoc B json MaccuBe.
[unanasoH sHavyeHun napameTpa: 1..4.

3) “enable” — paspelueHune otnpasku HTTP-3anpoca npu cobbiTin gatyunka “aBapus’.

BoamoxHble 3HaueHust napameTpa: “disabled” — otnpaska 3anpelleHa, “enabled” — oTnpaska paspeLueHa.

4) “request’ — 3anpoc Anst oTnpasku Npu cobbiTum gatdmka “aBapusa’. nuHa cTpokn He 6onee 760-TM CMMBOIOB.
2.13.3 MaccuB 06bekToB “httpr_normal’.

HacTpoiku oTnpaBku AaHHbIX Npu cobbiTum aatymka "B Hopme"

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3Ha4veHune napameTpa: “httpr_normal”.

2) “id” — uHgekc obbekta HTTP-3anpoc B json MaccuBe.

[unanasoH sHavyeHun napameTpa: 1..4.

3) “enable” — paspelueHune otnpaskn HTTP-3anpoca npu cobbiTun gartymnka "B Hopme".
BoamoxkHble 3HadeHna napameTpa: “disabled” — otnpaBka 3anpelleHa, “enabled” — oTnpaBka pa3peLueHa.

4) “request’ — 3anpoc Ans oTnpaBku Npu cobbiTum AaTymka “B Hopme”. [ninHa cTpoku He 6onee 760-T1 CMMBOSOB.

2.14 ®awnn POST 3anpoca ansa 3anucu HacTpoek aBTomatndecknx HTTP 3anpocoB /protect/httpr_cfg_p.json

[aHHbI dhavin AOCTYNeH ansa YyteHus / 3anvcu.
dann npegHasHayeH ang 3anncu HacTpoek aBTomaTudeckux HTTP 3anpocos.

2.14.1 Maccus obbekToB “httpr_config”.
lMepeyeHb NapameTpoB Ans 3anvcy npeacTaBneH B noanyHkTax 2) — 8) n.n. 2.13.1.
Mpumep aaHHbIX POST 3anpoca:
httpr_config=[{“id”:“1”,“netif’:“auto”,“https”:“disabled”,“port”:“80”, “tmo”: “5000”,
“await”:“1000”,“pon”:“disabled”}]

2.14.2 MaccuB o6bekToB “httpr_alarm”.
lMepeyeHb NapameTpoB Ans 3anvcy NpeacTaBneH B NoanyHkTax 2) — 4) n.n. 2.13.2.
Mpumep aaHHbIX POST 3anpoca:

httpr_alarm=[{*id”:“1”,“enable”:“disabled”}]
2.14.3 MaccuB 06bekToB “httpr_normal’.
lMepeyeHb NnapameTpoB Ans 3anvcy NpeacTaBneH B noanyHkTax 2) — 4) n.n. 2.13.3.



Mpumep aaHHbIX POST 3anpoca:
httpr_normal=[{*“id”:“1”,“enable”:“disabled”}]
2.15 ®awnn cratyca aBTomatuydeckux HTTP 3anpocoB /protect/httpr_status.json
[aHHbIN dhainn JOCTyNeH TONbKO AN YTEHUS.
dann coaepXnT AaHHble cTaTycoB aBToMaTnyeckux HTTP 3anpocos.
2.15.1 MaccuB o6bekToB “httpr_status”.
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HaveHne napameTtpa: “httpr_status”.
2) “id” — ungekc obbekta HTTP 3anpoca B json maccuse.
[unanasoH 3HavyeHun napameTpa: 1..4.
3) “status” — ctatyc HTTP 3anpoca.
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Bo3moxHble 3HavyeHust napameTpa: “not_init” — He HMUManuanposaH, “initialized” — niuunanmnamposan; “dns_failed”
— owmbka obpaweHns Kk DNS cepsepy; “sock_failed” — owmnbka oTKpbITUS cokeTa; “connecting” — nogknioYeHne K
3agaHHoMy cepBepy; “data_sending” — oTnpaBka gaHHbIX; “answer_waiting” — oxupgaHune oteeTa; “finished” —
coeguHeHne 3aBeplueHo; “‘connection_failed” — owwnbka coegnHeHusi; “system_error” — cuctemHas oOLIMOKa;

“data_error” — owmnbka gaHHbix HTTP 3anpoca; “tls_error’ — owmnbka TLS coegnHeHus.
4) “msg” — otBeT HTTP cepBepa Ha 3anpoc.

2.16 ®ann gaHHbIX 1 HACTPOeK MHBeHTapu3auum /protect/inventory.json

[aHHbIN chainn JOCTYNeH TONbKO AN YTEHUS.

dann cogepxnT gaHHble MHBEHTapM3aumy aganTtepa.

2.16.1 OO6bekT “serial” — cTpoka, cogepxallas cepuHbI HOMep aganTtepa

2.16.2 OOBekT “location” — cTpoka pacnonoxeHust agantepa. [AnvHa cTpoku He 6onee 64-x CMMBOIIOB.
2.16.3 OOBekT “bootldr’ — cTpoka, cogepxallas Homep Bepcum 3arpy3yunka agantepa.
2.16.4 OO6bekT “fw” — cTpoka, cogepxallasa obo3HadeHne Bepcun MO aganTtepa.

2.16.5 MaccuB o6bekToB “ partitions” — maccus pasgenos O aganTepa.

1) “id” — uHgekc pasgena MO B json maccuBse.

[unanasoH 3HavyeHun napameTpa: 1..2.

2) “value” — cTpoka, cogepxaliasa nigopmauuio o Bepcum MO pasgena, cratyce pasgena.
3) “active” — napameTp, onpeaensaoLLmMin akTUBHOCTb pasgena [10.

Bo3moxHble 3HayeHus napameTpa: “true” — paHHbii pasgen 1O aktmBHbid, “false” — pgaHHbIn pasgen 10O

HeaKTUBHbIN.

217 ®awnn POST 3anpoca Ans 3anucu HacTpoek MHBeHTapusauuu /protect/inventory_p.json
[aHHbIn dann gocTyneH Ans 3anucu.
dann npegHasHaveH 4ns 3anncy HaCTPOEK MHBEHTapU3aLn.
2171 WNwms gaHHbix POST gns 3anucu inventory.
Mpumep aaHHbIX POST 3anpoca:
inventory=PacnonoxeHue 1
2.18 ®awnn ceTeBbIXx HacTpoek /protect/net_cfg.json
[aHHbIN thainn JOCTyNeH TONbKO AN YTEHUS.
dann coaepx1T gaHHbIE CETEBbLIX HACTPOEK aganTepa.
2.18.1 OO6nekT “ethernet_config’. Hactpoiku nHtepderica Ethernet

1) “object”’ — uma obbekTa (coBnagaeT ¢ MeHeM 06beKTa json).
3Ha4veHune napameTpa: “ethernet_config”.

2) “prio” — npuopuTeT MHTEpdelica.

BoamoxHble 3HauyeHua napametpa: “low” — Hu3kuin nproputeT, “‘medium” — cpegHuii npuopuTteT, “high” — Bbicokuit

NpUOpPUTET.
3) “host” — ums hostname nHTepelica. [nuHa cTpokn He 6onee 15-Tn CMMBOIOB.
4) “ip” — ipv4 agpec nHTepdenca agantepa B hopmaTe “XxXX. XXX.XXX. XXX
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5) “mask” — macka ceTu B hopmaTte “XXX.XXX.XXX.XXX".

6) “gw” — ipv4 agpec wnio3a B hopmaTe “XXX.XXX.XXX.XXX".

7) “dns1” — ipv4 agpec ocHoBHOro DNS cepBepa B hopmaTte “XXX.XXX.XXX.XXX".
8) “dns2” —ipv4 agpec pe3epBHoro DNS cepBepa B hopmaTe “XXX.XXX.XXX. XXX

9) “dhcpc” — donar paspewerus DHCP knueHTa.
Bo3moxHble 3HavyeHus napameTpa: “disabled” — knMeHT OTKMNOYEH (MCNONb3yeTCs cTaTUdecKMe CeTEBbIE HACTPOWKN),
“enabled” — knneHT BkNtoYeH (Nony4veHne ceteBbix HacTpoek oT DHCP cepsepa).
10) “mac” — mac agpec uHTepderica B hopmaTte “Xx:XX:XX:XX:XX:XX".
2.18.2 OO6wekT “WiFiSta_config”. Hactponku nHtepderica WiFi Sta.
5) “object’ — umsa obbekTa (coBnagaeT ¢ MeHeM O0ObeKTa json).
3Ha4veHune napameTpa: “WiFiSta_config”.
6) “enable” — pa3pelueHne paboTbl MHTEpPdENCa.
BoaMmoxHble 3HadeHnsa napameTpa: “disabled” — nHTepdenc otknoveH, “enabled” — nHTepdenc BKIOYEH.
7) “ssid” — umsa Toukn goctyna WiFi ana nogknioveHna agantepa. nuHa ctpokn He 6onee 31-ro cumeona.

8) “password” — naponb Touku goctyna WiFi ona nogknioveHus agantepa. OnuHa cTpokm He Gonee 63-x
CUMBOIOB.
9) “channel” —kanan WiFi.
Onana3soH 3HayeHnn napametpa: 0..12. MNMpu ycTaHoBKe 3Ha4eHus 0, kaHan BbIOMpaeTCcss aBTOMAaTUYECKN.
10) MNMapameTpbl no nognyHktam 2) — 10) n.n. 2.18.1.
2.18.3 OO6wekT “WiFiAp_config’. Hactpoiiku nitepdenca WiFi Ap.
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HaveHune napameTtpa: “WiFiAp_config”.
2) “enable” — pa3pelueHne paboTbl nHTepdeiica.
BoaMoxHble 3HadeHnsa napameTpa: “disabled” — nHTepdenc otknoveH, “enabled” — nHTepdenc BKIOYEH.
3) “ssid” — nma Toukm goctyna WiFi gns nogkntoveHus k agantepy. AnvHa cTpoku He 6onee 31-ro cumBona.

4) “password” — naponb ToykM goctyna WiFi gna nogknioyenus k agantepy. OnuHa cTpokm He Oonee 63-x
cvmBonoB. lNMpu gnvHe napons meHee 8 CUMMBOJIOB, TOYKa AOCTyna agantepa byaet paboTaTb B OTKPLITOM pexume
(6e3 napons).

5) “channel” — kanan WiFi.

[unanasoH 3HavyeHun napameTpa: 1..12.

6) “dhcps” — donar paspeweHns DHCP cepsepa.

BoamoxxHble 3HaueHust napameTpa: “disabled” — DHCP cepBep oTkntodeH, “enabled” — DHCP cepBep BKIO4eH.

7) NMapameTpbl no noanyHktam 2) — 8), 10) n.n. 2.18.1.

2.19 ®awnn POST 3anpoca ansa 3anucu ceteBbIX HacTpoek /protect/net_cfg_p.json
[aHHbIn dann gocTyneH Ans 3anucu.
dann npegHasHaveH Ans 3anncu ceTeBblX HACTpoekK aganTepa.
2.19.1 WNwmsa gaHHbix POST gnsa 3anncm HacTpoek nHtepdpenca ethernet: ethernet_config.
lMepeyeHb NapameTpoB Ans 3anvcy npeacTaBneH B noanyHkTax 2) — 9) n.n. 2.18.1.
Mpumep aaHHbIX POST 3anpoca:
ethernet_config={“prio”:“high”, “ip”:“192.168.1.10”,”mask”:“255.255.255.0”,”gw”:“192.168.1.1”}
2.19.2 WNwms pgaHHbix POST gnsa 3anncu Hactpoek nHtepdpenica WiFi Sta: WiFiSta_config.
lMepeyeHb NnapameTpoOB Ans 3anncy NpeacTaBneH B noanyHkTax 2) — 5) n.n. 2.18.2, nognyHkrax 2) — 9) n.n. 2.18.1.
Mpumep aaHHbIx POST 3anpoca:
WiFiSta_config={“enable”:“enabled”,“ssid”:“access_point”,“password”:“12345678”,“dhcpc”:“enabled”}
2.19.3 Wwmsa gaHHbix POST gnsa 3anuncm Hactpoek nHtepdenca WiFi Ap: WiFiAp_config.
lMepeyeHb NnapameTpoOB Ans 3anvcy NpeacTaBneH B NoAnyHkTax 2) — 6) n.n. 2.18.2, nognyHkrax 2) — 8) n.n. 2.18.1.
Mpumep aaHHbIx POST 3anpoca:
WiFiAp_config={"enable’:“enabled”,“ssid”:“access_point”,“password”:“12345678”,“dhcps”:“enabled”}
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2.20 ®awnn cratyca ceTeBbIX HacTpoek /protect/net_status.json
[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.

dann cogepX1T AaHHble CTATyCOB U TEKYLLMX CETEBbIX HACTPOEK aganTtepa.
2.20.1 OO6bexT “ethernet_status”. [1aHHble MHTepdelica Ethernet

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HaveHne napameTpa: “ethernet_status”.

2) “ip” — Tekywun ipv4 agpec nHtepdenica agantepa B opmaTte “XxXX. XXX.XXX. XXX

3) “mask” — TekyLLaa Macka ceTu B hopMaTte “XXX.XXX.XXX.XXX".

4) “gw” — TeKyLumm ipv4 agpec wini3a B hopmaTe “XxXX.XXX.XXX. XXX

5) “dns1” — Tekywmii ipv4 agpec ocHoBHoro DNS cepBepa B hopmaTe “XXX. XXX.XXX. XXX
6) “dns2” — Tekywmi ipv4 agpec pesepBHoro DNS cepBepa B popmMaTe “XXX.XXX.XXX.XXX".
2.20.2 O6vekTt “WiFiSta_status”. [laHHble HTepdelica Ethernet

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HaueHne napametpa: “‘WiFiSta_status”.

2) “status” — ctatyc nogkntodeHus k cetn WiFi.
BoamoxHble 3HaueHuss napameTpa: “disconnected” — WiFi otknioveH, “connected” — WiFi nogkntoyeH.

3) “rssi” — ypoBeHb curHana WiFi.

4) “ip” — Tekywun ipv4 agpec nHTepderica agantepa B opMaTe “XxXxX.XXX.XXX. XXX,

5) “mask” — TekyLiaa Macka ceTu B chopmaTte “XXX.XXX.XXX.XXX".

6) “gw” — Tekywun ipv4 agpec wno3a B hopMaTe “XxXX.XXX.XXX.XXX.

7) “dns1” — Tekywmii ipv4 agpec ocHoBHoro DNS cepBepa B hopmaTe “XXX. XXX.XXX. XXX
8) “dns2” — Tekywmi ipv4 agpec pesepBHoro DNS cepBepa B popMaTe “XXX.XXX.XXX.XXX".

2.21 ®awnn HacTtpoek SMTP (Email) /protect/smtp_cfg.json

[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.

dann cogepxuT gaHHble HacTpoek SMTP knveHTa.

2.21.1 OObekT “smtp_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3Ha4veHune napameTpa: “smtp_config”.

2) “logs” — pa3pelueHue OTnpaBkM COOBLLEHUI XXypHana cobbiTuin No npoTokony SMTP.

Bo3amoxHble 3HayeHusi napameTpa: “disabled” — oTnpaBka coofweHuii oTknioveHa, “enabled” — oTnpaBka
COODLLIEHUN BKMNIOYEHA.

3) “server’ —agpec SMTP cepsepa. [InnHa cTpokn He bonee 64-x CUMBOMOB.

4) “secure” — NPOTOKON LWNCPOBaAHUS.
Bo3moXHble 3HayeHMs1 napameTpa: “no” — coeauHeHne 6e3 wudpoBaHus, “tlIs” — coeguHeHne no npotokony TLS,
“starttls” — coegnHeHne no npotokony STARTTLS.

5) “port” — Homep nopta SMTP cepBepa 4ns NOAKIHOYEHUS.

LT LTS

Bo3MoXHble 3Ha4eHnsa napameTpa: “25”, “465”, “587”.

6) “helo” — ncnons3oBatb komaHay HELO Bmecto EHLO.

BosmoxHble 3HaueHus napameTpa: “disabled” — ncnonbsosate komaHgy EHLO, “enabled” — ncnonb3osatb komaHgy
HELO.

7) “login” — nMsa Nonb3oBaTens Ans asTopm3aumm Ha cepsepe SMTP. [InuHa cTpoku He 6onee 48-Mu CUMBOMOB.
8) “password” — naponb ans asTopusaumun Ha cepsepe SMTP. [nnHa cTpoku He 6onee 48-mMyn CMMBOIOB.

9) “auth” — TMn aBTOPM3aUUN.
Bo3moxHble 3HavyeHuss napameTpa: “auto” — aBToMaTuyeckuii Bbibop, “plain” — aBTopusaumst PLAIN, “login” —
aBTopu3saums LOGIN.

10) “from” — MM NOYTOBOIrO fLLMKa B Nore oTnpaBuTenb. nuHa cTpoku He 6onee 48-Mu CUMBOOB.
11) “to” — ums NOYTOBOrO ALMKa B Monie nonyyarens. [AnnHa cTpoku He 6onee 48-mn CMMBOIIOB.
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12) “subject’ — TekcT B none Tembl coobLueHni. nnHa cTpokn He 6onee 48-Mn CMMBOSOB.
13) “logp” — NnepMogu4HOCTb OTMPAaBKU COOBLLEHMI XXypHana.
[unanasoH 3HavyeHun napameTpa: 0..99 MUHYT

14) “language” — A3blk COOOLLEHUI XXypHara.
Bo3amoxHble 3HauYeHnst napameTpa: “ru” — pycckuin a3blK, “en” — aHrmMUNCKNA S3bIK.

2.22 ®awnn POST 3anpoca ansa 3anucu Hactpoek SMTP (Email) /protect/smtp_cfg_p.json

[aHHbIN dann ocTyneH Ans 3anucu.

dann npegHasHaveH ons 3anncu Hactpoek SMTP knveHTa.

2.22.1 WNwmsa gaHHbix POST gnga sanncn smtp_config.

lMepeyeHb NnapameTpoB Ans 3anvcy NpeacTaBneH B noanyHkTax 2) — 14) n.n. 2.21.1.
Mpumep aaHHbIXx POST 3anpoca:

smtp_config= {“logs”:“enabled”,“server”:“smtp.mail.ru”,“secure”:“starttls”,
“port”:“587”,“helo”:“disabled”,“login”:“mail@mail.ru”,“password”:“qwerty123”,“auth”:“auto”,

LN 13 EE 1]

“from”:“mail@mail.ru”,“to”:“mail@mail.ru”,“subject”:“Message”,“logp”:“0”,“language”:“ru”}
2.23 ®awun ctatyca oTnpaBku TecTtoBoro coobuweHua SMTP (Email) /protect/smtp_status.json

[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.
dann cogepx1T gaHHble ctaTyca coeguHeHus ¢ SMTP cepeepom.
2.23.1 OObekT “smtp_status”. [NocneaHun 3adonKCMPOBaHHLINA CTATyC OTMNPaBKN COOOLLEHWIA.
Bo3moXHble 3Ha4YeHns napameTpa:
“not_init" — He MHMLUManNn3npoBaH;
“initialized” — moaynb nHULManNn3npoBaHx;
“init_error’ — owmbka nHnynanunsaumm;
“sent” — coobLLeHne OTNPaBIEHO;
“sending” — oTnpaBka coobLLeHus;
“server_error’ — oLumMbka cepBepa;
“auth_required” — TpebyeTcs aBTOPM3aLUS;
“config_error’ — owmnbka koHdUrypaumu;
“dns_error’ — owmbka obpaiieHusa k DNS cepsepy;
“socket_error’ — ounmbka OTKPbITUSI COKETA;
“‘connection_timeout” — TanmayT nogknoveHus;
“tIs_init_error’ — owmnbka nHnunanusauum TLS;
“answer_error’ — olunmbka oTBeTa cepBepa;
“‘connection_reject” — nogknio4eHne OTKNOHEHO CepBEPOM;
“‘connection_closed” — nogkntoyeHre 3aKpbITo;
“hello_reject’ — komanga HELO (EHLO) oTknoHeHa cepBepowm;
“auth_unknown” — HEM3BECTHbIN TUM aBTOpPM3aLNK;
“auth_reject” — aBTOpM3auusa oTKNOHEHa cepBepoM;
“auth_error’ — ounbka aBTopmsaumu;
“starttls_reject” — komaHga STARTTLS oTknoHeHa cepBepoMm;
“starttls_failed” — owmbka cBa3n no npotokony STARTTLS;
“starttls_timeout” — TaiimayT cBA3m no npotokony STARTTLS;
“mail_data_reject” — Teno coobLueHne OTKNOHEHO CEPBEPOM;
“configuration_changed” — nameHeHbl HacTporikn SMTP;
“internal_error’ — BHyTpeHHss1 owmbka SMTP;
“sending_aborted” — oTnpaBka coobLLeHnsa npepBaHa;

2.24 ®ann HacTtpoek SNMP /protect/snmp_cfg.json
[aHHbIN dhann JOCTYNeH TONbKO AN YTEHUS.
dann cogepxuT aaHHble HacTpoek SNMP areHTa.

2.24.1 OOBbekT “snmp_config”.
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
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3Ha4veHune napameTpa: “snmp_config”.

2) “enable_v1_2c” — paspelueHune pabdoTbl no npotokonam SNMP v1, v2c.

Bo3moxHble 3HaveHus napametpa: “disabled” — npotokonsl SNMP v1, v2c oTknoyeHbl, “enabled” — npoTokonel
SNMP v1, v2c 3aaeicTBOBaHbI.

3) “enable_v3" — paspelueHne paboTbl no npotokony SNMP v3.

BoamoxHble 3HaueHust napameTpa: “disabled” — npotokon SNMP v3 oTtknioueH, “enabled” — npotokon SNMP v3
3a[1e/ICTBOBaH.

4) “read_comm” — moaudumkaTop (community) Ha uyTeHne no npotokonam SNMP v1, v2c. [inuHa cTpokn He Gonee
16-TM CMMBOOB.

5) “write_comm” — mogndmkaTop (community) Ha 3anmcb no npotokonam SNMP v1, v2c. [inMHa cTpoku He Gonee
16-Tn cMMBONOB.
6) “ip” — maccuB 13 5-Tn JOBEPEHHbIX ip-agpecoB B OPMATE “XXX.XXX.XXX. XXX

2.24.2 OO6bekT “snmpV3_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3Ha4veHue napameTpa: “snmpV3_config”.

2) “usm” — maccuB un3 2-x meH none3oBatenenn SNMP v3. [InuHa ctpokn He 6onee 31 cumBona.

3) “auth” — maccuB u3 2-x naponewn astopusaumm SNMP v3. [InuHa cTpokn He 6onee 19-Tn CMMBONOB.

4) “auth_type” — maccuB 13 2-x Tunos astopusauum SNMP v3.

BoaMoxHble 3HadeHnsa napameTpa: “no auth”, “md5”, “sha1”, “sha256”, “sha512”.
5) “priv’ — maccuB 13 2-x naponen wudposaHua SNMP v3. [invHa cTpokn He 6onee 19-Tu CMMBOOB.
6) “priv_type” — maccuB 13 2-x TunoB wucposaHua SNMP v3.

BoamoxHble 3HaueHnst napameTpa: “no priv’, “des”, “aes”, “aes192”, “aes256”.
7) “engine” — 3HayeHne SNMP v3 Engine ID.

2.24.3 OOBekT “trap_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3Ha4veHune napameTpa: “trap_config”.

2) “version” — Bepcuss SNMP gns oTnpaBku Tpanos.
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BoamoxHble 3HaueHust napameTpa: “snmpv1”; “snmpv2c’, “ snmpv3”, “hone”.

3) “language” — s13bIk COOBLLEHWI TPaMOB.

Bo3amMoxHble 3HauYeHnst napameTpa: “ru” — pycckuin a3blK, “en” — aHrMUNCKNA S3bIK.

4) “comm” — mogucumkatop (community) Ha oTtnpaBky TpanoB no npotokoriam SNMP v1, v2c. nuHa CcTpoku He
6onee 16-TM CMMBOIOB.

5) “usm” — umsa nonb3osatensa SNMP v3 ans otnpasku Tpanos. [AnuHa cTpokn He 6onee 31 cumBona.

6) “auth” — napone aBTopm3auun SNMP v3 ans otnpasku Tpanos. [AnnHa cTpoku He 6onee 19-Tn CMMBOIOB.

7) “auth_type” — Tvn aBTopm3sauum SNMP v3 anst oTnpaBku Tpanos.

BoaMoxHble 3HadeHnsa napameTpa: “no auth”, “md5”, “sha1”, “sha256”, “sha512”.
8) “priv’ —naponb wmndposaHus SNMP v3 gnsa otnpaBky Tpanos. [JniMHa cTpokn He bonee 19-Tn CUMBOIOB.
9) “priv_type” — Tun wudpoearHua SNMP v3 ansa otnpaBku Tpanos.

BoamoxHble 3HaueHnst napameTpa: “no priv’, “des”, “aes”, “aes192”, “aes256”.
10) “ip” — maccuB u3 5-Tu ip-agpecoB A pacchbikv TPanoB B hopMaTe “XXX.XXX.XXX.XXX”.
11) “trap_if" — HacTporka oTnpaBku TpamnoB Npu OLWMOKe MapLIpyTM3aunm.

Bo3moxHble 3HavyeHust napameTpa: “all” — oTnpaBnaTe Tpanbl Bo Bce MHTepderickl, “default’— otnpaBnaTe Tpansl B
WHTepdenc B COOTBETCTBMM C MapLLpyTU3aLnen.

2.25 ®ann POST 3anpoca ansa 3anucu Hactpoek SNMP /protect/snmp_cfg_p.json
[aHHbI dann gocTyneH Ans 3anucu.
dann npegHasHaveH ang 3anncy Hactpoek SNMP areHTa.

2.25.1 WNwms gaHHbix POST gns 3anncu snmp_config.
lMepeyeHb NnapameTpoOB Ans 3anvcy NpeacTaBneH B NOANyHKTax 2) — 6) n.n. 2.24.1.



Mpumep aaHHbIX POST 3anpoca:

snmp_config={“enable_v1_2c”:“enabled”,“enable_v3”:“enabled”,“read_comm”:“public”,
“write_comm?”:“private”,“ip”:[“255.255.255.255”,“0.0.0.0”,“0.0.0.0”,“0.0.0.0”,0.0.0.0”"] }

2.25.2 WNwms gaHHbix POST gnsa 3anncn snmpV3_config.

lMepeyeHb NnapameTpoB Ans 3anvcy NpeacTaBneH B NOANYHKTax 2) — 6) n.n. 2.24.2.

Mpumep aaHHbIx POST 3anpoca:
snmpV3_config={“usm”:[“a12345678”,“ ”],“auth”:[“a012345678”,“ ”],“auth_type”:[“sha1”,“no auth”],
“priv”:[“a234567890”,“ ”],“priv_type”:[“aes”,“no priv’] }

2.25.3 Wwms pgaHHbix POST gns 3anucu trap_config.

lMepeyeHb NnapameTpoB Ans 3anvcy npeacTaBneH B noanyHkTax 2) — 11) n.n. 2.24.3.

Mpumep aaHHbIX POST 3anpoca:

trap_config={“version”:“snmpv3”,“language”:“en”,“comm”:“public”,“usm”:“a12345678”,
“auth”:“a012345678”,“auth_type”:“md5”,“priv”’:“a234567890”,“priv_type”:“des”,
“ip”:[“192.168.10.151”,“0.0.0.0”,“192.168.200.13”,“192.168.10.141”,0.0.0.0”’],“trap_if":“all” }

2.26 ®awnn HacTtpoek SYSLOG /protect/syslog_cfg.json

[aHHbIN chainn JOCTYNeH TONbKO AN YTEHUS.

dann cogepxuT gaHHble HacTpoek SYSLOG knueHTa.

2.26.1 O6bekT “syslog_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3HaueHune napameTpa: “syslog_config”.

2) “enable” — pa3spelueHne oTnpaBku coobLLEHNI )XypHana cobbiTnii Ha cepeep SYSLOG.
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Bo3amoxHble 3HayeHusi napameTpa: “disabled” — oTnpaBka coofuweHuii oTknioveHa, “enabled” — oTnpaBka

COODLLIEHUN BKMNIOYEHA.

3) “server’ —agpec SYSLOG cepBepa. [innHa cTpoku He Gonee 64-x CUMBOIOB.
4) “port” — Homep nopta SYSLOG cepBepa 4ns NOAKIHOYEHUS.

[wranasoH 3Ha4yeHun napametpa: 1..65535.

5) “transport” — TpacnopTHLIN NPOTOKON AN OTNPaBKWA COOBLLEHWNIA.

” o, ”

Bo3aMoxHble 3Ha4eHna napameTpa: “‘udp”, “tep”.

6) “language” — s13bIK COOBLLEHMI XypHana.
BoamMoxHble 3HauYeHnst napameTpa: “ru” — pycckuin a3blK, “en” — aHrmMUNCKNA S3bIK.

2.27 ®aun POST 3anpoca ana 3anucu Hactpoek SYSLOG /protect/syslog_cfg_p.json

[aHHbIn dann gocTyneH Ans 3anucu.

dann npegHasHaveH ans 3anncu Hactpoek SYSLOG knveHTa.

2.27.1 Wwmsa gaHHbix POST anga sanucu syslog_config.

lMepeyeHb NapameTpoOB Ans 3anvcy NnpeacTaBneH B NOANyHKTax 2) — 6) n.n. 2.26.1.
Mpumep aaHHbIXx POST 3anpoca:

syslog_config={“enable”:“enabled”,“server’:“192.168.2.1”,“port”:“514” “transport”:“udp”,“language”:“ru’

2.28 ®ann ctatyca otnpaBku SYSLOG coobuweHunn /protect/syslog_status.json

[aHHbIN dhainn JOCTyNeH TONbKO AN YTEHUS.
dann cogepx1T gaHHble ctaTyca coeguHeHus ¢ SYSLOG cepBepom.
2.28.1 OOBekT “syslog_status”. [NocnegHuin 3adoMKCPOBaHHBIV CTATyC OTNPaBKN COOOLLEHWIA.
Bo3moXHble 3Ha4YeHns napameTpa:

“not_init" — He MHMLUManNn3npoBaH;

“initialized” — moaynb nHULManNn3npoBaHx;

“init_error’ — owmbka nHnynanunsaumm;

“sent” — coobLLeHne OTNPaBIEHO;

“sending” — oTnpaBka coobLLeHus;

“server_error’ — oLumMbka cepBepa;

“dns_error’ — owmbka obpaiieHusa k DNS cepsepy;

'}



“socket_error’ — olunmbka OTKPbITUSI COKETA;
“‘connection_timeout” — TanmayT nogknoyeHus;
“‘connection_reject” — nogknio4eHne OTKNOHEHO CepBeEPOM;
“‘connection_closed” — nogkntoyeHre 3aKpbITo;
“configuration_changed” — namexeHbl HacTporikn SYSLOG;
“internal_error’ — BHyTpeHHss owmbka SYSLOG;
“sending_aborted” — oTnpaBka coobLLeHnsa npepBaHa;

2.29 ®awnn HacTtpoek TELNET /protect/telnet_cfg.json
[aHHbIN thann JOCTYNeH TONbKO AN YTEHUS.

®ann copgepxnt aaHHble HacTpoek TELNET cepsepa.
2.29.1 MaccuB o6bekToB “telnet_config”.

1) “object’ — uma obbekTa (coBnagaeT ¢ MeHeM 06beKTa json).
3Ha4veHune napameTtpa: “telnet_config”.

2) “id” — uHpekc obbekta TELNET B json maccuse.
[unanasoH sHavyeHun napameTpa: 1..2.

3) “user” — nms none3oBatens TELNET. [InuHa ctpokn He 6onee 16-Tn CMMBOIOB.
4) “password’ — naponb aBTopmsauun TELNET. [InuHa cTpoku He Gonee 16-Tu CMMBOSOB.

2.30 ®awun POST 3anpoca ans 3anucu Hactpoek TELNET /protect/telnet_cfg_p.json

[aHHbIn dann gocTyneH Ans 3anucu.

dann npegHasHayveH ons 3anncu Hactpoek TELNET cepsepa.

2.30.1 Nmsa ganHHbix POST ang sanucu telnet_config.

lMepeyeHb NapameTpoOB Ans 3anvcy NpeacTaBneH B NoAnyHkTax 2) — 4) n.n. 2.29.1.

Mpumep aaHHbIX POST 3anpoca:
telnet_config=[{“id”:“1”,“user”:“admin”,“password”:“passw’}]

2.31 ®ann HacTpoek Telegram Bot /protect/tgbot_cfg.json

[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.

dann coaepXknt AaHHble HacTpoek Telegram Bot.

2.31.1 O6mbekT “tgbot_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HaueHune napametpa: “tgbot_config”.
2) “enable” — paspeLueHne paboTtbl Telegram Bot.

BoamoxHble 3HaueHust napameTpa: “disabled” — Telegram Bot oTkntodeH, “enabled” — Telegram Bot BkntoyeH.

3) “host” — agpec Telegram Bot cepBepa. [InuHa cTpoku He 6onee 96-Tn CUMBOSIOB.
4) “timeout” — TarimayT long poll.
[wvanasoH 3Ha4yeHun napametpa: 1..999.

5) “language” — s13bIK COOBLLEHMI XypHana.
Bo3amoxHble 3HauYeHnst napameTpa: “ru” — pycckuin a3blK, “en” — aHrMUNCKNA S3bIK.
2.31.2 MaccuB obbekToB “tgusers_config”.

1) “object”’ — uma obbekTa (coBnagaeT ¢ MeHeM 06beKTa json).
3HaueHune napamertpa: “tgusers_config’.

2) “id” — uHaekc ob6bekTa nonb3oBaTend B json Maccuse.
[unanasoH 3HavyeHun napameTpa: 1..10.

3) “userid” — id nonb3oBarens telegram.
3Ha4veHune 0 — nonb3oBaTenb yaaneH

4) “name” — nms nonb3oBaTtens telegram.
5) “logen” — paspelueHne oTnpaBkM cOOBLLLEHU XXypHana cobbiTuin Yepes Telegram Bot.
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Bo3moxHble 3HayeHusi napameTpa: “disabled” — oTnpaBka cooOweHuid oTknoveHa, “enabled” — oTnpaBka
COODLLIEHUN BKMNIOYEHA.

6) “wrten” — pa3pelueHue nNpuema komaHzg OT nosnb3oBaTtenst Yepes Telegram Bot.
BoamoxkHble 3HadeHna napameTpa: “disabled” — npnem komaHg oTkntoYeH, “enabled” — npuem KomMaHa BKIOYEH.

2.32 ®awnn POST 3anpoca ans 3anucu Hactpoek Telegram Bot /protect/tgbot_cfg_p.json

[aHHbIn dann ocTyneH Ans 3anucu.

dann npegHasHaveH onsa 3anucu Hactpoek Telegram Bot.

2.32.1 Wm4a ganHbix POST gns sanucu tgbot_config.

lMepeyeHb NapameTpoOB Ans 3anvcy NpeacTaBneH B NoanyHkTax 2) — 5) n.n. 2.31.1.

Mpumep aaHHbIX POST 3anpoca:
tgbot_config={“enable”:“enabled”,
“host”:“https://api.telegram.org/bot5735941231:AAHjSa_yl5JorSyGSSn3GLYrimnqwertyQ”,
“timeout™:“60”, “language”:“ru”}

2.32.2 WNmsa gaHHbix POST anga sanucu tgusers_config.

lMepeyeHb NnapameTpoOB Ans 3anucy nNpeacTaBneH B noanyHkTax 2), 3), 5), 6) n.n. 2.31.2.

Mpumep aaHHbIX POST 3anpoca:

tgusers_config=[{“id":“1”,“logen”:“disabled”,“wrten”:“enabled”}]
2.33 ®awnn cratyca coeguHeHus Telegram Bot /protect/tgbot_status.json

[aHHbIN chainn JOCTyNeH TONbKO AN YTEHUS.
dann coaepXnT AaHHble cTaTyca coeanHeHus ¢ Telegram cepeepom.
2.33.1 OObekT “tgbot_status”.
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4veHune napameTpa: “tgbot_status”.
2) “password” — naponb fobaeneHns nonb3oBartens telegram.
3) “status” — ctaTyc coeguHeHus ¢ cepsepom Telegram.
Bo3moXHble 3Ha4YeHNs1 napameTpa:
“uninitialized” — mogyne Telegram Bot He nHMLKManNn3npoBaH,
“‘disabled” — mogynb Telegram Bot oTkrntoueH,
“dns_error’ — owmnbka DNS cepBepa,
“socket_error’ — owinbka cokeTa,
“tIs_init_error’ — owmnbka nHnunanusauum TLS,
“tls_conn_error’ — owmnbka TLS coeanHeHus,
“‘connecting’ — coeguHeHune ¢ cepBepom,
“updating” — coegnHeHne ycTaHoOBNEHO, OOHOBMEHUE AaHHbIX B NMPOLEeCCe,
“conn_error’ — ownbka coeanHeHus.

2.34 ®ann HacTpoeK CUCTeMHOro BpemeHu agantepa /protect/time_cfg.json
[aHHbIN dhainn JOCTyNeH TONbKO AN YTEHUS.

dann cogepX1T AaHHble HACTPOEK CUCTEMHOIO BpEMEHW aganTtepa.

2.34.1 OO6vbexT “time_data”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HaveHne napameTpa: “time_data”.

2) “time” — Tekywee Bpemsa agantepa B popmate “O0.MM.IT / yy.mm.cc”.

2.34.2 OOBekT “sntp_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3Ha4veHune napameTpa: “sntp_config”.

2) “enable” — BkntoveHne 06HOBEHNSI BpeMeHU ¢ cepBepa SNTP.

BoamoxHble 3HadeHnsa napameTpa: “disabled” — BbikntoveHo, “enabled” — Bknto4eHo.
3) “server’ —agpec SNTP cepepa. [InnHa cTpoku He Gonee 64-x CUMBOIIOB.

4) “period” — nepuog 0O6HOBNEHMS BPEMEHMW.
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[nana3soH 3HayeHnn napameTpa: 5..600 cekyHA.
5) “timezone” — yacoBon nosc. MonHbIM CIMCOK YacoBbIX NOSCOB HaxoauTcs B hanne /srcljs/tzones.js

2.35 ®awnn POST 3anpoca Ans 3anucu HacTpoek CUCTEMHOro BpemeHu agantepa /protect/time_cfg_p.json
[aHHbIn dann gocTyneH Ans 3anucu.
dann npegHasHayeH Ans 3anncu HacTpPOeK CUCTEMHOINO BpeMeHn aganTtepa.
2.35.1 Wwmsa paHHbix POST ans 3anuvcu time_data.
MepeyeHb NapaMeTpoB 4118 3anUcK NpeacTaBneH B nognyHkTe 2) n.n. 2.34.1.
Mpumep aaHHbIX POST 3anpoca:
time_data={“time”:“02.03.25 / 15:43:22}
2.35.2 Wwmsa pgaHHbix POST gna sanucn sntp_config.
lMepeyeHb NnapameTpoB Ans 3anncy NpeacTaBneH B NoanyHkTax 2)-5) n.n. 2.34.2.
Mpumep aaHHbIX POST 3anpoca:

sntp_config={“enable”:“enabled”,“server”:“pool.ntp.org”,“period”:“120”,
“timezone”:“Europe/Moscow (MSK-3)"}

3 Mpumepbl GET n POST 3anpocoB
3.1 Mpumepbl GET 3anpoca cpanna gaHHbIX
HTTP 3anpoc darna lindex.json ¢ naponem yaaneHHoro goctyna YHmMUCGGBOSY 1NGc99NycYBOF:

GET /index.json?id_token=YHMUCGGBOSY1NGc99NycYBOF HTTP/1.1
Accept: */*
Host: 192.168.200.200

HTTP 3anpoc ¢arina /protect/dinputs_cfg.json c naponem yganexHoro goctyna YHmMUCGGBOSY 1NGc99NycYBOF:

GET /protect/dinputs_cfg.json?id_token=YHMUCGGBOSY1NGc99NycYBOF HTTP/1.1
Accept: */*
Host: 192.168.200.200

3.2 Mpumep POST 3anpocoB chana HacTpoek

HTTP 3anpoc ycTaHOBKM HacTpoek auckpeTHoro Bxoga Ne2 (cpamn /protect/dinputs_cfg_p.json) ¢ naponem
yaaneHHoro goctyna YHMUCGGBOSY 1NGc99NycYBOF:

POST /protect/dinputs_cfg_p.json?id_token=YHMUCGGBOSY1NGc99NycYBOF HTTP/1.1
Content-Length: 123
Host: 192.168.200.200

dinputs_config=[{“id”:“2”,“name”:“ ”,“type”:“normal-opened”,“dtimer”: “0”,“altimer”: “0”,
“trigen”:“disabled”,“log”:“enabled”}]
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