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BBepeHue

HacTosillee pyKOBOACTBO MO 3KCNnyataumy npegHasHadYeHo AN O3HAKOMIIEHUS C  TEeXHUYECKMMW Xapak-
TEPUCTUKAMK, NpaBuIaMy aKcnyaTauum u NOHUMaHuS nNpuHumnoB padoTtel ceteBoro WEB/SNMP yCTpONCTB KOHTPOMSA
napameTpoB anekTponuTaHus iNode-PSense V3, iNode-PSense (5A) V3, B ganbHeliem nMmeHyemoro “yCTponcTBo”.
1 HasHauyeHue

1.1 YcTpoiicTBo npeaHasHavyeHo ans yaaneHHoro TEXHOINOMMYEeCcKoro KOHTpOns napameTpoB
oaHodbasHoN/TpexdasHo CeTU NepeMEHHOro ToKa, a Takke YNpaBIieHUsl 3N1eKTPONUMTaHUeM pasfinyHbIX YCTPOMCTB U
KOHTPOINS NapaMeTpOB OKpYy»KatoLlel cpeabl (TeMnepaTypa, BNaXHOCTb, AABNEHNE).

1.2 YcTponcTBo npefacTaBnser coboW  MHTENNeKTyanbHbIi  aBTOHOMHbIA  Npubop € MpOrpaMMMpyeMbIM
nonb3oBatenem IP-agpecom, npegHasHa4YeHHbI ONs HENOCPEACTBEHHOIO MOAKMOYEHMS K FIOKANbHOW  MIn
rno6anbHONM BbIYUCINTENBHON CETU.
1.3 YCTpoWcTBO NpegHas3Ha4YeHo ANs YCTAaHOBKU M 3KCMnyaTauum B MOMELLEHMSX C UCKYCCTBEHHO perynmpyembiMu
KNMMaTU4eCKUMM yCIrioBUAMUN NS paboTbl B ANUTENBHOM (HENPEPLIBHOM) PEXUME B YCNOBUSIX BO3AENCTBUS:

— TemnepaTypbl okpyXatowlero Bo3gyxa oT 233 go 323 K (ot -40 °C go 50 °C);

— OTHOCUTESNBHOWN BNaXXHOCTW BO3Ayxa He bonee 85 % npu Temnepatype He Bbiwe 298 K (25 °C);

— aTmocdpepHoro gaenexus ot 60 go 106,7 klMa (ot 450 go 800 mm pT. CT.);

— atmocdepbl Tvna |l no FOCT 15150-69;

CreneHb 3aliMTbl YCTPOWCTBA OT MPOHMKHOBEHMS MOCTOPOHHMX Ten u Bogbl — IP20 no FOCT 14254-96.
OkpyxatoLwas cpefa He JOIMKHA codepXaTb TOKONPOBOAALLEN MbINN U XMMUYECKN aKTUBHbIX BELLIECTB.

1.4 YCTpOWCTBO Npw 3KchnyaTaumm He TpebyeT NOCTOSAHHOIO NPUCYTCTBMS 0OCNY>XMBAKOLLIEro NepcoHana.
2 TexHuWYecKkue AaHHble

2.1 OCHOBHbIE TEXHUYECKME AaHHbIE U XapaKTEPUCTMKN YCTPOMCTBA NPeAcTaBneHsl B mabnauuye 1.

2.2 YctponcTteo obecneunmBaeT MU3MeEpPEHNE OCHOBHLIX NapaMeTpoB TpexdasHoM ceTh NepeEMEHHOIO TOKa.

2.3 YcTtponcTtBo obecnevvBaeT NOAKMIOYEHNE A0 ceMu moayrnen pacwmpenus iNode-PM3, obecneyvmBasi cymmapHo
TEXHOMOrMYECKNA KOHTPONb MapamMeTpoB [0 BOCbMU He3aBUCUMbIX TpexdasHbiX ceTen MnepemMeHHOro Toka.
CymmapHas gnvHa kabenen (MegHein kabenb Tuna UTP2x2) ansa nogknodeHns: ao 2-x mogynen — 40 MeTpoB; o 4-x
moayren — 20 meTpos; go 7 mogynen — 10 meTpos.

2.4 YcTtponcTBO npegycMaTpuBaeT MOAKMIOYEHUE WUCTOYHUKA 3MNEKTPONUTaHUsS MOCTOSHHOIO TOKa 4vepe3 ajantep
nutannst PSense PW gna obecneveHnst pe3epBHOro anekrponutaHusa yctponctea iNode-PSense V3 1 noakmntoyeHHbIX
mMogaynen iNode-PM3 B ycnoBusx ANUTENBHOrO OTCYTCTBUSA HAMPSHKEHWSI KOHTPOMNMPYEMOW CETU.

2.5 YcCTpoWCcTBO MMeeT BCTPOEHHLIN web-cepBep, MNO3BOMSWNIA yNpaBnsaTb ero paboTon U KOHTPONMPOBaTb
COCTOSIHME [OUCKPETHbIX BXOAOB, PEerieMHOro BbIXOAa, a Takke MNOAKMIOYEHHbIX LUUAPOBLIX AATYMKOB C MOMOLLBIO
ntoboro pacnpocTpaHeHHoro web-6paysepa (Hanpumep, Microsoft Edge, Opera, Mozilla Firefox, Google Chrome).

2.6 YCTpOWCTBO MMEET BCTPOEHHbIE MHTEpPdENChI CBA3N, obecneymBaone ogHOBpeMeHHy0 paboTy: Ethernet, WiFi
(B pexxvnme koHeuHon cTtaHumm), WiFi (B pexxume Toukm goctyna).

2.7 JneKkTponuTaHWe YCTPOWCTBA OCYLUECTBMSETCA OT W3MEPUTENbHOW CEeTU. YCTPOWCTBO MMEET BCTPOEHHbIE
noHmcTopsbl, obecneydnBatoLme ero paboTy B TedeHMe He MeHee 15 ceKyHA nocrne OTKIIYEHUS SNIEKTPONUTaHUS.

2.8 YctpowncTtBo obecrneumBaeT oTobpaxeHue anarpammbl 128-MM MTHOBEHHBLIX HanpsXEHUA M TOKOB C BbIOOPKON
4Ky (cymmapHo 32Mc).

2.9 YcTtponcTBo obecnevmBaeT 3anmcb YCPEAHEHHbBIX 3@ YCTAHOBIEHHbIV NEPUOL 3aNMUCK 3HAYEHUI ENCTBYOLLNX
HaNPsPKEHUIN U TOKOB, a Takke MOLLHOCTEN BO BCTPOEHHYIO SHEProHe3aBUCUMYIO NaMATb pasmepom Ao 196000 Touek
3anmcu.

2.10yCTpOIZCTBO Nno3BONdeT 3ajaBaTb J10TMUKY pa60TbI pene|7|Horo BbiIXxO4a B 3aBMCUMOCTU OT YCTaBOK CeETEeBbIX
napamMmeTpoB, COCTOAHUNA OUCKPETHOIo BXxoaa, nokasaHWn gaT4MKoB Opr)KaIOLLI,eﬁ cpenabl.

2.11 YctporictBo obecneyvMBaeT noakmnodeHne Ao 4-X [aTynkoB TemnepaTypbl, OQHOrO AatyMka BRaXHOCTU U
TemnepaTyphbl, OQHOro AaTunKka AaBreHus u TemnepaTypbl no wuHe 1°C, 0o 4x AaTtunkoB TeMnepaTypbl no wuHe 1-Wire.

2.12 YCTpOWCTBO MMEET BCTPOEHHBIN XXypHan cobbituin o 4000 3anucen.

2.13 YCTPOWCTBO UMEET BCTPOEHHbIE SHEPrOHE3aBMUCUMbIE Yachl peanbHOro BpeMeHu A obecneyeHns KoppekTHOro
XKYPHanNMpoBaHusl COBLITUI MpY MNEPUOAMYECKMX OTKMIOUEHUSAX HaMPsKeHWUsI SMEKTPOMNUTaHWS UMM MporpamMMHbIX
nepesarpyskax.

2.14 YctpowcTeo obecneyvmBaeT 0OHOBEHME BCTPOEHHLIX YaCcOB pearibHOro BpemeHm no npotokony SNTP.
2.15 YcTtpowncTeo obecnevmBaeT gUCTaHUMOHHOE 0b6HOBNEHMe BHYTpeHHero MO (firmware).

2.16 YpoBeHb Lyma npu pabdoTe ycTporicTea He bonee 20 aoBA Ha paccTosiHum 1 M oT npubopa.

2.17 CpefHee BpeMs HapaboTku Ha oTka3 He meHee 150000 4yacoB. CpegHuii cpok cnyxobl He meHee 10 neT.



Ta6nuua 1 — OCHOBHble TeXHNYECKME AaHHble U XapPakKTepucTuku

MapameTp, eaguHULIA U3MEPEHU

3HaveHne napameTpa

iNode-PSense V3 | iNode-PSense (5A) V3

Anekmpuyeckue xapakmepucmuku

,D,I/Ial'la3OH pa6oqero HanpsXXeHna exoda 3/1eKmpornumaHus rnepeMeHHo20 IMoKa, B

100 ... 350

MpeaenbHoe HanpspKkeHWe ariekmponumanusi (8 medyeHue He 6onee 10 muHym), B
rnepemMeHHo20 moka

450

,ﬂmanaaoH 4acTOoTbl pa6oqero HanpsaXxeHunsa exoda ar1IeKmponumaHus
rnepeMeHHOo20 Imoka, My

45...65

MowwHocTb noTpebnexus, BT, He 6onee

10

HanpspkeHne nsonaumum mexay BXo4oM 3MNeKTPonMTaHusa nepeMeHHOro Toka 1
UMdpPOBOIM YaCTbio YCTPOUCTBA, B, He MeHee

3000

HaI'IpFI)KeHI/Ie n3onAaunn mexxay BXogom areKkTponnTtaHna nepeMeHHOro Toka n
BXo4amMu NogKnoveHna TpchcbopmaTopOB TOKa

Cemesebie uHmepgelchbl

CeteBoii UHTEpdENC NPOBOAHOM

100BASE-TX
10/100/1000 Mbit coBmMecTUMBI

CeteBoit uHTEpberic GecnpoBogHoO

WiFi IEEE 802.11 b/g/n
- PeXUM CTaHuuu;
- PEXUM TOYKM AocTyna (Ha 2
NOAKIHYEHNS)

NMPOTOKONbI aBTOpU3aLum:
WPA-PSK/WPA2-PSK

I'Io,u,n,epmmsaeMble NPOTOKOIbI

BCcTpoeHHbIn HTTP/HTTPS cepsep,
TCP, UDP, TLS, ICMP, DNS, DHCP,
SNTP, SMTP, SNMP v1 v2c v3, Syslog,
Telnet (pexxum KOMaHAHOW CTPOKM),
SSH(pexx1um KoMaHOHON CTPOKN),
MQTT, ModBus/TCP

I'lapamempbl U3MepeHUs1 Yacmombl, Harpsi>xeHusi, IMmoKa

nepeMeHHoOM TOoKe

[vanasoH namepeHus 4actoTbl cetu, 'y 40..100
[MorpelHoCTb M3MepeHust YacToTbl ceTn, %, He Bonee +0,25
[vanasoH namepenus gevictaytowero (TrueRMS) 3HaueHns HanpsbkeHus, B 0..420
MorpelLHOCTb M3MepeHus HanpsxeHus, %, He 6onee +0,5
- *%*
[wnanasoH namepeHus gevictaytoero (TrueRMS) 3HaueHus Toka, A 0.100 A, 0..600, 0.10A
0..1500
(Npv ncnonb3oBaHUK
COOTBETCTBYIOLLIMX
TpaHcdgopmaTopoB
ToKa * )
MorpelHoCTb n3mMepeHus Toka, %, He Gonee +1
KonnyecTtBo nogkntoyaemblx Mogynen pacumpeHus iNode-PM3 He 6onee 7
TMapamempbi QUCKpemHbIx 8x0308
Yncno ANCKPETHbIX BXOAOB, LT 2
HanpsixeHne Ha 3axnmax KnemmHbIx 6nokos, B 12+1
BHyTpeHHee 3KBMBaNeHTHOE CONPOTMBIIEHWEe ANCKpeTHOro Bxoaa, KOm 2,7
MakcumanbHO 4oNyCTUMOE CONPOTUBNEHWE ANCKPETHOIO AaTynka, KOM 4,0
IMapamempsbI peneliHo20 ebix00a
MakcumanbHas KOMMyTauMOHHasi CNOCOBHOCTb penenHbIX BbIXOO0B Ha 3A@30VDC
NOCTOAHHOM TOKe 05A @ 60 VDC
MakcumanbHas KOMMyTauMOHHAst CNOCOBHOCTb penenHbIX BbIXOO40B Ha
yrau P A 3A @ 250 VAC

UHOukayus u cuzHanusayusi

CeeToBas nHamMkaums

«Ctartycy, ungmkaums Ethernet: «MogkntoveHne», « AKTUBHOCTbY



http://en.wikipedia.org/wiki/Root_mean_square
http://en.wikipedia.org/wiki/Root_mean_square

lpodomkeHue mabnuusi 1

Ycnoeust pabomsi

Pexvm paboThl HenpepbIBHbLIN
Paboyas TemnepaTypa okpyxaroLero Bo3gyxa, Npy OTHOCUTENbHOM BNaXXHOCTU

Bo3gyxa He 6onee 85 %, 6e3 koHgeHcaumm Bnaru, °C ot - 40 o + 50
TemnepaTtypa TpaHCnopTMpoBaHus / xpaHeHusi, °C or-50p80+50/01+5 00+ 50
OxnaxgeHue EcTtectBeHHOE
CreneHb 3awmtbl no FOCT 14254 IP20

Pa3mepbl u Macca

"abaputHble pasmepsl (B x LW x 1), Mm, He Gonee 90 x 70 x 58

Macca / macca B ynakoBke, Kr, He 6onee 0,3/04

*dns iNode-PSense V3 mpaHcghopmamopbi moka 00o/mkHbI o6ecrieyueamb Hanpsi)keHue Ha exodax
nodkroYyeHuUss mpaHcgopmamopoe moka He 6ostee Urr=0,15 B. Pacyem HanpsikeHusi npou3eodumcs o
¢popmyne Urr=Irr*Ki, 20e Ir- mok emopu4Hol o6Momku mpaHcghopmMmamopa moka npu MaKkcumasbHOM
moke nepsuYyHoli obmomku, Ki — koaghgpbuyueHm mpaHcgopmayuu exodoe ycmpolicmea (yka3aH Ha
amukemke ycmpolicmea)

** dns iNode-PSense (5A) V3 HoMuHanbHbIU MOK NOJKII0YaeMbix mpaHcghopmamopoe moka— 5 A

3 KomMnneKkT noctaBku

3.1 YcTpoWncTBO NOCTaBNASIETCA B KOMMIIEKTE, yKa3aHHOM B mabnuye 2.
Tabnuua 2 - KomnnekT nocTaBku

HavmeHoBaHWe n3genusi, COCTaBHOW YacTu, AOKYMEHTa Kon-Bo, WT. [MpumeyvaHue
WEB/SNMP-yCTpOICTBO KOHTPOSS MapameTpoB 1

anekTponutaHus iNode-PSense

TpaHcopmaTop Toka 3* Tun ykasblBaeTcd npu 3akase
Mogaynb KOHTPONsl NapaMeTpOB 3MEKTPONUTaHNUS 7*

iNode-PM3

Apantep nuTtaHusa PSense PW 1*

Macnopt 1

* ocTaBNsAeTCa NO COrNacoBaHUIO ¢ NOTpeduTenev

PykoBoACTBO Mo aKcnmyaTaumMm nsgenms n o6HoBneHne BCTpoeHHoro MO MOXXHO HanTK B pasgene
HokymeHmauyusi n O6HoeneHue 10 Ha web canTe:
https://intellect-module.ru/products/powermon/inode-psense.html

4 YcTpoucTtBO M paboTa ycTponcTa

4.1 BHewHWn BnA, HasHa4YeHWe OpraHoOB yNpaBreHusi U UHANKauumn
4.1.1 BHeluHW BUA YCTPONCTBA NpeacTaBreH Ha pucyHke 1

1 — KNeMMHble 6MOKM NOJKIOYEHUST CETU NEPEMEHHOTO TOKa (M3MepUTENbHasA CETb M AMNEeKTPONUTaHNs YCTPOMCTBA);
2 — kneMmHbIe BroKM NOAKIMIYEHNS TpaHCopMaTopOB TOKa;

3 — pasbeM RJ-45 «Ethernet» co BCTpoeHHbIMU nHAnKaTopamu «logkniodeHne» u «AKTUBHOCTbY, NpeaHa3HaYeHHbIN
Ons nogknoyeHusa yctponctsa k cetu Ethernet 100Base-TX nnu koMmnbioTepy, OCHaLLLEHHOMY COOTBETCTBYOLLEN
CEeTeEBOW KapTou;

4 — pasbem RJ-12 (RJ-25) «Sensor» onst nogkntoHeHnst LMcppoBbIX JaTYUKOB;
5 — nHgukatop «Stat.», oTobpaxatowmin paboyee COCTOSHNE YCTPONCTBA;

6 — kHonka «Rst.» NpeaHa3HaveHHas ona copoca ¢ nocneayoLlei MHMLManu3aLUmen KOHTponnepa ycTpoicTea, aAns
cOpoca napaMeTpoB YCTPOMCTBA Ha 3HAYEHUsI MO YMOIYaHUIo, a Takke ANs Nepexoaa YyCTPONCTBa B PeXMM 3arpyayinka;

7 — pazbeM RJ-9 (4P4C) «PM3» ans nogkntodeHus mogynen pacwumperus iNode-PM3;
8 — knemmHbIN 6nok «Discrete Inputsy, NpegHasHayYeHHbIN Anst NOAKMIOYEHNS] ANCKPETHBIX AaTYMKOB 1, 2;
9 — knemMmHble 6nokn KV1, npegHasHavyeHHble 411 NOAKTHYEHUST UCMONHUTENBHOTO MEXaHM3Ma K penieiHOMY BbIXOAY;


https://intellect-module.ru/products/powermon/inode-psense.html
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PucyHok 1 — BHewHuin BUg ycTponcraa iNode-PSense V3

4.2 PeXuMbl nHgUKauum

4.2.1 VHgukatop paboyero coctosiHua «Stat.» ykasbiBaeT cOCTOsiHME paboTbl ycTponcTBa. Pexumbl paboThbl
nHavkatopa «Stat.» npeacraeneHsl B mabnuye 3.

Tabnuua 3 — Pexxumbl paboTbl HAMKaTopa «Stat.»

Pexvim paboTbl HavmMeHoBaHve pexuma nHgmMKaumm
BbIkntoyeH YCTPONCTBO BbIKITHOYEHO
MepuaHune YCTPOMCTBO HAXOAUTCS B pexXume 3arpysyuvka
BkntoveH VHnumanmnsaums ycTponcTea
BkntovaeTcs nepuoauydeckun 1 pas Pabouni pexxum nHamkaumm ycTponcTea
(anutensHocTb 50 mc) c mayson 1 ¢
BkniovaeTcs nepnoanyecku 2 pasa OTKa3 4YacoB pearnbHOro BpeEMeHW yCTponcTBa
(anutensHocTb 50 mc) c may3on 1 ¢
BkniovaeTcs nepnognyecku 3 pasa OTKNOYEHO 3MeKTponNUTaHne ycTponcTea
(anutenbHocTb 50 Mc) c nay3on 1 ¢

4.2.2 VHgukatopbl «lMogkntoyeHne/AKTUBHOCTb» M «CKOPOCTb» YKa3blBalOT COCTOSIHAE MOOKIIOYEHUS] K CETU
Ethernet 100Base-TX B cooTBeTCTBUN C mabauuyel 4.

Tabnuua 4 — HasHayeHne nHgukaTopoB «lMoaknovyeHne» n «KAKTUBHOCTb»

MHavkaTtop «CKOpoCTb» Unankatop HanmeHoBaHue pexnma nHankaumm
(NeBbIif, LBET 3ereHbIN) «MopaknioyeHne/AKTUBHOCTbY
(NpaBbIn, LBET XeNTbli)
BbIknoyeH BbIknoyeH Cg#asb no Ethernet He ycTaHoBnEHa
BKAIOYEH BLIKMIoYeH YcraHosrneHa cBa3b no Ethernet, ckopoctb
nepegayn gaHHblx — 10 Méut/c
BKAIOYEH BKioueH YcraHosrneHa cBsa3b no Ethernet, ckopocTb

nepegayv ganHeix — 100 Méwurt/c
BkntoyaeTca nepuognyecku BkntoyeH/ BbikntodeH OcyuwectBnseTcsa nepegada gaHHbix no Ethernet




4.3 Pexumbl paboTbl KHONKK «Rst.»

4.3.1 KpatkoBpemMeHHOe HaxaTue (yaepxaHue MeHee 5 cekyHn) KHOMkuM cbpoca «Rst.» npmBogut K nepesarpyske
MUWKPOKOHTPOepa yCTPONCTBa.

4.3.2 HaxaTtve n ygepxaHve Oonee 8 cekyHA KkHonku cbpoca «Rst.» npuBoguT K cOpocy Bcex HacTpavBaeMmbixX
napameTpoB (B TOM 4uUCNie W CETEBbIX) Ha 3HAYeHMs MO YMOMYaHMIO C MOCNeayLWwen nepesarpy3kon
MUWKPOKOHTPOepa yCTPONCTBa.

4.3.3 HaxaTve u ygepxaHue KHoOMku cbpoca «Rst.» npu nogave HanpshKeHUS NUTaHUSA NepeBoanT YCTPOWCTBO B
pexum 3arpysyuka.

5 YkasaHusa mep 6e3onacHocTU

5.1 Tlo cnocofy 3awuTbl YenoBeka OT MOPAXKEHUSA SMEKTPUYECKMM TOKOM YCTPOWCTBO OTHOCUTCA K knaccy Il no
FOCT P M3K 60950-2002 (npu ycTaHOBKE B 3aKpbITbIX LMTax cornacHo n.n. 5.3, 6.2).

5.2 [Tlpu ycraHoBke, nMoAkmoveHMM ©  obcnyxvMBaHuM  ycTpoucTBa cobniogavite obwme  npasuna
anekTpobe3onacHOCTU NOMb30BaHWsA anekTponpubopamu, a Takke cnegywiTe pekoMeHAauusM, yKasaHHbiM B M.n. 6
HacTtosiero PJ).

5.3 [Ina obecnedeHus 3awmTbl YeNoBeKa OT NMOPAXKEHUS SNEKTPUYECKMM TOKOM YCTPOMUCTBO AOMKHO pasMelLaTbcs
B  3aKPbITOM  3MEKTPOTEXHUYECKOM  muTe/wkady, npegoTBpallatolleM BO3MOXHOCTb  MPUKOCHOBEHMS K
HEM30MIMPOBAHHLIM CETEBbLIM KINemMmam YcTpowncTBa. [logknioveHne yCTpoWCTBa [AOSMKHO MPOM3BOAUTLCA K
oaHodasHon/TpexdasHon ceTn c cobniogeHnem asHOCTM NPOBOAHMKOB. Pabounin TOK CceTu [OfKeH
COOTBETCTBOBATb MaKCMMaribHOMY BXOOHOMY TOKY YyCTponcTBa. [1pOBOOHMKM CETEBOW MPOBOAKM AOIDKHbI UMETb
COOTBETCTBYIOLLEE CEYEHME.

54 He ﬂOHyCKaVITe nonagaHua XMOKOCTH Unn gpyrux MHOPOAHbIX NpeaMeTOB BHYTPb KOpryca yCTpOIZCTBa.

5.5 He ponyckante nonagaHvus Ha KOpNyc yCTPOWCTBA MPSAMbIX CONTHEYHbLIX fy4ein 1 He pacnornaramte yCTPOMCTBO
BOMN3M UCTOYHUKOB TEMSTOBOTO U3MYYEHUS.

5.6 He pasmeluaiTe yCTPOMNCTBO BOMM3M BOAbl C OTKPbLITOW MOBEPXHOCTbIO UMM B MOMELLEHUSX C MOBbILLEHHOMN
BIa)XHOCTbHO.

6 [MoproroBka kK paboTe

6.1 V3BneknTe YCTPOMCTBO W3 YMAKOBKWA, MPOU3BEOMTE BHELUHUA OCMOTP, MPOBEPbTE KOMMMEKTHOCTb COrMacHo
pa3desty 3. BoioepxuTe yCTPOMCTBO B Te4eHne 2 4YacoB Mpy KOMHATHOWN TemnepaType, eCrim OHO AJINTENbHOE BpeMms
HaXo[MIOCh B YCINOBUSIX BO3AENCTBMS OTpULIATENbHBLIX TEMNeparyp.

6.2 YcTaHOBWUTE YCTPOMWCTBO B CheunanbHO OTBeAEHHOE A7 HEro MecTo. KOHCTpyKumMs ycTpoicTBa obecneynBaeT
ero ycraHoBky Ha MoHTaxHyto DIN penky 35 mm no FOCT IEC 60715-2021.

6.3 [MogknouuTe YCTPOMCTBO B COOTBETCTBMM CO CXEMaMMu, NPUBEAEHHbIMU B MNPUNOXeHUW A, B cnegyroLiem
nopsiake:

6.3.1 lMogkntounte ceteBon kabenb Ethernet 100Base-TX (B KOMMNMEKT MOCTaBkM He BXOAWUT) K paszbemy RJ-45
«Ethernet» yctponcTtea (cm. pucyHku 1,2) n cOOTBETCTBYIOLLEMY pa3beMy ceTeBOro o6opyaoBaHus.

6.3.2 [MogknoumTe, Npy HeOBXOAUMOCTM, Ucnonb3yemble UMGPOBblIE AaT4MKM K pasbeMy RJ-12(RJ-25) «Sensor»
(cm. pucyHku 1, 3). Npn NOAKMIOYEHNN HECKOMbKUX AATYMKOB HEoOXoaumo ucnonb3oBaTb passeTBuTenu TCU4,
TCU5 “VELLEMAN" (unu aHanoruyHble), nubo aktueHbii passeTteutenb [2C Expander (12C Expander DIN). Ons
yanuHeHun kabenst aTYMKOB HEOOX0AMMO Mcnonb3oBaTh kabenb Tuna UTP 2x2, nnv aHanormyHbIn.

6.3.3 lNoakntounte, Npy HeobXoOMMOCTM, UCMONb3yeMble OUCKPETHbIe AaTYMKU K KNEMMHbIM GroKam AMCKPETHbIX
BXOZOB (CM. pUCyYHOK 1) B COOTBETCTBUN C MapPKUPOBKON.

6.3.4 llogkntounTe, NpU HeoGXOOMMOCTU, UCMONHUTENBHBIN MEXaHU3M K KNeMMHbIM Oriokam pernerHoro Bbixoda (CM.
PUCYHOK 1) B COOTBETCTBUM C MapPKMPOBKOIA.

6.3.5 lNpu wncnonb3oBaHUM TpaHCOPMATOPOB ToKa ONA U3MEPEHUs AEWCTBYIOLUMX 3HAYEHWUW TOKOB, MOAKMOUUTE
TpaHcopMaTopbl TOKA K COOTBETCTBYIOLLMM KNeMMHbIM 6riokam T1-T3 TpaHcdopmaTopoB Toka (cM. pucyHok 1), nocne
Yyero npoAeHbTe Yepes OkHa TpaHCoOpMaToOpPOB TOKa COOTBETCTBYOLLME dda3Hble MPOBOAHUKA KOHTPONUPYEMOK CETU.

B cnyyae, ecnu nocne nodayu numaHusi Ha ycmpolicmeo, 3Ha4YeHusl aKmueHbIX MowHocmel 6ydym
ompuyamesibHble, He06X00UMO OMK/MIOYUMb NMUMaHue ycmpolicmea, a makxe obecmo4umes KOHMPOUPYeMyo
cemb, nocsie 4e20 U3MeHUMb MOJSIPHOCMb MOGK/TIOYEHUsT coomeemcmeyrwux mpaHcghopMamopoe moka K
KnieMMHbIM 6710kam ycmpolicmea.

BHUMAHME! MoHTtax TpaHchopMaTopoB TOKa AOIPKEH MPOBOANUTLCS HA 06ECTOMEHHOM 3MEKTPOOOOPYA0BaHMN.

3AMPELLEHO! lNponssoanTe NOAKTHOYEHNE/OTKITHOYEHNE TPaHCHOPMATOPOB TOKa OT YCTPOMCTBA MPY HaNu4mMm B LiENn
13MepseMoro Toka.



BHUMAHME! Bxoabl nogxmoveHusi TpaHcdopmaTopoB Toka T1-T3  ranbBaHMYeEcKM CBA3aHbl C  BXOAamu
nopkntoveHus ceteBoro HanpspkeHusi L1-L3, N. Cobntogante 0CTOPOXXHOCTb MPY MOHTaXKE W 3KCTyaTaumm.

3AMPELLEHO! HenocpeacrtBeHHOE NOAKIOYEHME NPOBOAHMKOB HArpy3ku K BXogam MoAKIYEHN TpaHCopMaTopoB
Toka T1-T3.

BHUMAHME! Bxopgbl M3MepeHusi Toka OTKanmMbpoBaHbl COBMECTHO C TpaHcdopmartopamy TOKa W3 KOMMJeKTa
noctaeku. [na obecrneveHnst 3a0aHHOM TOYHOCTU U3MEPEHMS HeOOXOoOMMO MOAKMYaTh TpaHCchOpMaTopbl TOKa K
U3MepPUTENbLHOMY BXOAY, YKa3aHHOMY Ha UX MapKUPOBKE

6.3.6 lMogkntounTe, cobnogasi pasHOCTb, K KNEMMHbIM GriokaM CeTM NMepeMeHHOro Toka hasHble M HeNTparbHbIN
NMPOBOAHWUKN KOHTPONMPYEMOW CETU.

BHUMAHME! O3nektponutaHne ycTponcTBa obecrneyvBaeTCsl OT KOHTPONMPYeMOW CeTW MpW YCIOBUWM Hanuyms
HanpspKkeHys 4onyCcTMMOro ananasoHa (cM. Tabnuuy 1) xots Obl Ha ogHOM 13 das.

6.3.7 lMogknoumTe, NpuM HeoOXOOAMMOCTW, PE3EPBHBLIN WCTOYHUK 3reKTponutaHus 4epe3 agantep PSense PW k
YCTPOWCTBY B COOTBETCTBUM C Nacnoptom «Agantep nutaHusa PSense PW».

6.3.8 lMogkntounTe, npyu HeobxogmmocTn, mogynu pacwmpenns iNode-PM3 k M3mepsieMon ceTn B COOTBETCTBUM C
nacnoptom «Moaynb pacwumpeHus iNode-PM3». Moakniounte moaynu pacwmperus iNode-PM3 k cooTBeTCTBYIOLLEMY
pasbemy (cMm. pucyHku 1, 4) Ha nepegHeln naHenu yctpovictBa. CymmapHas anvHa kabenen npv noakmHyeHuu
MoAynen He AOMKHa NpeBblllaTh 3HAa4YEHWUIA, YKa3aHHbIX B .M. 2.3.
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PucyHok 4 — Cxema anekTpuyeckas pa3bema RJ-9 (4P4C) “PM3” noakniovyeHusi
mopaynen pacwupeHus iNode-PM3
7 lMNepBoHavanbHas HacTpounka
Mepen noaknoyeHneM yCTPONCTBA NPOYTUTE AaHHOE PYKOBOACTBO MO JKCMyaTaumu.

7.1 Nopknio4veHne K KomnbroTepy no nHTepcency Ethernet

1. Bblkniounte nutaHue Bawero komnbloTepa.

2. TMopgkntounte Ethernet-kabenb k pasvemy RJ-45 «Ethemnet» yctpoiictBa m k Ethernet-apantepy Bawwero
KOMMbloTEpa.

3. lNMopanTe HanpsxeHWe Ha ceTeBOW BXO YCTPOMCTBA.
Bknounte KOMMbOTEP N AOXKAUTECH 3arpy3ku ornepaumoHHON CUCTEMBI.
5. YcraHosute cnegytowmn IP agpec sawero NK: 192.168.200.2, ona aToro:

&
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- Haxmute kHonky lyck n nepengute B pa3gen lMaHenb ynpaenenusi > Cemb U MOOK/IIOYEHUsT K
UnmepHemy > Cemesable MOOK/THOYEHUSI;

- B okHe Cemeseble MnOOKIOYEHUS] LIENKHATE MNPAaBOW KHOMKOW MbIWKM MO COOTBETCTBYIOLLEMY
TModknroyeHUro Mo JIoKanbHOU cemu v BbibepuTe cTpoky Ceolicmea B OTKPbIBLLUEMCS KOHTEKCTHOM MEHIO;

- B okHe [lodknroyeHue no JiOKanbHOU cemu — CBOWCTBA, Ha BKknagke O6wue, B pasgene
«KomMnoHeHmsbl, ucnonb3yembie amum rnooOKIrOYeHUeM» Bblioenute ctpoky lMpomokon MumepHema (TCP/IP).
HaxmuTe kHonky Ceolicmea;

- YcTaHoBUTe NepekmnoyaTtenb B nonoxeHne «Mcrnonb3oeams ciedyrowuli IP-adpec». B none IP adpec
BBeante 192.168.200.2, B none Macka nodcemu Beegnte 255.255.255.0. Haxxmute kHonky OK;

- Haxmute kHonky OK B okHe TMoOknro4eHue no 1okanbHOU cemu — ceolicmea.
7.2 Nopknio4yeHue K KomnbloTepy no nHtepcency WiFi (pexxum Touku gocrtyna)

1. B HacTpowikax nogkntodeHus 6ecnposogHon (WiFi) ceTn komnbioTepa BbiGepuTe ANst NOLAKIIOYEHNST TOYKY
poctyna ¢ HaumeHoBaHneM «iNodePSense XX:XX:XX», roe XX:XX:XX nocnegHue 3 6noka MAC-aapeca
noaknto4aemMoro yCTpomcTaa.

2. Beaute naponb WiFi nogkntoveHus (no ymonyaxmio — password).
3. TpoKOHTpONUpPYHTE NOAKMIOYEHUS KOMMbIOTEPA K CETU YCTPOMCTBA.
7.3 YctaHoBKa IP agpeca ycTtponctBa

3anyctute web-6pay3sep, B agpecHor cTpoke Beegute IP agpec ycTponcTea.
- Ans nogkntoveHus no nHtepdeincy Ethernet, IP agpec yctpoicTtea no ymonyaHuio:192.168.200.200;

- gna  nogknovennss no  umHTepdency WIFi  (pexum  Touykm goctyna), IP appec ycTtponctsa no
ymonyanuio:192.168.201.200;
- Ansa nogknioveHnss no wuHTepdpency WiFi (pexmMm KOHEeYHOW CcTaHumm), IP apgpec yctpoictBa no

ymonyanuio:192.168.202.200;

Mocne 3arpy3ku web-cTpaHuLbl yCTPOWCTBA, OTKPOWTE NMYHKT MeHI0 «Hacmpoliku ycmpolicmea -> Cemeeble
HacmpoUuku» (CM. pucyHku 5-7).

Ethernet ’ CraHuusa WiFi (WiFi STA) Touka poctyna WiFi (WiFi AP)

MpuopuTteT nHTepdeinca: | Bolicokuin v

MAC-agpec: 08:b6:1f:39:52:b3
Nwmsa DHCP: | I-PSENSE-ETH
Bkntounte DHCP knneHt
IP agpec: |192.168.200.200
Macka noacetu: | 255.255.255.0
IP agpec wn3a: | 192.168.200.200
MepsuyHbIi DNS: |0.0.0.0

Btopuynbin DNS: | 0.0.0.0

PucyHok 5 — Bug ctpaHuubl «<HacTpoiku ceteBbix napameTpoB Ethernet» web-uHTepdenca ycrponcrBa
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Ethernet ‘ CraHumsa WiFi (WiFi STA) ’ Touka goctyna WiFi (WiFi AP)

PaspelueHue paboTbl uHTepdenca | |

Wms cetut WiFi: |

Maponb cetn WiFi: |

0

Kanan WiFi (1-13, 0-aBT0.):

Crartyc WiFi:

MpuopuTeT MHTepdeitca: Cpemamin |

MAC-agpec: 08:b6:1f:39:52:b1
Vmst DHCP: [I-PSENSE-STA |

BkntounTb DHCP knueHT ||

IP angpec: [192.168.202.200 |
Macka noacetu: |255.255.255.0 \
IP agpec wnto3a: | 192.168.202.1 |
MepBuumblii DNS: (0.0.00 |

Bropuubii DNS: [0.0.0.0 |

PucyHok 6 — Bug ctpaHuubl «<Hactpomnku ceteBbix napametpoB WiFi STA» web-uHtepdeiica yctponcrea

Ethernet CtaHumsa WiFi (WiFi STA) ‘ Touka goctyna WiFi (WiFi AP) ’

PaspelueHune paGoTbl HTepdelica ||

Wms cetn WiFi: [iNodePSense 39:52:b2 |

Mapornb cety WiFi: | **xxxsxx

Kanan WiFi (1-13, 0-aBTo0.): |11 |

MpuopuTeT MHTepdeiica: |Huskmn |
MAC-agpec: 08:b6:1f:39:52:b2
Wmst DHCP: [I-PSENSE-AP |
Bkniounts DHCP cepsep [-/]
IP agpec: [192.168.201.200
Macka noaceti: [255.255.255.0 |
IP agpec wniosa: [192.168.201.200

MepBuyHbIt DNS: |192.168.201.200

PucyHok 7 — Bug ctpaHuubl «<HacTponku ceteBbix napameTpoB WiFi AP» web-nHtepdcpenica yctpoicrea

Mo ymonuaHuio ncnonb3yoTes cnegytowuve napamMmeTpbl aBTopm3saLmu:
MMA agMUHUCTpaTopa — «adminy,
naposib — «Passwy».

BHumaHue! Ona koppektHon pabotbl WEB uHTepcbennca u HTTP aBTOpM3auum B Gpay3epe He OOJKHbI
ObITb 3anpeLleHbl javascript u cookie
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Ha ctpaHnue Cemeeble HacmpoUKu YCTAaHOBUTE, MOOYEPEOHO Afs MCMOoNb3yeMbiX WHTEPdENCOB,
HeobxoauMble 3HadeHus IP agpeca, mackm nogceTtu, wro3a U DNS cepBepa, NMOO BKMOUMTE aBTOMaATU4YECKOE
nony4yeHne atux napameTtpoB oT DHCP cepBepa Baluen cetw.

Mpn HaxaTnm Ha KHOMKY «[MPUMEHUTLY YCTPOMCTBO COXPaHUT 3afaHHble 3HAYEeHUA napameTpoB, MNOCMe Yero,
npy HEOOXOAMMOCTM, NeEpe3arpy3nTcs.

8 [aHHble/HacTpoKKa ycTpoucTBa

BHumanue! MNepen Hayanom pa6oTbl ¢ yCTPOMCTBOM HEOOGXOAMMO NPOBEPUTL Hanu4ume ceexen Bepcumn MO
Ha caute npousBogutens https://intellect-module.ru/products/powermon/inode-psense.html u, npn
Heo6xoAMMoOCTHU, 06HOBUTL MO ycTpoKrcTBa B COOTBETCTBUM C N.N. 8.9.14 HacTosILEero pykoBoACcTBa

8.1 'maBHas cTpaHMuUa ycTpoMUCTBa

Mpu BBOAE B agpecHom cTpoke web-6payaepa IP agpeca, nm6o DHCP vmeHn ycTpolicTBa, OTKpbIBaeTCH rnaBHas
cTpaHuLa web-nHTepdeica ycTponcTea (CM. pUCYHOK 8).

Ha gaHHoNM cTpaHuue oToOpaXatoTcsi M3MepUTESNbHbIE NapaMeTpbl KOHTPOIMPYEMOW CETU, TEKYLLUNE COCTOSHUSA
OVNCKPETHBIX BXOLAOB, PENENHOro BbIXOA4a Y 3HAYEHUSI MapamMeTPOB MOAKIMYEHHbBIX LMGPOBLIX 4AaTYMKOB YCTPONCTBA.
Tarke Ha rMaBHOW CTpaHULLEe pacnosioXeHbl CreayoLme opraHbl YNpaBneHns n uHankaumm (CM. pucyHok 8):

1 — KHOMKa AN PacKpbITUS/CKPLITUS MEHIO YCTPOWCTBA;

2 — CTpOKa COCTOSIHUS AIMCKPETHBIX BXOAO0B U PENeHOro BbIXoAa;
3 — parta/Bpems yCTPOWCTBa;

4 — KHOMKa nepekrnoyeHns a3bika HTepdenca;

5 — packpbiBalOLUNCA CNMCOK BbibOpa OENCTBUS AN PYYHOro yrnpaBfieHWsl COOTBETCTBYHOLLMM PENENHbIM BbIXOLOM
(BbIKNMKOYNUTb, BKIMIOYUTD, --- (OTKMNOUNTL pYYHOE YNpaBreHne));

6 — 3HaueHne Taﬁmepa PYYHOro ynpaBsneHus peﬂeIZHbIM BbIXOO0OM (nocne ncre4yeHme BpemMeHn Taﬂmepa, COCTOdAHME
BbIXO4a BEPHETCA B npeabiagyuiee, ecrimn OHO OTIIM4aeTCda OT TeKyLlero, B NpOTUBHOM Crly4dae 6y,u,eT MHBepTI/IpOBaHO).

— .HPiNode nasHas =
=" P sense
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L L2 L3 I

MapameTpbl aneKTponuTaHms
Mopynu pacumpenus PM3
CHUMOK aneKTpeckoft ceTn
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PucyHok 8 — Bug rmaBHoun ctpaHuubl web-uHtepcenca iNode-PSense
Kpome Bu3yanbHOro npeacraBneHus uHdopmauuu, no npotokony HTTP BO3MOXeH A0CTyn K TEKCTOBbIM
dannam cdopmarta JSON, cogepallmm HACTPOWKN N AaHHbIE ATYMKOB, a TaKkKe JaHHbIE XXypHarna cobbITUiA.
B mabnuye 5 npepctaBneHbl NyTM K davnaMm OaHHbIX, PacrosyioKeHHbIM B YCTponcTBa. [daHHble dhannos
OOHOBNAOTCS NPU KaXKAOM CYMTbIBaHUKM dhanna.


https://intellect-module.ru/products/powermon/inode-psense.html

Ta6bnuuya 5 — TekctoBble dhannbl gaHHbIX popmaTta JSON
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OnucaHue danna Hoctyn |MyTb k dpanny JSON

Pain gaHHbIX, OTOOpaXXaeMblX Ha rMaBHOW CTpaHuLe yteHue |http://[IP-agpec]/index.json

Pavin JaHHbLIX MOAYMA KOHTPOMS NapaMmeTpoB 3NEKTPONUTaHns yTeHue | http://[IP-agpec]/pwr.json

davin gaHHbIX Mogynen paclmpenust iNode-PM3 yteHue |http://[IP-agpec]/pm3.json

davin fgaHHbIX penerHoro Bbixoaa yTeHue | http://[IP-agpec]/routput.json

davin fJaHHbIX AUCKPETHBLIX BXOA0B yteHue |http://[IP-agpec]/dinputs.json

Pain JaHHbIX LMPPOBLIX AaTHMKOB yteHue |http://[IP-agpec]/sensors.json

daiin fgaHHbIX CTPOKU COCTOSAHUS AUCKPETHLIX BXOAOB U PENenHoro yteHue |http://[IP-agpec]/status.json

BbIx04a

Pain gaHHbIX PAcNoNoXeHUs U CUCTEMHBIX JaTbl/BpeMeHN YCTPONCcTBa yteHue | http://[IP-agpec]/loc.json

Pain xypHana cobbiTuii B TEKCTOBOM dhopmaTe coobLLeHni yteHune | http://[IP-agpec]/log.json

Pain xypHana cobbiTuii B KOgoBoM popmaTte coobLleHui yteHue |http://[IP-agpec]/log_cd.json

Pain cnucka coobLLEeHWI XXypHana cobbITui yteHue |http://[IP-agpec]/protect/log_config.cfg
Pain gaHHbIX aBTOPM3auUM agMUHMCTpaTopa/nonb3oBarens ytenune® | http://[IP-agpec]/protect/auth.json

®dain POST 3anpoca Ans 3anucy HacTpoek aBTopusaLmm 3anmuce™ | hitp://[IP-appec]/protect/auth_p.json
agMVHMCTpaTopa/nonb3oBaTens

®ainn POST 3anpoca ans 3arpy3ku KoHuUrypauuii ycTporcTaa 3anuck | http://[IP-agpec]/protect/cfgupload_p.json
®ain yteHus 6noka rpacduyecknx gaHHbIX (MHOeKc broka rpadmueckux | uytenue |http://[IP-agpec]/protect/chart.json?id=0
AaHHbix: id=0..7 (0 — gaHHble iINode-PSense, 7 — aaHHble Mogyns &size=day

pacwmpenus iNode-PM3 Ne7; pasamep gaHHbIX Ans YTeHus (Mpyu Hanuyumnm

AaHHoro napameTpa B 3anpoce): size=day (week, month, 6month))

Pain gaHHbIX HACTpoeK BrIoKOB rpadnyeckmMX AaHHbIX 3anuck | http://[IP-agpec]/protect/charts_cfg.json
®ain POST 3anpoca Ans 3anucy HacTpoek 6r1okoB rpadonyeckmx 3anuck | http://[IP-agpec]/protect/charts_cfg_p.json
AaHHbIX

davin HacTpoeK ANCKPETHbLIX BXOA0B yteHue | http://[IP-agpec]/protect/dinputs_cfg.json
®ainn POST 3anpoca Ans 3anucy HacTpoek AMCKPETHbIX BXOAO0B 3anuck | http://[IP-agpec]/protect/dinputs_cfg_p.json
®ain crtatyca 6OKMPOBKM aBTOMATUYECKOro OTKIOYEHMS aBapum ytenue/ |http://[IP-agpec]/protect/dinputs_trig.json
OVICKPETHbIX BXOJ0B 3anucb

dain fJaHHbIX CHUMKa 3reKTPUYECKon CeTn yteHue | http://[IP-agpec]/protect/fcharts.json
davin faHHbIX M HACTPOEK MHBEHTapu3aLmm yteHue | http://[IP-agpec]/protect/inventory.json
®ain POST 3anpoca Ans 3anucy HacTpoek MHBeHTapu3auum 3anuck | http://[IP-agpec]/protect/inventory_p.json
®ain HacTpoek ModBus/TCP yteHue | http://[IP-agpec]/protect/modbus_cfg.json
®ainn POST s3anpoca ans 3anucu HacTpoek ModBus/TCP 3anuck | http://[IP-agpec]/protect/modbus_cfg_p.json
®awvin HacTpoek MQTT yteHue | http://[IP-agpec]/protect/mqtt_cfg.json
®ainn POST sanpoca ans sanucu Hactpoek MQTT 3anuck | http://[IP-agpec]/protect/mqgtt_cfg_p.json
®avin ctatyca pabotbl npotokona MQTT yteHue |http://[IP-agpec]/protect/mqtt_status.json
davin ceTeBbIX HACTPOEK yteHue | http://[IP-agpec]/protect/net_cfg.json
®ainn POST 3anpoca ans 3anucy ceTeBblX HAaCTpoek 3anuck | http://[IP-agpec]/protect/net_cfg_p.json
davin cTtaTtyca ceTeBbIX HACTPOEK yteHue |http://[IP-agpec]/protect/net_status.json
Pavin HacTpoek moaynen pacwmperuns iNode-PM3 yteHue | http://[IP-agpec]/protect/pm3_cfg.json
®ain POST 3anpoca Ans 3anucy HacTpoek Mogyren paclumpeHns 3anuck | http://[IP-apgpec]/protect/pm3_cfg_p.json
iNode-PM3

davin HacTpoek MoAyns 3MePEHUsi NapameTPOB ANEKTPONUTaHUSA ytenue |http://[IP-agpec]/protect/pwr_cfg.json
®ainn POST 3anpoca Ans 3annucy HacTpoek Mogynsi UamepeHns 3anuck | http://[IP-appec]/protect/pwr_cfg_p.json
napameTpoB 3MEKTPONUTaHWs

davin HacTpoeK penenHoro Bolxoda yteHue | http://[IP-agpec]/protect/routput_cfg.json
®ain POST 3anpoca Ans 3anucy HacTpoek penenHoro Bbixoda 3anuck | http://[IP-agpec]/protect/routput_cfg_p.json
darin HacTpoeK LMdPOBbIX AATYUKOB yteHue | http://[IP-agpec]/protect/sensors_cfg.json
®ain crtatyca 6OKMPOBKM aBTOMATUYECKOro OTKIOYEHWS aBapum yteHune/ |http://[IP-agpec]/protect/sensors_trig.json
LUMdpOoBbIX AAaTYMKOB 3anucb

®ann POST 3anpoca Ans 3anucy HacTpoek LMpoBbIX 4aTYMKOB 3anuck | http://[IP-agpec]/protect/sensors_cfg_p.json
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[NpodomkeHue mabnuus! 5

®ain Hactpoek SMTP (Email) yteHue |http://[IP-agpec]/protect/smtp_cfg.json
®ainn POST s3anpoca ans 3anucu Hactpoek SMTP (Email) 3anuck | http://[IP-agpec]/protect/smtp_cfg_p.json
Pain cratyca oTnpaBku TectoBoro coobuueHmnss SMTP (Email) yteHue | http://[IP-agpec]/protect/smtp_status.json
®ain Hactpoek SNMP yteHue | http://[IP-agpec]/protect/snmp_cfg.json
®ainn POST s3anpoca ans 3anucu Hactpoek SNMP 3anuck | http://[IP-agpec]/protect/snmp_cfg_p.json
®ain HacTpoek SSH yTeHue | http://[IP-agpec]/protect/ssh_cfg.json
®ainn POST 3anpoca gns 3anucu Hactpoek SSH 3anuck | http://[IP-agpec]/protect/ssh_cfg_p.json
darin CMCTEMHbIX HAaCTPOeK yteHue | http://[IP-agpec]/protect/sys _config.cfg
®ain Hactpoek SYSLOG yteHue |http://[IP-agpec]/protect/syslog_cfg.json
®ainn POST s3anpoca ans 3anucu Hactpoek SYSLOG 3anuck | http://[IP-agpec]/protect/syslog_cfg_p.json
®ann cratyca otnpaskn SYSLOG coobLyeHui yteHue |http://[IP-agpec]/protect/syslog_status.json
®avin HacTpoek TELNET yteHue | http://[IP-agpec]/protect/telnet_cfg.json
®ainn POST 3anpoca ans 3anucu Hactpoek TELNET 3anuck | http://[IP-agpec]/protect/telnet_cfg_p.json
danin HacTpoek Telegram Bot yteHue | http://[IP-agpec]/protect/tgbot_cfg.json
®ainn POST 3anpoca gns 3anucu Hactpoek Telegram Bot 3anuck | http://[IP-agpec]/protect/tgbot_cfg_p.json
dawin ctatyca coeguHeruns Telegram Bot yteHue | http://[IP-agpec]/protect/tgbot_status.json
Pavin HacCTpoEK CUCTEMHOIO BPEMEHWN YCTPONCTBA ytenune |http://[IP-agpec]/protect/time_cfg.json
®ain POST 3anpoca Ans 3annucy HacTpoek CUCTEMHOIO BPEMEHM 3anuck | http://[IP-apgpec]/protect/time_cfg_p.json
yCTPONCTBA

BHumaHue! dannbl, HaxogswWwMmecs B nanke «protect» OOCTYNHbI TONLKO ANA yCNEeWHO aBTOPU3OBaHHOIO
agMUHUCTpaTopa

KoaunpoBka Bcex ykasaHHbIX dainos: utf-8.
Ha rmaBHoOM cTpaHuLe yCTpoUCcTBa oToOpaxalTcsa cnefyrowme gaHHble:
8.1.1 OdaHHble MOoAyNA KOHTPONS NapaMmeTpoB INEKTPONUTaHUA:
OTobpaxaeTcs nameputernbHas MHGPOPMaLMA KOHTPONMPYEMOWN CETU SMNEKTPONUTAHUS.
8.1.2 BekTopHas AguarpamMmma HanpsiXkeHMn U TOKOB
OTobpaxkaloTcs BeEKTOpa HanpsbkeHWA U TOKOB KOHTPONMPYEMOW CETU 3NEKTPONUTAHKS.
8.1.3 [1aHHble AUCKPETHbIX BXOAOB:
1) Mims cOOTBETCTBYHOLLLErO AUCKPETHOIO BXoAa (Mpv NyCTOM Mone HaCcTPOeK MMEHM 0TODpaXKaloTCs CUMBOSILI ...);
2) Crartyc guckpetHoro Bxoga (B HOPME, ABAPUA);
3) ®dusmyeckoe COCTOSIHUE KOHTaKTa OUCKPETHOrO BXxoAa (KOHTAKT Pa3OMKHYT, KOHTaKT 3aMKHYT).
8.1.4 [daHHble penenHoOro BbIXoAaa:

1) Vms penenHoro BbIXOAa (npwn nycTOM none HacTpoek UMeHU oTobpaxatoTcs
CMMBOSbI ...);

2) Cratyc peneiHoro Beixoga (BbIKITKOYEH, BKIMKOYEH, HEM3BECTEH (korga cocTtosiHue penenHoro Bbixoda
He MOXeT ObITb OMnpeferneHo, Hanpumep, NPy YCTAHOBIIEHHOM LENCTBUMM «---» C MOCMedyowen nepesarpy3kon
YCTPOWCTBA));

3) an/IOpI/ITeTbI ynpasrieHnA peneVlelm BbIXO4OM. YCTaHaBnMBaTCs A BO3MOXHOCTH ynpaslieHusA peﬂeVIHblM
BbIXOOOM OT HECKOJIbKMX OaTHYUKOB U BPYYHYIHO. I'IepBb||7| NMPUOPUTET UMEET CaMbli BbICOKUN YPOBEHDb;

4) [ewicteme pyyHoro ynpasnenus (BbIKIMIOYUTb, BKIMKIOYUTD, --- (oTkNounTb ynpasneHue));

5) Taimvep OeicTBusl penenHoro Bbixoda Npu pyYHOM yrnpasneHun (Mo UCTEYEHUM BpEMEHM TalMepa COCTOsIHUE
BbIx04a BepHEeTCs B NpeapblayLLee, ecrim OHO OTNNYaeTCs OT TeKyLLero, B MPOTUBHOM cryyae 6yaeT MHBePTUPOBaHO).

8.1.5 [laHHble undpoBbIX AaTYMKOB:

1) Tvin 1 HomMep LMGPOBOro Aatynka (4aT4mK TemnepaTypbl, BNAXHOCTWU, TOYKA POChl, AABMEHUS, TeMnepaTyphl
1-wire);

2) Vims umdpoBoro gatymka (Mpu nycToM Mnosie HacTpoek MMeHN 0TOBpaxxarTca CUMBONbI ... );

3) VamepeHHOoe 3Ha4yeHne napameTpa AaTyuka u cTaTyc gartdmka, oTobpakaeMblii LIBETOM;

4) 3HadeHue NOpOroB aBapui 1 rMcrTepesunca.
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8.2 MMapameTpbl KOHTPONA 3NEKTPONUTaHUA
Ha crtpanvue «HacTporMkn mMogynsi KOHTPORsi 3MeKTponuTaHusa» (CM. pucyHku 9-13) ocyluecTBnsieTcss yCTaHOBKa
MOPOroB aBapUHONM CUrHanNM3aLmm napaMeTpoB KOHTPONUPYEMOW CETU 3NEKTPONUTaHMS.

8.21 Ha Bknagke «Yactota» cTpaHvupl «HacTpoMkM MoAynA KOHTPOMsS 3NMeKTPOonuUTaHus» (CM. pPUcyHok 9)
OCYLLIECTBINSIETCSA YCTAHOBKA CMNEAYIOLLMX NapaMeTpoB cpabaTbiBaHWA aBapUNHOM CUrHaNM3aumm rno 4actoTe ceTu:

1) BepxHuii nopor aBapum Mo 4acToTe;

2) HwxHun nopor aBapum No 4acToTe;

3) MucTepesnc oTMeHbl aBapum Mo 4acToTe;

4) ®nar paspeLueHus/3anpeTa 3anucy B XypHan cobbITUii NO YacToTe;

YacToTa HanpsixeHne Tok KoadbcpuumeHTbl SHeprus
TpaHcgopmaummn

BepxHuit nopor asapuu, I'y: |0.00

HwxHuA nopor aBapuu, 'y: |0.00
mctepesuc, Mu: |0.50

3anucbiBaTb cOBbITUS B XypHan

PucyHok 9 — Bug Bknagkm «4actota» cTpaHuubl «HacTponku Moayns KOHTPOIsi 3J1IeKTPONUTaHUA»
web-uHTepcenca ycrponcrea

8.2.2 Ha Bknagke «HanpsikeHue» ctpaHuupl «HacTporMkn mopyns KOHTpons 3nekrponutaHusa» (CM. pucyHok 10)
OCYyLLECTBNSETCA YCTaHOBKa Criedylolyx napameTpoB cpabaTbiBaHWs aBapuHOM CurHanmM3aumm no  hasHbiv
HanpsXeHWAM:

1) BepxHuii nopor aBapum Mo HaNPSPKEHWIO AN Kaxaon u3 dpas:

2) HwxHW nopor aBapuu No HaNPsXKEHWO Ans Kaxkaon us das;

3) MucTepesnc oTMeHbI aBapum Mo HANPSPKEHWIO A1 KaxKAon 13 dhas;

4) ®nar pa3spelueHus/3anpeTa 3anucy B XXypHan CobbITUA NO HAaNPSXKEHWIO Ans KaxKaon us das;

Yacrtora HanpspkeHue Tok KoadpcpuumeHTbl SHeprus
TpaHcdopmaummn
L1 L2 L3

BepxHuit nopor asapuu, B: | 260.000 260.000 260.000
HwxHu nopor aBapun, B: | 80.000 80.000 80.000
uctepesuc, B: 110.000 10.000 10.000

3anucbiBaTb COObLITUS B XKypHan

PucyHok 10 — Bug Bknagkm «HanpsikeHue» ctpaHuubl «HacTponku mogyns KOHTpons
anekTponuTaHus» web-uHtepdeiica yctponcrea

8.2.3 Ha Bknagke «Tok» cTpanuupl «HacTpowku mopaynsi KOHTPOns 3neKkTponuTaHusA» (cMm. pucyHok 11)
OCYLLIECTBNSIETCA YCTAHOBKA Credylowmx napameTpoB cpabaTbiBaHWs aBapUMHOM CUrHanmusaumm no asHbiv 1
CYMMapHOMY TOKaM:

1) BepxHuii nopor aBapum Mo TOKY A5 KaxKaowm us a3 1 CyMMapHoO:

2) HwxHui nopor aBapuu No TOKy Ans Kaxkaomn 13 a3 u CyMMapHOo;

3) lncTepesunc 0TMeHbI aBapum Mo TOKY ANs Kaxaon n3 has n CyMMapHo;

4) 3apepxka aBapum Mo BepxHemy nopory (0..99 cekyHa) Ans Kaxgon ns das n CyMMapHo;

5) 3apepxka aBapvv no HwxkHeMy nopory (0..99 cekyHa) Ans kaxaomn 13 gas 1 CyMMapHo;

6) ®nar paspelueHus/3anpeTa 3anncy B XXypHan cobbITUIA NO TOKY AN KaXXO0W 13 has 1 CymMMapHo;
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Yactora HanpsixeHne Tok KoadbdpuumeHTbl SHeprus
TpaHcgopmaummn

L1 L2 L3 z

BepxHuit nopor asapuu, A: | 0.000 0.000 0.000 0.000

HwxHu nopor aBapuun, A: | 0.000 0.000 0.000 0.000

mctepesuc, A: | 1.000 1.000 1.000 1.000
3apgepxka aBapuu rno sepxHemy ropory, ¢: |0 0 0 0
3afiepxKa aBapuu Mo HWKHeMy nopory, ¢: |5 5 5 5

3anucbiBaTb cOOLITUSA B XypHarn

PucyHok 11 — Bup Bknagkn «Tok» cTpaHuubl «HacTponku Moaynsi KOHTPOSA 3NeKTPONUTaHUs»
web-uHTepcenca ycrponcrea

8.2.4 Ha Bknagke «KoadhcuumeHTsl TpaHcdhopmaumm» (CM. pucyHok 12)  ycTaHaBnmBawTcHa: KO3IOULNEHT
TpaHcdopMaLmMmn NO HANPSXKEHWIO AN BXOAOB U3MEPEHUS HanpsiKeHWs KOHTPONMpyeMon ceTu (Mpyu HenocpeacTBEHHOM
MOOKMIOYEHNN K usmMepsieMori ceTn 6e3 TpaHcopmaTopoB HampskeHus KoaddpuumeHT TpaHcdopmaumm no
HanpsbkeHuto paseH 1000); koadpuUMeEHT TpaHchopMaumMn MO TOKY ANA NOAKMHYEHHbIX TpaHCOpPMaTopoB TOKa
(koadbcpuumeHT TpaHcdopmMaumm No TOKY onpeaensieTcd Kak OTHOLUEHME HOMMWHAaNbHOrO TOKa MepBUYHOW OOMOTKM
TpaHcdopmaTopa ToKa K HOMUHaNbHOMY TOKY BTOPUYHOM OOMOTKM TpaHcdopmatopa Toka (0,1 A)); 3HayeHus
KOppeKUumMm yrmnos casura pas ans nogkodeHHbIX TpaHcopMaTopoB Toka.

YacToTa HanpspkeHue Tok KoadppumumeHnTol
TpaHcghopMaumm

KoadhpuumeHT TpaHchopmaumm no HanpsxeHuto: | 1000

KoahpumumeHT TpaHcopmauum rno Toky: | 500

Koppekuus yrna casura ¢as: L1/0.000 ° L2 0.000 ° L3 /0.000 °

PucyHok 11 — Bup Bknagkn «Tok» cTpaHuubl «HacTponku Moaynsi KOHTPOSA 3NeKTPONUTaHUs»
web-uHTepcenca ycrponcrea

PekomeHayeMble 3HaYeHNs KO3hpULIMEHTOB TpaHcdopMaLmMK Ans NogkioYaeMblX TPaHCOPMaTOPOB Toka
npueeaeHsl B mabnuye 6.

Tabnuua 6 — PekomeHagyeMble 3Ha4eHUs KoadhcuumeHToB TpaHchopmauum ansa TpaHcgopmaTopoB TOKa

Tun TpaHcdopmaTopa Toka KoadbcdbmumeHT TpaHcchopmauumn Koppekuus yrna cgBura ¢as, °
T10-130A-2000-T/0 (1:2500) 2500 0.026
T11-350A-2000-T/0 (1:3000) 3000 0.026
TT40-250A-2000 (1:3000) 3000 0.465
TT48-400A-2000 (1:4000) 4000 0.500
TT48-800A-2000 (1:8000) 8000 0.202
T04AC-25A-2000-K/0 (1:500) 500 0.175
XH-SCT-T10 50A/100mA 500 2.003
XH-SCT-T16 100A/100mA 1000 1.801
XH-SCT-T24 250A/100mA 2500 0.263
XH-SCT-T36 600A/100mA 6000 0.105

8.2.5 Ha Bknagke «3Heprusa» (CM. pucyHok 13) oCyLLeCTBMSETCS OYUCTKA PEMMCTPOB HAKOMEHHOWN SHEPTUM
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YacToTa HanpspkeHue Tok KoachduumeHThb! OHeprus
TpaHcdopmaLmm
O4YNCTUTD 3HAYEHUSA HAKOMINEHHON 3HEPrun m

PucyHok 13 — Bug Bknagkm «QHeprusi» ctpaHuubl « HacTponkn mogynsi KOHTPONA 3NeKTPONUTaHUsA»
web-uHTepcenca ycrponcrea

8.3 Moaynu pacwupeHus iNode-PM3
8.3.1 [OaHHble moaynen

Ha cTtpaHvue «[aHHble Mopgyrnen KOHTPOSMs 3MEeKTPONUTAHUA» ANs KaXOOro W3 MOAKIHYEHHBIX MOAynen
pacwmpeHus iNode-PM3 otobpaxatoTcs (CM. pucyHok 14):

- n3MmeputenbHasi UHopMaLnsi KOHTPONMPYEMOW CETU ANEKTPONUTAHMS.

- BEKTOpHasi guarpaMmmMa HarnpsiKeHUN 1 TOKOB KOHTPONMPYEMOWN CETU SMEKTPONUTaHUS.

Mopaynb iNode PM3 #1 Mogynb iNode PM3 #2 Mogaynb iNode PM3 #3 Mopynb iNode PM3 #4
042250002
Mogynb iNode PM3 #5 Mogynb iNode PM3 #6 Mogaynb iNode PM3 #7

L1 L2 L3 z
YactoTa cety, I'uy;: 50.02
[evicTytolee 3HavyeHne (RMS) HanpsixeHus, B: 211.436 210.118 212.655
[Hencreytouee 3HavyeHne (RMS) Toka, A: 3.419 8.371 0.000 11.790
[MonHasa MoLLHOCTb, KBA: 0.722 1.758 0.000 2.480
AKTMBHasi MOLLHOCTb, KBT: 0.722 1.754 0.000 2.476
PeakTnBHas MoLHOCTb, KBAp: -0.002 -0.119 0.000 -0.121
MoTpebrneHHas akTuBHas aHeprus, KBT-u: 0.000 0.000 0.000 0.000
OTnyLeHHas akTUBHaA aHeprus, KBT-u: 0.000 0.000 0.000 0.000
MonoxuTenbHas peakTuBHas aHeprus, KBAp-u: 0.000 0.000 0.000 0.000
OTpuuaTtenbHasa peakTuBHasa aHeprusi, KBAp-u: 0.000 0.000 0.000 0.000
KoadbunLmeHT MOLLIHOCTU Harpy3ku (cose): 1.00 0.99 1.00
KoabpuumeHT amnnnTyabl Toka: 1.00 1.00 1.00
KoadbpuumeHT nckaxeHusi HanpspkeHus (THDv): 0.03 0.03 0.04
KoadhduumeHT nckaxenuns toka (THDi): 0.03 0.03 0.00
Yron mMexay HanpshkeHMeM 1 TOKOM: -0.2° -3.9° 0.0°

Yron mexay HanpshkeHnamu pas:  zL1L2: 121.4 ° 2L2L3: 119.7 ° 2L3L1: 118.9°

YepeposaHue das: B HOpMe
BekTopHaa agvarpamma HanpAXeHuit U TOKOB

Uy
-U,
=Ua,
=l
-1
=l

Unmax =300B
I max=10A

PucyHok 14 — Bupg ctpaHuubl «[JaHHble Moaynen KOHTPOSSA 3nekTponuTaHma» web-uHTepderica ycTtpomncTea
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BHumaHue! [Onsa yctaHoBneHuma cBA3M c¢ moaynen iNode-PM3 Heo6xogmmo B paspene «lMapameTpbl
anekTponutaHusi» mopynen iNode-PM3 (n.n.8.3.2) 3anucatb cepuiHbIN HOMEpP, YKa3aHHbIA Ha 3TUKETKe

nogknr4vyaeMoro moayns

8.3.2 MapameTpbl KOHTPOSSA INEKTPONUTAHUA

Ha crpaHvnue «HacTporku Mopgynen KOHTPOns 3neKkTponuTaHusa» (CM. pucyHku 15-20) ocyuiectBnsieTcs
HacTponka mogynen pacwupeHus iNode-PM3 u© ycraHoBka MOpPOroB aBapuHOW CUrHanmsaumMu napameTpoB
KOHTPONUPYEMBbIX CETEN 3NEKTPONMUTaAHMS.

8.3.21 Ha Bknagke «WUmsA» cTpaHuubl «HacTpoWku mogynen KOHTPONsi 3neKTponutaHus» (CM. pucyHok 15)
OCYLLIECTBNSETCA:
- 3anucb CEPUNHOrO Homepa cooTeeTcTBytoLLero Mmoaynsa iNode PM3 anst yctaHOBREHWS CBA3M C YCTPONCTBOM;

- 3afaHve umeHun moayns pacumperus iNode-PM3;

Mogynb iNode PM3 #1 Mogaynb iNode PM3 #2 Mogaynb iNode PM3 #3 Mogaynb iNode PM3 #4
042250002
Mopynb iNode PM3 #5 Mopynb iNode PM3 #6 Mopynb iNode PM3 #7
Yacrota HanpspkeHune KoadhduumeHTbl SHeprus
TpaHcdopmaLum

CepunHbI Homep: \042250002
Cep]/WIHb]I/I HOMep HeoGXO,ClI/IM Onga yCTaHOBNeHUa coeaunHeHna ¢ moaynem

Wwms momynst: | |

PucyHok 15 — Bug Bknagkm «Mmsa» ctpaHuubl «HacTponku mogyrnen KOHTPOIsi aNeKTPOonuTaHnsa»
web-uHTepcenca ycrponcrea

8.3.2.2 Ha Bknagke «YacrtoTa» cTpaHuubl «HacTponku MoAyrnen KOHTPOnsi aneKkTponutaHusa» (CM. pucyHok 16)
OCYLLECTBNSIETCHA YCTAHOBKA CNeayoLLmMX NapaMeTpoB cpabaTbiBaHWUA aBapunHON CUrHanusauum no YactoTte ceTu:

1) BepxHuii nopor aBapum Mo 4acToTe;

2) HwxHun nopor aBapum No 4acToTe;

3) Muctepesnc oTMeHbl aBapum Mo 4acToTe;

4) ®nar paspeLueHus/3anpeTa 3anucy B XypHan cobbITUi NO YacToTe;

Mogynb iNode PM3 #1 Mopgynb iNode PM3 #2 Mogynb iNode PM3 #3 Mopynb iNode PM3 #4
042250002
Mogaynb iNode PM3 #5 Mogynb iNode PM3 #6 Mogynb iNode PM3 #7

Yacrtota Hanpsixexue Tok KoadpcpuumeHTsl OHeprus
TpaHcgopmaumm

BepxHuit nopor asapuu, 'y: |0.00
HwxHuin nopor asapuu, My: | 0.00
Iuctepesuc, u: |0.50

3anucbiBaTh COBLITUS B XXypHan [+

PucyHok 16 — Bup Bknagku «H4acrtota» ctpaHuubl «HacTponku moaynen KOHTpons
anekTponuTaHua» web-nHtepcenca ycrponcrea

8.3.2.3 Ha Bknagke «HanpsixxeHue» cTpaHulbl «HacTponku moaynen KOHTPONS ANEKTPONUTaHUA» (CM. pUCyHOK 17)
OCYyLLECTBNSETCA YCTaHOBKa Criedylolmx napameTpoB cpabaTbiBaHWs aBapuHOM CurHanmM3aumu no  hasHbiM

HanpsXeHnAam:
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1) BepxHuii nopor aBapum Mo HaNPSPKEHWIO AN Kaxaon u3 dpas:

2) HwxHW nopor aBapuu NO HaNPSXKEHWIO Ans KaxKaon us das;

3) MucTepesnc oTMeHbI aBapum MO HaNPSPKEHWIO ANst KaxXaon u3 das;

4) ®nar pa3spelueHus/3anpeTa 3anucy B XXypHan CobbITUA NO HAaNPSXKEHWIO Ans KaxKaon us das;

Mogaynb iNode PM3 #1 Mogaynb iNode PM3 #2 Mogaynb iNode PM3 #3 Mogaynb iNode PM3 #4
042250002
Mogaynb iNode PM3 #5 Mogynb iNode PM3 #6 Mogaynb iNode PM3 #7

YactoTta HanpspkeHne Tok KoadpdpuumeHTbl SHeprusi
TpaHcgopmaummn
L1 L2 L3

BepxHuii nopor asapuy, B: [260.000 | [260.000 | [260.000 |

HwxHwuit nopor asapum, B: [80.000 | [80.000 | [80.000 |
Mctepesnc, B: [10.000 | [10.000 | [10.000 |
3anucbiBaTh COBbITUS B XKypHar

PucyHok 17 — Bup Bknagku «HanpsokeHue» ctpaHuubl «HacTpoirikn mogynen KOHTpons
anekTponuTaHus» web-uHtepdeiica yctponcrea

8.3.24 Ha Bknagke «Tok» cTpaHuubl «HacTpolkm mopynen KOHTPONSA 3neKTponuTaHusi» (CM. pucyHok 18)
OCYLLIECTBNSIETCA YCTAHOBKA Credylowmx napameTpoB cpabaTbiBaHWs aBapuUHOWM CcurHanmusaumm no dasHbiM U
CYMMapHOMY TOKaM:

1) BepxHuii nopor aBapum Mo TOKY Ars KaxKaowm us ¢as u CyMMapHo:

2) HwxHuin nopor aBapum No TOKy Ans Kaxkaou 13 das u CyMMapHo;

3) TncTepesunc 0TMeHbI aBapyn Mo TOKY Ans Kaxxaon 13 doas n CyMMapHo;

4) 3apepxka aBapum Mo BepxHemy nopory (0..99 cekyHa) Ans Kaxgon ns das n CyMMapHo;

5) 3apepxka aBapuu no HWxkHeMy nopory (0..99 cekyHa) Ans kaxaomn U3 das n CyMMapHo;

6) ®nar pa3pelueHus/3anpeTa 3anncy B XXypHan cobbITUIA MO TOKY ANS KaXXO0W 13 has 1 CymMMapHo;

Mogynb iNode PM3 #1 Mogynb iNode PM3 #2 Mogaynb iNode PM3 #3 Mogaynb iNode PM3 #4
042250002
Mogaynb iNode PM3 #5 Moaynb iNode PM3 #6 Mogaynb iNode PM3 #7

Yacto Hanpsxenve Tok KoadhpmumeHTsl OHeprusi
TpaHcdopmaLummn
L1 L2 L3 2

BepxHuit nopor asapum, A: [0.000 | [0.000 | [0.000 | [0.000 |

HwxkHuit nopor asapum, A: [0.000 | [0.000 | [0.000 | [0.000 |

Mcrepeanc, A: [1.000 | [1.000 | [1.000 | [1.000 |

3apepxka aBapuu no BepxHemy fopory, ¢: |0 | o | o | |o |

3afiepxka aBapum Mo HbkHeMy ropory, ¢: |5 | |5 | |5 | |5 ]
3anucbiBaTh COBLITUS B XKypHar

PucyHok 18 — Bup Bknagkn «Tok» cTpaHuubl «HacTponku Moaynsi KOHTPOSA 3NMeKTPONUTaHUs»
web-uHTepcenca ycrponcrea
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8.3.2.5 Ha Bknagke «KoadpduumeHTbl TpaHcdhopmaumm» (CM. pucyHok 19)  ycTaHaBnvBaloTCs: KO3IMOULNEHT
TpaHcdopMaLmMmn NO HANPSXKEHWIO AN BXOAOB U3MEPEHUS HanpsiKeHWs KOHTPONMpyeMon ceTu (Mpy HenocpeacTBEHHOM
MOOKIIOYEHNN K usmMepsieMori ceTn 6e3 TpaHcopmaTopoB HampshkeHus KoadduumeHT TpaHcdopmaumm no
HanpsbkeHuto paseH 1000); koadpuUMeEHT TpaHchopMaumMn MO TOKY ANA NOAKMHYEHHbIX TpaHCOpPMaTopoB TOKa
(koadbcpuumeHT TpaHcdopMaumMm No TOKY OMpeaensieTcs Kak OTHOLUeHWE HOMMHAarbHOro Toka MepBUYHOW OBMOTKM
TpaHcdopmaTopa Toka K HOMUHaNbHOMY TOKY BTOPUYHOM OOMOTKM TpaHcdopmatopa Toka (0,1 A)); 3HaueHus
KOppeKuMK yrmnoB casura as ans nogkodeHHbIX TpaHcopMaTopoB ToKa.

Ona cuutbiBaHns ko3dpuLUMEHTOB TpaHcdopmauum ¢ moaynsa pacwmpennss iNode-PM3 Heobxogumo 3anucaTtb
3Ha4yeHus KoadhuuMeHTOB TpaHchopMaumm, paBHble 0, 3HaYeHUs Koppekummn ynos, pasHble 10.

Mogynb iNode PM3 #1 Mogynb iNode PM3 #2 Mogynb iNode PM3 #3 Mogynb iNode PM3 #4
042250002
Mogaynb iNode PM3 #5 Mogynb iNode PM3 #6 Mogynb iNode PM3 #7

YactoTa HanpspkeHue KoadhpuumeHTsl OHeprus
TpaHcghopMaummn

KoadbuumeHT TpaHcgopmaumm no Haﬂpﬂ)KeHMlO

KoadbcpuumeHT TpaHodopmaummnotoky: [ 0]
3HaveHue 0 npegHa3Ha4YeHo ANns YTeHUs 3HavyeHuii napameTpa u3
mMoayns. ﬂ,ﬂﬂ nonyvyeHusa aktyanbHbIX 3Ha4YeHuin obHoBUTE
cTpaHuLly

Koppekuus yrna casura ¢as: L1/10.000/° L2 [10.000/° L3 [10.000/|°

3HayeHue 10.000 npegHa3Ha4YeHo AN YTEeHUst 3HaYeHUN
napameTpoB 13 Moayns. [Ina nony4yeHus akTyanbHbIX 3Ha4YeHWI

06HOBWTE CTpaHULy

PucyHok 19 — Bup Bknagku «Tok» cTpaHuubl «HacTponku Moaynsi KOHTPOSA 3NeKTPONUTaHUs»
web-uHTepcenca ycrponcrea

PekomeHayeMble 3HaYeHNs KO3hPULIMEHTOB TpaHcdopMaLmMK Ans NogkioYaeMblX TPaHCOPMaTopPoB
TOKa NpvBefeHbl B mabnuye 6.

8.3.2.6 Ha Bknagke «dHeprusi» (CM. pucyHok 20) OCyLLECTBMSETCA OYMCTKA PErvcTpoB HAKOMMEHHOW 3Heprum
COOTBETCTBYIOLWEro moayns pacwmperus iNode-PM3.

Mopgynb iNode PM3 #1 Moaynb iNode PM3 #2 Moaynb iNode PM3 #3 Moaynb iNode PM3 #4
042250002
Mogaynb iNode PM3 #5 Moaynb iNode PM3 #6 Mogaynb iNode PM3 #7

Yacrtora HanpsixeHue KoadduumeHTbl OHeprus
TpaHcdopmaummn

O4YUCTUTL 3HAYEHWNS HAKOMMEHHOW SHeprum

PucyHok 20 — Bup Bknagku «QHeprusi» ctpaHuubl «kHacTporkn mogynen KOHTpons
anekTponuTaHus» web-uHtepdeica yctponcrea

8.4 CHMMOK 3neKTpu4yeckomn cetu

YcTporcTBo obecneurBaeT nsmepeHme n otobpaxeHue (nepegady B popmate json) BbIGOPKM C yacToTom 4kl Ly
128-My MTHOBEHHbIX 3HA4YEHWI HaNPSPKEHUIA N TOKOB KOHTPONMPYEMbIX ceTel (CyMMapHas AnMTenbHOCTU CHUMKA CeTH:
32 mc) ycTpowictea 1 mogynen pacwmperus iNode-PM3 (cm. pucyHok 21). Beibopka NPOV3BOAUTCS KaXabln pas npu
3arpyske gaHHbIX (OOHOBNEHMN web cTpaHuLbl).
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PucyHok 21 — Bup ctpaHuubl « CHUMOK aneKkTpuyeckomn cetu» web-uHtepdeica ycrponcrea

8.5 I'pacdhmyeckme gaHHble

yCTpOI7ICTBO obecneynBaeT 3annch B 3HeproHe3aBnCMYyIO NaMATb YyCPpeaHEHHbIX 3a nepuoa 3arnncu
D,eI7ICTByI'OLLI,VIX 3Ha4YeHnIn YacToThl, Haﬂpﬂ)KeHI/IVI, TOKOB, MOLLHOCTEN KOHTpOﬂI/IpyeMOVI CeTn, a TaKkkKe 3Ha4eHund

LMppOBbIX AaTYMKOB OKpYXKatoLLel cpeabl.
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V oL

3anucb/uTeHne rpadmyecknx gaHHbIX obecnevmBaeTcs AN YCTPOWUCTBA M KaX4oro M3 Moayren paclunmpeHns no
OTAEeNbHOCTU (CM. PUCYHOK 22).

HaCTpOVIKM pasmMepa namMmATn and Kaxgoro moaynd (KOJ'IVI‘-IGCTBO 6nokoB l'IaMﬂTI/I), nepuoa 3anncu aHHbIX, a

TakKXKe yganeHune 3anmcaHHbIX paHee AaHHbIX NPpon3BOANTCA B COOTBETCTBUM C M.M. 8.9.11.

[anHble iNode-Psense

[aHHble iNode PM3 #1

[anHble iNode PM3 #2

[anHble iNode PM3 #3

[anHble iNode PM3 #4

[anHble iNode PM3 #5

[anHble iINode PM3 #6

[anHble iNode PM3 #7

PucyHok 22 — Bupg ctpaHuubl «pacdmyeckune gaHHble» web-uHTepdenca yctpomcrBa

3a BCE BpemMA v
3a BCE BpeMsA v

3a BCE BpemMA v

3a BCE BpemMsA v

3a BCE BpeMA v

3a BCE BpemMAa v

3a BCE BpemMA v

3a BCE BpeMA v

OTKpbITb
OTKpbITb
OTKpbITb
OTKpbITb
OTKpbITb
OTKpbITb
OTKpbITb

OTKpbITb
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Mpy HaxaTnm Ha COOTBETCTBYIOLLYI KHOMKY «OTKpbITb» ByeT Hayana 3arpy3ka AaHHbIX Ha web-uHTepdelic
YCTPOWCTBA (3arpy3ka MOXeT ANuUTbCA A0 5 MUHYT), NOCrne Yero OTKpoeTCsi CTpaHuLua ¢ oTobpaxeHnem rpadmnyecknx
AaHHbIX (CM. pucyHok 23).

Yacrora Hanpsikenns: ceTu, I [ MonHast MowHOCTs daasi L2, KBA [} PeakTuHas mowrocTs daswi L1, kBAp [ [laTuNK JaBneHus, MM pr.CT. ]

Hanpsikenue dassi L1, B [ ] MonHas MOWHOCTL thasbl L3, KBA v PeakTusHas MoluHocTs tas L1-L3, kBAp  [IINA aTuuk Temneparypsi [naen.], °C [ ]

Hanpsikenue dassl L2, B v MonHasi MowHocTs has L1-L3, kBA [ ] Datuvk Temneparypsi #1, °C = [RaTuuk Temneparypsl 1-Wire #1, °C v

Hanpsikenve dasel L3, B [ ] AKTVBHES! MOWIHOCTb ¢hadbl L1, KBT [ ] [LlaTuuk Temneparypsi #2, °C | ] [aTuuk Temneparypsi 1-Wire #2, °C [ ]

Tok chasel L1, A v AKTMBHaS MOWHOCTL (hadbi L2, KBT [ [latuk Temnepatypel #3, °C v Aartunk Temneparypel 1-Wire #3, °C v

Tok thassl L2, A v AKTUBHaES! MOWWHOCTb chadbl L3, KBT [ ] [NaTuvk Temneparypei #4, °C = [AaTuuk Temneparypsl 1-Wire #4, °C [ ]

Tok dpassl L3, A [ ] AKTVBHaS MOWHOCTL cha L1-L3, kBT [ | [laTuuk BnaxHocTh, % [ ]

Tok pas L1-L3, A [ ] PeaKkTvBHas MOWHOCTb chadkl L1, KBAP v [laTuvk TemMnepaTypbl [BnaxH.], °C [ ]

TonHas MOLLHOCTL Gkl L1, KBA v PeakyieHas MolHocTs dasei L1, kBAp A Temneparypa Toukn pocs! [enaxi], °C  [IINA

OToGpasnTL AaHHble  14.05.25/15:17:50 v [14.06.25/15:26:25 v NuHeiinas nHTepnonALMs

B T g - PSPPSR S L, SRR SN S S s g e S >~ s o S o S e e sy e
210 Lond
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15:19:20 15:19:35 15:19:50 15:20:05 15:20:20 15:20:
14.05.25 14.05.25 14.05.25 14.05.25 14.05.25 14.05.

20 15:21:35 15:21:50
5.25 14.05.25 14.05.25 14.(

22:20 15:22:3
5 14.05.25 14.05.2:

PucyHok 23 — Bup ctpaHuubl «pacdmyeckne gaHHble iNode-PSense» web-uHTepdenica yctponcTBa

8.6 HacTpoWku guCcKpeTHbIX BXOSOB
Ha ctpannue «HacTponku AUCKPeTHbIX BXOAOB» (CM. pPUCYHOK 24) OCyLLECTBMSIETCA YCTaHOBKA CredyHLLmMX
napameTpoB:
1) Wms gnckpeTHoro Bxoaa (o 32-x CUMBOJIOB);
2) Twvn KOHTaKTa NOAKITHYaEMOro AMCKPETHOMO AaTymMKa:
- HOPMarbHO-PA30MKHYTbIA KOHTAKT (aBapuvsi NPy 3aMblKaHWN KOHTaKTa 4aTyumKa);
- HOPMarbHO-3aMKHYTbIA KOHTaKT (aBapusi Mpy pasmblKaHMM KOHTaKTa gaTyvka);

- HOpMaJ'IbHO-pa3OMKHyTbIl7I KOHTaKT B pexume Tpurrepa (COCTOFlHI/Ie CMEHAETCA Npun KaXaomM 3aMblKaHUn
KOHTaKTOB AaTt4ynka, Ha pa3MbIiKaHME KOHTAKTOB AaT4yuMKa yCTpOVICTBO He pearmpyeT);

- HOpMaJ'IbHO-3aMKHyTbIIZ KOHTaKT B pexXunmMme Tpurrepa (COCTOS'-IHI/Ie CMEHAETCA Npn KaXXaoM pa3MblKaHUN KOHTAKTOB
[aTtynka, Ha 3aMbliKaHMe KOHTaKTOB AaT4yunKa yCTpOVICTBO He peaerpyeT);

[OuckpeTHbIV BXxog, 1 ’ [vcKpeTHbIN BXoA 2

Mms anckpeTHoro Bxoga:

Tun koHTakTa: | HOPMAJIbHO-PASOMKHY ThIV v
3apepxka asapuu, c: |0
Tavimep oTMeHbl aBapum, ¢: |0

3anucbiBaTb COOLITUA B XKypHan

C6pocutb CHETUUK aBapuii Clear

OTKMOYNTb aBTOMaTUYECKYI0 OTMEHY aBapum

PucyHok 24 — Bup cTtpaHuubl «HacTporku guckpeTHbIX BxogoB» web-uHtepdeinca ycrponcrea



22

3) 3apepxka cpabaTtbiBaHus aBapum (0..99 cekyHa);
4) 3apepxka otmeHbl asapum (0..99 cekyHp);
5) ®nar paspelueHusi/3anpeTa 3anucuy B XXypHarn cobblTUn M3MEHEHNsI COCTOSIHUSA AUCKPETHOrO BXOAA;

6) Pnar oTKNYEHNs aBTOMATMYECKON OTMEHbI aBapun. [pu ycTaHoBke AaHHOroO dnara aBapumHoe COCTOsIHUE
Jartyvka oTknovaeTca nubo npu nepesarpy3ke YCTPOMCTBA, NMOO HaxaTMeM Ha COOTBETCTBYIOLLYH KHOMKY
«COpocuTb aBapuioy;

MyHKT «TaliMep OTMeHbI aBapuu» npedHasHadYeH AOns ycTpaHeHus «apebesra KOHTaKTOB», a Takke Ons
YCTpaHeHUs! BIUAHMS KpaTKOBPEMEHHbIX aBapuii Mo AUCKPETHOMY BXOAY Ha BbIXO4HOE COCTOsIHME CUrHanbHOro pene,
N MOXET NpuHMMaTb 3HadeHust oT 0 go 99 cek. MNocne npekpalleHnss aBapum Nno AUCKPETHOMY Bxoay (B criydyae ecrnu
He npousoigeT HoBasi aBapusl) MO WUCTEYEHUM BPEMEHW, paBHOMY 3HadeHuo «TalimayT aBapuu», YCTPOUCTBO
nepenaeT B COCTOSIHWE O aBapyM.

8.7 HacTtpouku penenHoro Bbixoaa
YcTponcTBo 06nagaet yHKUMEN YNpaBrieHWst BCTPOEHHbIM CUIOBbIM pene B 3aBUCUMOCTU OT COCTOSHMS
MOAKITHOYEHHbIX 4aTYMKOB UMM ANCKPETHBLIX BXOAOB, a Takke PYHKUMEN YpaBNeHNE B PyHHOM PEXMME.

Ha ctpaHuue «HacTtpowku penerHoro Bbixoga» (CM. PUCYHOK 25) OCyLLUeCTBMSIETCS YCTaHOBKA CReaytoLLmx
napameTpoB AN penenHoro BbIxoaa:

1) Wmsa penenHoro Bbixoda (40 32-X CMMBOIIOBY);
2) ®nar paspelueHus/3anpeTa 3annucy B XypHan cobbiTUA U3MEHEHUs] COCTOSIHWUS PENENHOro BbIXOAA;

3) HenctBue pyyHOro ynpaeneHuss penerHsiM  BbixogoMm (BbIKIMKOYUTb, BKIMKOYUTb, --- (oTkniounTb
yrpaBreHne)) 1 3Ha4YeHNe TaMepa PyHHOro yrnpaBneHus;

4) TpuoputeTbl yNpaBneHns penerHbIM BbIXO4OM OT AAaTYMKOB MW PYYHOro yrNpaBreHus. YCTaHaBnmMBakTCca A1
BO3MOXHOCTW ynpaBneHus penerHbiM BbIXOAOM OT HECKOMbKUX AaTYMKOB UMK BPY4HYyto. [epBbli npuopuTteT umeet
CaMblii BbICOKUIA YPOBEHb.

Wms peneiHoro Bbixoaa:

3anucbiBaTb COBbITUS B XKypHan

[ewictBre pyyHoro ynpasrneHus: t, c:|0 -—-

HacTtpoiiku ynpasneHus penenHbiM BbIXO40M (MPUOpUTETHI YNpaBneHnst)

1 |iNode-PSense: Hu3koe HanpspkeHne L1 v || BKIMKOYNTb
2 | iNode-PSense: H13Koe HanpspkeHune L2 v | BKIMKOYNTb
3 vl -
4| vl
5 v
6 |- v
7 v
8 vl -
9 v -
10 | M

PucyHok 25 — Bup ctpaHuubl «HacTpoiku penenHoro Bbixoga» web-uHtepdenca ycrponcrea

8.8 HacTtpouku undpoBbIX 4aTYNKOB

Ha crtpannue «HacTponku umcpoBbIX AaTYMKOB» (CM. pUCYHOK 26) OCyLLECTBMSIETCS YCTaHOBKA CriedyHoLmMX
napameTpoB AN COOTBETCTBYHIOLLEro LIMPOBOro AaTumnka:

1) Wms umdppoBoro agatymka (4o 32-x CMBOSIOB);

2) BepxHui nopor aBapum SaTvuka;

3) HwxHui nopor aBapum gaTynka;

4) TncTepesnc OTMEHbI aBapuy AaTYUKa;
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5) Bapepxka cpabatbiBaHus aBapum (0..99 cekyHa);
6) Pnar pa3pelleHns/3anpeTa 3anucu B XXypHarn cobbITUIA UBMEHEHUSI COCTOSIHUS LIMGPOBOro AaTunKa;

7) ®nar oTknoYeHUs aBToMaTMYecko OTMeHbl aBapuu. MNpyu ycTaHoBKe OaHHOro driara aBapuiiHOE COCTOSIHVE
JaTysKa OTKMoYaeTcss NMbo Npuv nepesarpyske YCTpolcTBa, NMbo HaxXaTueM Ha COOTBETCTBYIOLLYIO KHOMKY «COpocUTb
aBapuioy;

8) KHonka cbGpoca npUMCBOEHHOrO OaTyMKy CEepUMHOrO HOoMepa (TONbKO ANA AaTYMKOB Temmnepatypbl 1-wire).
lMprcBoeHWe HoMepa AaTymKy 1-wire NPOVM3BOAUTCH NPU €ro NOAKIYEHNM K YCTPONCTBY (MOUCK AaTyMKa MOXET 3aHMMaThb
po 30 cekyHa) u3 crmcka cBoboaHbIX AatumkoB 1-wire ycTponctBa. B ganbHenwem, AaTyvkvM OnpawumMBaloTcs Mo
COOTBETCTBYIOLLMM COXPaHEHHbIM CEPUNHBLIM HOMepaM. [Npu 3aMeHe gaTtunka HeoBXoaAMMO COpPOCUTL COOTBETCTBYHOLLMN
AaT4nKy CEpUNHBIA HOMED;

et ’
[atymk BnaxxHOCTn [atymk BnaxxHoCTn [aTymk BrnaxHoCTu (Touka [atuvk gaBsneHus
(Temnepartypa) pochl)

[atunk gaBneHus Oatyuk °t 1 (1-wire) Oatyuk °t 2 (1-wire) Oatuuk °t 3 (1-wire)
(Temneparypa)

Oatuuk °t 4 (1-wire)

Mmsi undppoBoro aatumka: |

BepxHuit nopor aBapum, °C: (0.0 |
HwkHuit nopor asapuu, °C: (0.0 |
Mmctepesuc, °C: | 1.0 |
3apepxka asapum, c: [0 |
3anucbiBaTb COBbITUS B XKypHan [+

OTKIMIOYUTb aBTOMAaTUYECKY0 OTMeHY aBapuut ||

PucyHok 26 — Bup ctpaHuubl «<HacTporku umdpoBbix gaT4yMkoB» web-mHTepdenca ycTtpomcrea
8.9 Hactpoiku yctponcrtea

8.9.1 CeTeBble HacTpouku

Ha ctpaHuue «CeTeBble HAaCTPOMKMY» (CM. PUCYHKU 27-29) OCyLLeCTBMSAETCH HAaCTPOWKU CETEBbIX NapameTpoB Ans
NMHTEPdENCOB CBA3N.

BHumaHue! Mpu n3ameHeHUM ceTeBbIX HACTPOEK YCTPOMCTBA, BNIUAIOLMX HA TEKyLIMe ceTeBble NOAKI4YEHUSA
(Hanpumep, BbiKNo4YeHUe MHTepdenca), ycTPOMCTBO OyaeT aBTOMaTM4eCKU nepesarpyxeHo.

Ona nitepdeinca «Ethernet» ocyllecTBnseTcs ycTaHOBKa CriedyoLmx napameTpoB:

1) MproputeT wHTepdoenica (Bbicokun, CpegHuin, Huskui). [MproputeT wuHTepdenica onpenensier MnopsaoK
ncnonb3oBaHUst MHTepderica Npy MapLUPyTU3aUmMM COeAUHEHNI;

2) MAC-agpec nHTepderca (TonbKo Ans YTeHusl);
3) Wmsa DHCP ansa nHtepdeiica;

4) ®nar, skrtovarowmn DHCP knneHT uHtepdpeiica;
5) IP-agpec uHTepdenca;

6) Macka nogceTu nHTepdenca;

7) IP-agpec wnio3a;

8) IP-agpec nepsuyHoro DNS cepBepa;

9) IP-agpec BTopuyHoro DNS cepsepa;

MapameTpbl 5-9 3agaroTCca BpY4YHYHO NMpU UCMOMb30BaHUMM cTatudeckoro IP-agpeca uHTepdpernica, nbo oTobpaxaroTcs
napameTpsbl, BblaaHHble DHCP cepsepom.
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Ethernet ’ CraHuua WiFi (WiFi STA) Touka goctyna WiFi (WiFi AP)

MpuoputeT uHTEpdeica:  Boicokuit v
MAC-agpec: 08:b6:1f:39:52:b3
Nmsa DHCP: |I-PSENSE-ETH

Bkntounts DHCP knueHT
IP apgpec: | 192.168.200.200
Macka noacetu: | 255.255.255.0
IP agpec wro3a: | 192.168.200.200
MepBuyHbI DNS: 1 0.0.0.0

BtopuyHbein DNS: |0.0.0.0

PucyHok 27 — Bup ctpaHuubl «CeTeBble HacTpoiku Ethernet» web-uHtepdeiica ycrponcrea
Onsa nHtepdenca «CtaHuma WiFi (WiFi STA)» ocyLlecTBnsieTcs yCTaHOBKa crneyoLmnx napameTpoB:

1) PaspelueHune paboTtbl uHTEpderica. o ymonyaHuio uHtepderic «Ctanumua WiFi (WiFi STA)» oTkntoveH, ons
ero paboTbl HeOOXOAMMO YCTAHOBWUTL LaHHBLIN dniar M NPOM3BECTM COOTBETCTBYIOLLME HACTPOWKM MNapameTpos,
YKa3aHHbIX HUXE;

2) Wmsa cetn WiFi, K KoTopoi HE0BX0aMMO MOAKIOYEHNE YCTPONCTBA;

3) Maponb cetn WiFi, K KOTOpol HEOBXOAMMO MOAKMHOYEHUE YCTPOMCTBA (MPY MOAKIKOYEHNM K OTKPLITOM CETU Mnorie
HeobXx0aMMO OCTaBUTL MYCTLIM);

4) Kanan WiFi. PyuHown BbiGop kaHana WiFi. [Ing aBToMatnyeckoro onpeaerneHns KaHana HeobxoanmMo yCTaHOBUTb
3Ha4eHve 0;

5) Craryc WiFi (Tonbko Ans 4teHust). YkasbiBaeT Ha COCTOSIHME NOAKIYEHMS YCTponcTBa K Touke goctyna WiFi;

6) MpuoputeT wuHTepcpenica (Bbicokun, CpepHunn, Huskum). [lMpuoputeT wuHTepderica onpenensieT nopsgok
NCMonb30BaHWsA UHTepdenca Npyn MapLIpyTU3aLumM COEQUHEHW;

7) MAC-agpec uHtepdperica (TonbKo Anst YTeHus);
8) VMma DHCP pns nHtepdelica;

9) ®nar, Bxntovaromn DHCP knneHT nHtepdeiica;
10) IP-agpec nHTepdelica;

11) Macka noaceTv nHtepdenica;

12) IP-agpec wnio3a;

13) IP-agpec nepsuyHoro DNS cepBepa;

14) IP-agpec BTopuyHoro DNS cepsepa;

MapameTpbl 10-14 3agatoTCa BPYYHYH MpU UCMONb30BaHMM cTatndeckoro IP-agpeca uHTepdeica, nnbo oTobpaxaroTcs
napameTpsl, BblgaHHble DHCP cepepom.
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“ Cranums WiFi (WiFi STA) ’ Touka noctyna WiFi (WiFi AP)

Pa3speLueHune paboTbl nHTEpPGENCa
Uma cetn WiFi:
Maponb cetn WiFi:

Kanan WiFi (1-13, 0-aBT10.): |0

Craryc WiFi:

MpuoputeT nHTepdeiica: |CpegHui v
MAC-agpec: 08:b6:1f:39:52:b1
Nma DHCP: | I-PSENSE-STA
Bkntounte DHCP KnneHT
IP agpec: |192.168.202.200
Macka noacetu: 255.255.255.0
IP agpec wnto3a: | 192.168.202.1
MepBuuHbIi DNS: 0.0.0.0
BropuyHbii DNS: 0.0.0.0

PucyHok 28 — Bug ctpaHuubl «CeteBble HacTporku CtaHuuu WiFi (WiFi STA)» web-uHtepdeinica yctponcrea
Onsa nHtepdeinca «Touka goctyna WiFi (WiFi AP)» ocyLlecTBnsieTcs ycTaHOBKa cneayoLmnx napameTpoB:

1) PaspelleHne paboTtbl uHTepderica. Mo ymonuanuto nHtepdenc «Touka goctyna WiFi (WiFi AP)» BkntoveH
ONnsa ocyulecTBreHnss 6ecnpoBO4HOMO JOCTyMNa K YCTPOWCTBY MpW €ro HacTporike. [Ons GnoKMPOBKM MOOKMOYEHMWI
HY>XHO CHATb AaHHbIN chnar;

BHuumaHnue! WUHTepdenic «Touka poctyma WiFi (WiFi AP)» noapepxuBaeT He 6Oomnee 2-x BHELWHMUX
NoAKMHYEeHNN

2) Wmsa cetn WiFi ycTporictBa. YCTpOWCTBO CO30aeT CeTb, B MMS KOTOpoW BrItodeH YacTb MAC-agpeca nHtepderica
YCTPOWCTBA;

3) Mapornb cetn WiFi ycTpoiictea (4nsi peanv3aumum OTKpbITOM CETH, Nofie HEoBX0OMMO OCTaBUTb MYCTbIM);

4) Kanan WiFi. PyuHow BbiGop kaHana WiFi. [ing aBToMaTtnyeckoro onpeaerneHns KaHana HeobxognmMo yCTaHOBUTb
3Ha4eHve 0;

5) MpuoputeT wuHTepderica (Bbicokun, CpegHun, Huskun). lNpropuTeT uHTepdenca onpenenser Nopspaok
NCMonb30BaHWA UHTepdenca Npyn MapLIpyTU3aLumM COEQUHEHWI;

6) MAC-agpec nHTepdenca (TonbKo A1 YTEHUS);
7) Wmsa DHCP gnsa vHtepdeinca;
8) ®nar, Brntovatowmn DHCP cepeep nHTepdeiica;
9) IP-agpec nHTepgenca;
10) Macka noaceTu nHtepdenica;
11) IP-agpec wnio3a;
12) IP-agpec nepsuyHoro DNS cepBepa;
MapameTpbl 10-14 3agatoTcs BPY4YHYIO, T.K. AaHHbBIN MHTepdEnC NCnonb3yeT TOMNbKO cTatnyeckuin IP-agpec.
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“ CraHums WiFi (WiFi STA) ‘ Touka goctyna WiFi (WiFi AP)

Pa3pelueHue paboTbl MHTepdeiica (|

Mmsa cetn WiFi: |iNodePSense 39:52:b2 \

Mapornb ceTnt WiFi: | *x*xxxxx |

Kanan WiFi (1-13, 0-asTo.): |11 ]

MpuopuTeT uHTepdeiica: | Huskuit v |

MAC-agpec: 08:b6:1f:39:52:b2
Nmsi DHCP: |I-PSENSE-AP |

Bxkntounts DHCP cepsep (/|

IP agpec: [192.168.201.200 |

Macka noacetu: |255.255.255.0 \

IP agpec wnto3a: [192.168.201.200 |

MepBuyHbIN DNS: |192.168.201.200 |

PucyHok 29 — Bup ctpaHuubl «CeTeBble HacTponkun Touku goctyna WiFi (WiFi AP)» web-uHTepdeica yctponcrea
8.9.2 Hacrtpowku ceptucpbmnkatoB HTTPS
Ha crtpaHuue «Hactpownku ceptucmkatoB HTTPS» (cM. pucyHok 30) OCylleCTBRsSIeTCA 3arpyska cepTudmkaToB

cepsepoB HTTPS, SSH, a Takke ceptudmkatoB knueHtoB Telegram, SMTP(Email), MQTT 1 gp. HacTpowku ceTeBbiX
napamMeTpoB Af18 uHTepdenicoB cBa3w.

[na reHepauwu kntoya u ceptudpukata HTTPS MoxHO Bocnonb3oBaTbes naketom OpenSSL, nnm ncnonb3osatb CKpUMT
cert_key_gen-Win64.bat (cert_key gen-Win32.bat), pasmeweHHbIn Ha  web-CTpaHuUe OnMcaHus  YCTPOMCTBa
cavita OOO “UHTennekT mogynb’.

Kpome TOro, Ha fOaHHOM cCTpaHuue BkmovaeTcsa pabota HTTPS cepsepa. [locne yctaHoBku JaHHoro conara
HeobxoaMmo nepesarpy3uTb ycTponcteo. HTTPS cepeep Oyder akTvBeH Mpu yCrioBMW, YTO 3arpykeHbl KOPpeKTHble ©
NMpUBaTHLIN KoY U cepTUdmKaT.

KopHeBble cepTuduKaThbl KNMeHTOB

CepTudukaTbl U Knoun cepsepoB
Ckayatb kopHeBou ceptudmkar "iINode-PSense”

HTTPS cepeep: | |

[puBaTHBIVA KIOY: He 3arpyxeH

SSH cepsep:

MpyBaTHbIN KItOY: He 3arpyxeH

PucyHok 30 — Bup ctpaHuubl «Hactpoinku ceptucpmkatoB HTTPS» web-untepceinca ycrponcrea
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8.9.3 Hactpoiikn SNMP

MpoTokon SNMP no3BonseT KOHTPONMPOBaTb MapameTpbl M CTaTyC YCTPOMCTBA, a TaKKe CYUTbiBaTb M
yCTaHaBnvMBaTb NapamMeTpbl YCTPONCTBA. YCTponcTBo obecneunaeT otnpaBky SNMP TpanoB CUCTEMHBIX COOOLLEHMN
NPV KaXXaon X 3anucu BO BCTPOEHHBIN XXypHan coObITUIA;

Ha ctpanuue «Hactponkn SNMP» (cm. pucyHok 31) OCylleCTBRSIieTCA HacTpovika MapameTpoB OJ1si AOcTyna K
AaHHbIM ycTporcTea no npotokorty SNMP:

1) Paspeluerue pabotbl npotokonos SNMP v1, v2C;

2) MopgudukaTtop (naporb) Ha YTeHWE OaHHBIX C ycTpoicTea no npoTtokoriam SNMP v1, v2C;
3) MogmdmkaTop (Naporb) Ha 3anncb AaHHbIX B YCTPOMUCTBO No npotokonam SNMP v1, v2C;
4) PaspelueHuve pabotbl npotokona SNMP v3;

5) Nmsa nonb3osaTtens USM (ans nonb3osatens 1 u 2);

6) Maponb aBTOpM3aumM nonb3oBaTensa (ons nonb3oBatens 1 mn 2). Mcnonb3yeTcsas nNpu yCTaHOBKE Tuna
aBTopu3saumm, otrmdHoro ot NO AUTH (HeT napons aBTopu3sauun);

7) Tun aBTOpuU3auMmn nonb3oBatens (ona none3oBatens 1 u 2). OnpegensieT MeTo XeLMpPOBaHMSA Napons
aBTopu3saummn nonb3oBatens (NO AUTH (HeT wndposanus), MD5, SHA1, SHA256, SHA512);

8) Maponb wmdpoBaHua nonb3oBatensa (ansa nonb3osatend 1 m 2). Mcnonb3yeTcsa npu ycTaHOBKe Tuna
wuncpposaHusd, otnmyHoro ot NO PRIV (HeT wmndposaHus);

9) Tun wudpoBaHusa (ans none3oatensa 1 u 2). OnpegensieT meton wndpoBanns gaHHeix (NO PRIV (HeT
wudpoaHus), DES, AES (AES128), AES192, AES256);

10) SNMP v3 Engine ID (Tonbko ans ytenus). MoeHtucdukatop SNMP v3 areHTa ycTponcTBa;

11) OosepeHHble IP agpeca ctaHuun ynpasneHus. Joctyn no npotokony SNMP k gaHHbIM yCTpOWCTBa
BO3MOXEH TONbKO C ykasaHHbiX IP agpecos. Agpec 0.0.0.0, ykasaHHbIA BO BCeX CTpoKax, 3anpelliaet AoCTyn no
npoTtokoniam SNMP ntobeim ycTponcTBam. Agpec 255.255.255.255, ykazaHHbIn B Nto6GOM CTpoKe, paspeluaeT AOCTyn
no npotokornam SNMP niobbimM ycTponcTBam.

12) Ckayatb mib chann — ccbinka 4nsa ckavymMBaHus € yCTPOWUCTBa mib dhaiina ¢ onncaHmem napameTpos;
13) Bepcua SNMP ans tpanos (---, SNMPv1, SNMPv2C, SNMPv3);

14) MogndmkaTop (Naporb) Ha Nosy4YeHne TpanoB OT YCTporcTBa no npotokonam SNMP v1, v2C;

15) Wwmsa nonbsoatens USM ans nonyyexms Tpanos no npotokony SNMP v3;

16) lMaponb aBTOpU3aLMu Nofb3oBaTens Ans nonyveHus TpanoB no npotokony SNMP v3. Mcnonbayetcsa npu
yCTaHoBKe Tuna aBTopu3auun, otnnyHoro oT NO AUTH (HeT napons aBTopusaumn);

17) Tun aBTOpM3auum nonb3oBaTens Ans nonyyexHus TpanoB no npoTtokony SNMP v3. Onpegenser meTon
XelmpoBaHus napons astopusaumm nons3osartens (NO AUTH (HeTt wndposanus), MD5, SHA1, SHA256, SHA512);

18) lMaponb WndpoBaHMa nonb3oBaTens Ans nonyvyeHus Tpanos no npotokony SNMP v3. Ucnonb3yetca npu
ycTaHoBke Tvna wudpoBanusd, otnuyHoro oT NO PRIV (HeT wudpoBaHus);

19) Tun wwndpoBanns nsa nonyveHusa TpanoB no npotokony SNMP v3. Onpegenser meton WMdpoBaHMs
AaHHbIX (NO PRIV (HeT wndposaHus), DES, AES (AES128), AES192, AES256);

20) Asbik TekcToBOro cooduuenus Tpana (EN, RU). Koguposka UTF-8.

21) ®nar oTnpaBky TpanoB BO BCe UHTepdenchl Npu owmnbke mMapupytusaumu. [Npu yctaHoBke gaHHoro cdonara, B

cny4yae OLUMOKM MapLpyTtmsaumm n HEBO3MOXHOCTU oOnpenernmtb VIHTep(beIZC Ona oTnpaskyu Tpana, Tpan 6y/:|,eT
noo4yepenHo oTnpaBiieH BO BCE aKTUBHbIE VIHTepCbeIZCbI.

22) IP-agpeca paccbinku Tpanos. YkasbiBatoTcs |IP agpeca cTaHUMi, Ha KOTOpble YCTPOMCTBO AOSMKHO OTNPaBnsThb
Tpanbl.
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Paspewmnts SNMP v1, v2C: Bepcua SNMP ans tpanos: | SNMPv1
Mopudukatop YTeHns: | **** MogauchuKaTop Ha nonyudeHue | **+++
Tpanos:
MopgudukaTop 3anucu: | ******
Wmsa nonb3osartensa (USM):

Paspewmnts SNMP v3: Maponb aBTopu3auum (auth): NO AUTH
Monb3oBatens Ne1t: Maponb wurdposaHus (privacy): NO PRIV
Wmsa nonb3osatensa (USM): | user A3biK TekcToBOro cooblieHns | RU
Maponb aBTopu3aumnn (auth): NO AUTH Tpana:

OTnpaBnsATb Tparnbl BO BCe
Maponb wudposaHus (privacy): NO PRIV VHTepdeiickl Npu oLmnbke
MapLIpyTU3aLnm

MonbsoBartens Ne2:

IP-agpeca paccbinku Tpanos: | 192.168.200.13
Wmsa nonb3osatensa (USM):

0.0.0.0
Maponb aBTopu3auum (auth): NO AUTH
0.0.0.0
Maponb wudposaHus (privacy): NO PRIV
0.0.0.0
SNMP v3 Engine ID: 0x80002a980308b61f3952b0
0.0.0.0
[osepeHHble IP-agpeca: | 255.255.255.255
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0

CkayaTb mib-chain

PucyHok 31 — Bup ctpaHuubl «Hactponku SNMP» web-untepdeica ycrponcrea

8.9.4 Hacrpowku E-mail

[ns onoBeLleHMsa Nonb3oBaTensa 0 NpoM3oLewmx cobbiTUSX B YCTPOWCTBE NPeayCcMOTpeHa (OyHKLMSA OTNPaBKU
yBeOoMIieHnn Ha e-mail yepes3 ypaneHHbin SMTP cepBep. YcTponctBo obecrievmBaeT (NpyM COOTBETCTBYHOLLMX
HacTpoWnKax) oTnpaBKy Ha e-mail CUCTEMHbIX COOBLLEHNIA NPY KaXO0W MX 3anMCy BO BCTPOEHHbIN XXypHan cobbITUN.

Ha ctpannue «Hactpomkn E-mail» (cM. pucyHok 32) ocylLLecTBnsSeTCA HAacTpolka napaMmeTpoB Ans oTrnpaskvi E-mail
coobLLeHWI:

1) PaspelueHne oTnpaBku cooOLLeHWI XXypHana cobbituii no E-mail. ®nar 6yaet aBTomatndeckn coOpoLleH, ecnu
nocrne NpMMeHEHNs1 NapaMeTPOB OTMNpaBKa TECTOBOIO COOOLLEHNS 3aBEPLUNTCA OLUMOKOW;

2) SMTP cepsep;
3) Tun npotokona 6e3onacHoctv (HET (6e3 wudpposanus), TLS, STARTTLS);
4) Wcnonb3yemblii NOPT A8 coeanHerus (25, 587, 465);

5) ®nar vcnonb3oBaHua komaHabl HELO Bmecto EHLO. YcTtaHoBKa chnara 3aBMCMT OT HacTpoOeKk cepBepa
SMTP. B 6onblunHCTBE Cnyvae ycTaHOBKa AaHHoro dnara He TpebyeTcs;

6) NorvH gns aBTOopM3aunn Ha cepsepe SMTP;

7) Maponb gna aBTopu3aumm Ha cepsepe SMTP;

8) Tun aBTopu3auun (ABTO (aBTomatudeckuii Boibop), PLAIN, LOGIN);

9) E-mail agpec otnpaBuTens;

10) E-mail agpec nonyyartens;

11) Tema coobLeHun. Bce coobLueHust oT AaHHOMO yCTPOMCTBa ByayT UMETL O4HY TEMY, YKA3aHHYH B JAHHOM MOriE;

12) lMepnoanYHOCTb OTMPaBKU COOBLLEHUI XypHana cobbiTuin, MUHYT. Mpu yCTaHOBKE BPEMEHU MEPUOOUYHON
onpaBeku, COOBLLIEHUS XXypHana cobbiTuii OyayT OTNpaBnATLCS rpynnaMy Yepes yKasaHHbIN MPOMEXYTOK BPEMEHU;

13) Asbik TekcToBoro coobiueHns (EN, RU).

[Nlocne BHeCEHUS N3MEHEHWIA B NOSS d)OprI N HaXXaTunda KHOMKU «anIMeHVITb», OCYyLUEeCTBINAETCA OTrnpaBka
TECTOBOro cooblueHus. B Clny4yae BO3HMKHOBEHUA r|p06r|eM npwn oTnpaBKke NMoABIAETCA coobuieHne o6 owmnbke.



PaspewnTs 0TNpaBKy COOBLLEHWIA XypHana cobbITiA:
SMTP cepsep:

Tun 6e3onacHocTL:

MopT:

Vcnonb3osatb komaHay HELO emecto EHLO

Norux:

Maponek:

Tvin aBTOpU3aUMK:

OTtnpasutens:

Monyuatens:

Tema coobLueHunii:

smtp.yandex.ru
STARTTLS v

587 v

test@yandex.ru
—

ABTO v
test@yandex.ru
test@yandex.ru

Test
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MNeproanyHOCTL OTNPaBKN COOBLLEHWI XypHana cobbiTuii, 5
MUHYT:

A3bIK TEKCTOBbIX coObLeHuin: RU v

1eAHUI cTaTyC: IHUUManm3npoBaH

PucyHok 32 — Bup ctpaHmubl «Hactponku E-mail» web-uHTepdenca yctponcrBa
8.9.5 Hacrtpoiku Syslog

[ns onoBeLleHMs Nonb3oBaTeNnsa 0 NpoM3oLewmnx cobbiTUSAX B YCTPOWCTBE NPeAyCMOTPeHa (OYHKLMSA OTNPaBKU
yBegomneHnin Ha Syslog cepBep. YcTponctBo obecnedvBaeT (Mpu COOTBETCTBYHOLIMX HACTPOWMKaxX) OTNpPaBKy
CUCTEMHBIX COOOLLEHMI NPU KaXKAOM UX 3anncu BO BCTPOEHHBIN XXypHarn CoObITUIA.

Ha crpaHuue «HacTtpoukn Syslog» (cM. pucyHok 33) ocyLLeCTBISIETCA HACTpoOiKa NapameTpoB A oTnpaBku Syslog
COOBLLEHNIA:

1) PaspelueHue otnpasku Syslog coobLueHunn;

2) Syslog cepsep;

3) Tun TpaHcnopTHoro npotokona (TCP, UDP);

4) Homep nopta Ans COEQNHEHNS;

5) Asbik TekcToBoro coobuweHusi (EN, RU). Kognpoeka UTF-8

Pa3spelueHve otnpasku Syslog coobLieHui
Syslog cepsep: | 192.168.2.1
Mpotokon: [ UDP
MopT: 514
A3bIK TEKCTOBLIX coobuieHunit: |RU

MocnegHuin ctatyc: CoobLeHne oTnpaBneHHo
PucyHok 33 — Bup ctpaHmubl «Hactpownku Syslog» web-uHTepdenca yctpomcTBa

8.9.6 Hacrpowiku Telnet
B ycTponcTee npegycMoTpeHa yHKUNSA YTEHNS U 3anncu JaHHbIX nocpeactsom npotokona TELNET B pexume
KOMaHOHOW CTPOKMU.

Ha ctpanuue «Hactponku Telnet» (cMm. pucyHok 34) ocyliecTBnsieTCca HaCcTpovika MMEH Momnb3oBaTenei 1 naponemn
Onsi aoctyna K ycTporcTsy no npotokony Telnet. B criydae, ecnv Bce nonst Ha JaHHOW CTpaHULEe OCTaBreHbl MyCTbIMM,
aBTopu3aums npy nogknodeHun no Telnet oTcyTcTBYET.

YcTporcTeo obecneumnBaeT o 5-Tv noakmntoydeHni no npotokony TELNET.
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BHVUMAHWE: [laHHble 3anofHaTes Tonbko cumeonamu: A-Z a-z 0-9 -.+*?A§()[]
{Hl@~#&1%:;"@#<>"I_

Wmsa nonb3osatens Maponb
Ne1 |admin ool

Ne2

PucyHok 34 — Bup ctpaHuubl «Hactponku Telnet» web-uHtepdeica yctponcrea

8.9.7 Hactpowiku SSH
B ycTpolicTBe npegycMoTpeHa PyHKUUSA YTEHUS U 3anMCK JAaHHBIX NOCPEACTBOM NpoTokona SSH B pexume
KOMaHOHOW CTPOKMW.

Ha ctpanuue «Hactponku SSH» (cM. pucyHok 35) ocyLLeCTBMSETCA HACTPOViKa MMEH MOMnb3oBaTENen 1 naponen u
Krtouer wndpoBaHUs Ans A4OCTyna K yCTpoicTBy Mo npotokosly SSH. Tun krtoda u KoY MoryT BbiTb, Kak 3anmcaHbl
BPYYHYH0, TaK M UMMOPTMPOBaHbI U3 haiina.

YcTporictBo obecneunBaeT 40 5-Tv NOAKIMIOYEHW Mo npoTokony SSH.

BHUMAHWME: [laHHble 3anofnHATCS TOMbKo cumBonami: A-Z a-z 0-9 - +*?2A§()[I{}@~#8&!%;' #<>"/_

Mmsa nonb3osarens Maponb Tun knoya Krnioy

PucyHok 35 — Bup ctpaHuubl «Hactponku SSH» web-nHtepderica yctponcrea

8.9.8 Hactpoiku MQTT

B ycTpolicTBe npegycMoTpeHa pyHKUUA nepedayn TEKYLLMX M3MepuTenbHbIX NapameTpos B opmaTte JSON Ha
cepsep no npotokony MQTT. Kpome Toro, ycTponcTBO obecneunBaeT yaaneHHoe yrnpaBneHne penenHbiM BeIXO40M
no npotokony MQTT npu 3anvcu ganHeix B oopmarte JSON.

Ha crpaHuue «HacTtponkn MQTT» (cM. pucyHok 36) ocyLLECTBINSIETCA HACTPOKa NapaMeTPOB AJ1s1 OTNPaBKM AaHHbIX
no npotokorny MQTT:

1) PaspelueHne pabotbl npotokona MQTT;

2) CeTteBon agpec 6pokepa MQTT;

) MopT 6pokepa aAns coeaAnHeHNs;

) ®nar paspeLueHuns ncnonb3oBaHus WwWndgpoBaHHoro TLS coeanHeHuss;

5) INorvn ans aBTopusauun 6pokepom MQTT,;

) Maponb ans aBTopusaumn 6pokepom MQTT;

) Mone Client_ID B MQTT coobuieHnnu;

) Tema (topic) B MQTT coobiieHunum;

9) LastWill topic B8 MQTT coobuieHuu;

10) Bepcusa npotokona MQTT gnsa ces3u ¢ 6pokepom (MOXeT NpuHMMaTh 3HadeHus: 3.1, 3.1.1, 5)
11) YpoBeHb kayecTBa obcnyxumBaHus (QoS) (MoXeT npuHUMaTh 3HadveHus: 0, 1, 2);
12) OtkntoveHue cnara «clean_session» B coobieHmnn MQTT;

13) YcraHoBka chnara «retain» B coobwieHmmn MQTT;

14) PaspelueHune ynpasrneHne penenHbiM Bbixogom no npotokony MQTT

15) ®nar paspelueHusi/3anpeTa 3anucu B xxypHan cobbitui MQTT;
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Bkntounte MQTT
Apnpec 6pokepa: |test.mosquitto.org
MopT: | 1883

Wcnonb3osatb TLS(secure)

JoruH: |test_user

Mapor: [****sses
Client_ID (octaBbTe nycTbiM, ecnu He TpebyeTcs):
Tema(topic) (ocTaBbTe NycTbIM, €Cnn He TpebyeTcs):
LastWill topic (octaBbTte nycTbIM, ecnu He TpebyeTcs):

Bepcusi npotokona 3.1
YpoBeHb KavecTBa obcnyxunsaHusa (QoS) |1

OTtnounTsb "clean_session”
YctaHoBuTb onar "retain”
Paspelutb npuem KomaHz ynpasneHus
3anucbiBatb cobbliTa MQTT B XypHan

MocnegHwi ctatyc: HeonpeneneH

PucyHok 36 — Bupg ctpaHuubl «Hactpoiku MQTT» web-uHTepderica ycTtponcrea

8.9.9 Hactpowiku ModBus/TCP

B ycTpolicTBe npegycMoTpeHa PyHKUUSA YTEHUS U 3anMCK JaHHBLIX NocpeacTBom npoTokona ModBus/TCP.

Ha ctpanuue «Hactponku ModBus/TCP» (cMm. pucyHok 37) OCyLLECTBIISETCA HACTPOWKA NapameTpoB Ans paboTbl No
npotokony ModBus/TCP:

1) Paspewerne ModBus/TCP;

2) UpeHTndumkaTop ycTponcTea (agpec ycTponcTea);

3) TCP nopT Ang noakno4yeHus K yctponctey no npotokony ModBus/TCP.
YcTpoicTBo obecneumnBaeT Ao 5-Tv nogkntodeHmii no npotokony ModBus/TCP.

Pa3spelueHne ModBus/TCP
MpeHTudpukatop yctpoiictea: |0

MopT: 502

PucyHok 37 — Bup ctpaHuulbl «Hactpoiku ModBus/TCP» web-uHTepderica yctponcrea

OnuncaHve JOCTyMHbIX Ans YTeHus/3anucy permctpoB ModBus pa3melleHo B dhavine «Psense_v2_Modbus_Data.xIsx»
Ha web-cTpaHuue onncaHus yctporictea canta OO0 “UHTennekT Moaynb” .

8.9.10 Hactpoiku Telegram Bot

B ycTpoiicTBe npegycMoTpeHa hyHKLUSI YTEHUSI U 3aNUCU OaHHbIX, @ Takke OTNPaBKM CUCTEMHbIX COODLLEHNI
nocpencTBoM ucnonb3oBaHus Telegram Gota. YcTpoicTtBo obecneumBaeT (Mpy COOTBETCTBYIOLUMX HACTPOMKax)
OTNPaBKy CUCTEMHbIX COODLLEHWIA NpU 3anucuM BO BCTPOEHHbLIN XypHan cobbiTu ¢ nay3oi He Gonee 3agaHHOro
napameTpa «TanmayT long poll, c».

Ha ctpanuue «Telegram Bot» (cm. pucyHok 35) ocyLLecTBNsiETCS HAaCTpOWka NapameTpoB COEOMHEHNS C CEPBEPOM
Telegram:

1) PaspelueHune pabotbl cepBuca Telegram Bot;
2) Telegram cepBep;
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3) TarmayT long poll. 3HauyeHns gaHHoro napameTpa MeHee 60 cekyHa MOryT NpUBECTM K BNOKMPOBKE CO
CTOpPOHbI cepBepa telegram:

4) Asblk TekctoBoro coobienns (EN, RU). Koguposka UTF-8
5) Maponb ans aBTOpM3aumm HOBbIX NONb30BaTENEN

[ns Ttoro 4tobbl Mcnonb3oBaTb yHKUMoHan Telegram 6oTa, HeoGXxoAMMO B MEPBYHO Ovepedb B MPUIOXKEHUU
Telegram co3gaTe 60Ta B criefytoLLeEM NOPSIAKE:

- oTnpaBbTe @BotFather komaHay /newbot. Ecnn 60T yxe co3gaH, MOXHO NOMyYnTb ero TOKeH KoMaHaon /token;

- 3ajanTe MMsi M HUKHEM HoBoro 6oTa, nocrne 4yero B OTBETHOM coobuieHnn @BotFather npegoctaBuT TOKEH
Aans poctyna yepe3 HTTP API (Buga 1111111111:AAHEDwIvnw6ggq8rrXtwddyRBX29q17Gnf4);

- jobaBbTe  [OaHHbIM  TOKEH K  agpecy cepeepa B none  Telegram cepeep B cdopmarte:
https://api.telegram.org/bot1111111111: AAHEDwIvnw6ggq8rrXtwddyRBX29q17Gnf4 n Haxxmute kHoMnKy NMpuMeHUTb.

Mocne ycnewHoOro nopaknioyeHust ycTpolicTBa K cepBepy Telegram (cTaTyc «coeAuHEHWe YCTaHOBIIEHO,
o6GHOBNEeHWe AaHHbIX B npouecce») BO3MOXHO 006aBuTb A0 10 nonb3oBaTenen, KOTOpPbIM paspelleH AOoCTyn K
[AaHHbIM YCTPOWCTBA, ANS Yero HeobxoanMo:

- creHepupoBaTb naponb Ans fobaBneHust nonb3oBaTenen (Bpems Aencteus napons 10 MUHYT);

- nonb3oBaTento B npunoxeHun Telegram fobaBuTb Co3aHHbIN 60T U BbINONHUTL KoMaHAy /login, ykasas npu
3TOM CreHepuMpoBaHHbLIA Napofb (4N yAaneHus nonb3oBaTtens yYepes npunoxeHne Telegram HyXXHO BbINOMHUTH
komaHnay /delete; ons nonydeHuss cnpaBky No KoMaHaaMm Yepes npunoxeHue Telegram HYXXHO BbIMOMHUTL KOMaHAy
/help).

{ Hactpoiika cepesepa telegram ] HacTpoiika cnucka nonb3osaternen telegram

YTo6bl co3gatb HoBoro 6oTa, otnpassTe @BotFather komaHay /newbot. Ecnv 60T yxxe co3fgaH, MOXHO NMOnyyYnTh ero TokeH komaHaou /token.
3apanTe UMA U HUKHENM HoBoro 60Ta, nocre Yero B OTBETHOM coobLeHnn @BotFather npefoctasut TokeH ans goctyna yepes HTTP API
(snpa 1111111111: AAHEDwIvnw6ggq8rrXtwddyRBX29q17Gnf4)

[lobaBbTe faHHbLIN TOKeH K agpecy cepBepa B none Telegram cepsep B hopmare:
https://api.telegram.org/bot1111111111:AAHEDwIvhw6ggq8rrXtwddyRBX29q17Gnf4 n HaxmuTe KHOMKy MNpruMeHnTb.

[na no6asneHns nonb3oBartenet HeobXoaMMO Ha JaHHOWN CTpaHuWLEe CreHepupoBaTh Naposib (BpeMs AelcTBuUa napons - 10 MuHyT), a 3aTtem
nonb3oBaTento B NpunoxeHun Telegram fo6aBuTb co3naHHbIv 60T, U BbINOMHUTL KOMaHAy /login, ykasas Mpu 3TOM CreHepupoBaHHbI Naporb.
[na ynaneHus nonb3oBaTens Yyepes npunoxeHune Telegram HYy>XHO BbINOMHUTL KOMaHAy /delete.

[Ina nony4eHns cnpaBKu No KoMaH4aM Yepes npurnoxeHue Telegram Hy>XHO BbINOMHUTL KoMaHAy /help.

3HayeHusa napameTpa "TanmanT long poll" meHee 60 cekyH, MOryT NpUBECTU K BIIOKMPOBKE CO CTOPOHLI cepBepa telegram

Pa3spelueHune pabotbl Telegram Bot
Telegram cepsep: | https://api.telegram.org/
TavimayT long poll, c: |60
A3blk coobLeHuit xxypHana: | RU v

CTaTyCI OTKITHO4YEeH

Maponb Ans peructpauum nonb3osaTenen: leHepupoBaTthb napornb

Bo Bknagke «HacTpomkm cnmucka nonb3oBatenen Telegram» (CM. pucyHok 36) npousBoguTcsl yrnpasneHve
HacTponkamu fobaBneHHbIX Nonb3oBaTtenen Telegram:

1) PaspelueHue/3anpeT 3annucy HacTpoeKk yCTPONCTBa;
2) PaspelueHune/3anpeT oTnpaBkn CUCTEMHbIX COOBLLEHNIA YCTPONCTBA NOSb30BATENIO;
3) YpaneHue nonb3oBartens
PucyHok 35 — Bup ctpaHmubl «Hactponku Telegram Bot» web-uHTepderica ycrponcrea

Hactpoiika cepeBepa telegram { HacTpolika cnucka nonb3osarenein telegram

OTcyTCTBYIOT J06aBNeHHbIe Nonb3oBaTenu Telegram

Maponb Ana pernctpaunn nonb3osaTtenen: leHepupoBaTb naponb

PucyHok 36 — Bup ctpaHumubl «Hactponku cnucka nonb3oBarenen Telegram» web-uHtepdeica yctponcrtea
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Ha paHHOM cTpaHuue (cMm. pucyHok 37) MpousBOAUTCA HAcTpolka pasMepa MnaMaTy ANs KaXOoro Moayns

(konnyecTBO  OriOKOB  MaMATK),

nepunoa 3anucn LOaHHbIX,

OpwH 6ok NamsTM MOXET COXpaHsiTb 40 32 768 Toyek 3anmcy rpadm4eckunx AaHHbIX.

a TaKkKe yaaneHue 3anucaHHbIX paHee [OaHHbIX.

BHumaHue! lNpu uameHeHun yucna ONOKOB yCTpoMCcTBa wMnvM noGoro M3 moaynen OyayT yaaneHbl
rpachmyeckme AaHHble ycTporcTBa u Bcex moaynen iNode-PM3.

Mpu u3meHeHuu nepuopa 3anucu, rpacduyeckue AaHHble U3MeHsiemoro moaynsi (ycTpoictea) 6yayT
ypaneHsbl

8.9.12 KoHdumrypaums xxypHana cobbiTum

iNode-Psense

iNode PM3 #1

iNode PM3 #2

iNode PM3 #3

iNode PM3 #4

iNode PM3 #5

iNode PM3 #6

iNode PM3 #7

Yucno
6nokos

v

Mepwuog
3anucu

Ypanutb

Yoanutb

Ypoanutb

Ypanutb

Yoanutb

Yoanutb

Ypanutb

Yoanutb

PucyHok 37 — Bup ctpaHuubl «HacTtponku rpacdhmyeckux AaHHbIX» web-MHTepdenca ycTpomcTBa

Ha ctpannue «KoHdmrypauusa KypHana coObiTun» (CM. pUCyHOK 38) OCyLLECTBIAETCH U3MEHEHME TEKCTOBbIX
COOOLLIEHUIA CUCTEMHOrO JKypHara coOblTUA Ha PYCCKOM W aHIWMCKOM £i3blkaX, a TakKe 3adaHue Tvuna coobLueHus
(COOBLLUEHUE, NPEOYNPEXOEHUE, ABAPUSA) n paspelueHve/3anpeT OTNpaBk/ COOOLLEHWS C AaHHbIM KOAOM MO

npotokonam SNMP, SMTP (E-mail), Syslog, Telegram.

Coo06LLUeHMs KypHana cobbITUiA NO3BOMSOT YKa3biBaTb OMHAMUYECKUE MEPEMEHHbIE, COXPAHSIEMbIE B MOMEHT
3anMcy coobLLEHVS B XKypHar:

~N~ - nmsa COOTBETCTBYHOLLEro gaTt4yuKka,

~l~ - HOMepP COOTBETCTBYHOLWEro AaTt4ynka,

~V~ - 3Ha4eHne napameTpa B MOMEHT BO3SHUMKHOBEHUA cobbITus.

Kog

1

2

CoobueHne (RU) CoobueHne (EN)
iNode-PSense: HanpspkeHue dasbl L1 B Hopme~V~ iNode-PSense: Normal voltage phase L1~V~
iNode-PSense: Huskoe HanpsixeHve casbl L1~V~ iNode-PSense: Low voltage phase L1~V~

iNode-PSense: Bbicokoe HanpsbkeHne ¢asbl L1~V~ iNode-PSense:
iNode-PSense: HanpspkeHue dasbl L2 B Hopme~V~ iNode-PSense:
iNode-PSense: Huskoe HanpsixeHune asbl L2~V~ iNode-PSense:
iNode-PSense: Bbicokoe HanpsikeHue casbl L2~V~ iNode-PSense:
iNode-PSense: HanpsikeHue dasbl L3 B Hopme~V~ iNode-PSense:

iNode-PSense: Huskoe HanpsixeHue casbl L3~V~ iNode-PSense:

High voltage phase L1~V~
Normal voltage phase L2~V~
Low voltage phase L2~V~
High voltage phase L2~V~
Normal voltage phase L3~V~

Low voltage phase L3~V~

iNode-PSense: Bbicokoe HanpsixeHue casbl L3~V~ iNode-PSense: High voltage phase L3~V~

iNode-PSense nameHeHo: Hactpoiiku noporos no Hanpsbke | iNode-PSense changed: Voltage threshold alarms settings

iNode-PSense: Tok ca3sbl L1 B Hopme~V~
iNode-PSense: Huakuin Tok cbasbl L1~V~
iNode-PSense: Bblcokuit Tok cpasbl L1~V~

iNode-PSense: Tok a3kl L2 B Hopme~V~

iNode-PSense: Normal current phase L1~V~
iNode-PSense: Low current phase L1~V~
iNode-PSense: High current phase L1~V~

iNode-PSense: Normal current phase L2~V~

Tun coobuieHmns

COOBLUEHNE v
ABAPUA v
ABAPUA v
COOBLUEHNE v
ABAPUA v
ABAPUA v
COOBLUEHVE v
ABAPUA v
ABAPUA v

NPEAYNPEXOEHWI

COOBLUEHNE v
ABAPUA v
ABAPUA v

COOBLUEHVE v

Snmp  Email

Syslog Telegram

PucyHok 38 — Bup ctpaHuubl «KoHdurypaums xxypHana cobbituin» web-uHrepdeica ycrponcrea
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8.9.13 HacTtpoiiku BpemeHun
YCTpPOWCTBO MNOAdEPKMBAET TPU BapuaHTa YCTaHOBKM BPEMEHW: py4yHas ycTaHOBKa 4Yepe3 web-uHTepdeic,
CVHXpOHM3auus BpemeHu oT MK n cnHxpoHn3aums Yepes HTEPHET ¢ 3agaHHbIM SNTP cepeepom.

[ns KOpPpPeKTHOro xofa BPeEMEHU HeoOXoAMMO MpaBUITbHO ykas3aTb «YacoBOM MOSIC» MECTHOCTWU, B KOTOPOW
YCTaHOBMEHO YCTPOWUCTBO.

Mocne yctaHoBKM (onara «BkmounTb cuHxpoHusauukw c cepBepom NTP» (cM. pucyHok 39) n HaxaTus
KHOMKM «MpPUMEHUTb» NPOUNCXOOUT HemenSIeHHas MomMbiTKa CMHXPOHM3aUWs BPEMEHW, AarbHelwee OOHOBIEHWE
NMPOUCXOAMWT Yepes3 NPOMEXYTKN BpeMeEHW, 3aaHHble B none «Mepnoa CUHXPOHU3aLUN, MUHYTY.

Mone «NTP cepBep» no3sonseT 3agaBaTtb Heckonbko NTP cepBepoB 4Yepes cumBonbl “npoden”, “sansTas”’. B
TakoM cry4ae yCTPOWCTBO OyAeT NooyYepedHOo MbiTaTbCA CUHXPOHW3MPOBATBLCS C KaXdblM CEPBEPOM [0 MEPBON
yCNeLIHON NOMbITKN.

Oara: |15.05.25 CuHxpoHusupoBathb gaty/Bpems c MK
Bpewms: | 16:43:40 3anucartb 3agaHHble aaty/Bpems

Yacosoit nosic: | Europe/Moscow (MSK-3)
BknounTb crHxpoHu3auuio ¢ cepsepom NTP
NTP cepsep: |pool.ntp.org

Mepuopg cuHxpoHusaummn, MuHyT: | 120

PucyHok 39 — Bup ctpaHuubl «Hactponku BpemeHn» web-uHtepdeinca ycrponcrea

8.9.14 Oo6HoBneHue MO

YcTtponctBo obecnednBaeT gyHKUMIO 0BHOBNEHMs BcTpoeHnHoro MO “Ha nety”. Onsa peanusauumn gaHHOR
(YHKUMM BCTPOEHHas NamsATb YCTPOWCTBA pa3fesfieHa Ha Asa pasgena (cM. pucyHok 40). Mpu paboTe ycTponcTea oT
ogHoro pasgena, Hoeasi Bepcud O GyaeT 3arpyxeHa B gpyron pasgen namsatu. U, nocne nepesarpysku yCTpOMCTBa,
OHO 3anycTuTCA U3 pasgena, B KOTophbli Obina ocyliecterneHa nocnegHsia 3anuck MO (npu ycnosuu, ecnin 3anuck M0
Obina BbINOMHEHA KOPPEKTHO 1 ycnelwHo). Kpome Toro, nonb3oBaTtesib MOXET BPY4YHYHO BblIOpaTb HOMEP 3arpy304HOro
pasgena (B cnydvae, ecnv BbiOpaHHbIN pasgen He COAepXWUT KOppekTHO 3arpyxeHHoro 1O, cmeHa pasgena ans
3anycka He ByaeT npousBeaeHa).

O6HoBUTH MO ycTpoincTBa: Upload

Mepesarpyska ycTpoiicTsa: Reboot

Bepcusa 3arpysuunka: b3.1
Cratyc pasfena Ne1: Partition OK, version iNode_PSense_b3_v0.0.1_May_13_2025, boot active, running
Cratyc pasfena Ne2: Partition ERROR

3arpy3ouHbiit pasgen Ne |1 YcraHoBUTL

PucyHok 40 — Bup cTtpaHuubl «HacTtponku BpemeHn» web-uHtepdeinca ycrponcrea

8.10 Be3sonacHocTb

Ha ctpaHuue «Be3sonacHocTb» (CM. pucyHoK 41) Npon3BoAMTCS CMEHA MMEHM U Napons rocTsi, Nofb3oBaTens
N agMUHUCTpaTopa:

- MpY 3agaHUM UMEHU W Napons MoNnb3oBaTens, ¢ AaHHbIMKM MapaMeTpamu aBTopu3auuM OOCTYN BO3MOXEH
TONbKO AN YTEHUS AaHHbIX CTPaHuUL, He Haxoaswmuxcs B nanke /protect.

- NpV 3a4aHnM UMEHWN M Napons agMUHUCTPATOPa, C AaHHLIMU NapameTpaMy aBTopu3auumn obecrneyeH NonHbIN
OOCTyn Ko BceM yHKUMSIM aganTepa.

Mpn oTCYTCTBMM MMEHM MONb3OBATENS W Maposns agMUHUCTPATopa, AOCTYN KO BCEM (OYHKLMAM YCTpoucTBa
BO3MOXeH 0e3 aBTopum3aunn.
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BHUMAHME: [laHHble 3anonHsaoTes 6yKBaMu TONbKO NaTUHCKOro andasuTa, Ludpamm, cneLcuMmeonamm
KnaBmaTypbl

DaHHble aBTOpU3aLMK nonb3osatens 1]

Wwms nonb3oBarens:

Maponb nonb3osarens:

DaHHble aBTOpU3aLMN agMUHUCTpaTopa T}
Mma agMuHucTpatopa: |admin

Maponb agMuHUCTpaTopa: | *****

Maponk yaanexnHoro gocryna: UN4bxE1UTFHQUrR6FmeWoEUJj3 Ypanutb
PucyHok 41 — Bup ctpaHuubl «BesonacHocTb» web-uHTepdeica yctponcrtea

Kpome Toro, oa AaHHOWM CTpaHuue NPoM3BOAMNTCS HAacCTpOWKa Naporns yaaneHHoro goctyna. [aHHbIi naposb
MO3BONSAET CUMTbIBATb AaHHbIE C YCTPOWCTBA, a TaKkkKe NPOM3BOANTL HACTPOWKN YCTPOWUCTBA C YNPOLLEHHOWN
aBTopu3aumen (cMm. npunoxeHue b).

BHumaHue! Maponb yganeHHOro AocTyna AOMKEH XPaHUMTLCH B CeKpeTe OT MOCTOPOHHUX nul, T.K. OH
no3BonseT ynpaBnsaTb HacCTPOMKaMu ycTpoicTea. B cnyvyae yTepu nnu komnpomMeTtauuu napons yaaneHHoro
JoCcTyna Heo6XxoAMMO MOBTOPHO CreHepupoBaTb HOBLIM naponb, nNu6o yaanutb ero. lMocne ypaneHus
napons yaaneHHoro 4ocTyna, ynpouweHHbIA Cnocob aBTopusaumm He 6yaeT AOCTYMEH.

BHumaHue! B clniy4yae OTCyTCTBuUSA Heo6XxoAuMOCTU B ynpou.leHHoﬁ aBTopusauum, Heobxogumo yaanutb
napoJsib ygarieHHOro gocryna.

8.11 CepBuc

Ha gaHHol cTpaHuue (CM. pucyHOK 42) ocyLLIeCTBISIETCA coXpaHeHne/3arpyska CUCTEMHBIX NapamMeTpoB,
TEKCTOBbIX AaHHbIX XypHana cobbITUA, a Takke OYUCTKA XXypHarna cobbITuiA, Nnepeaarpyska MUKpOKOHTporepa
yCTpOKCTBa, COpPOC BCEX NapaMeTPOB YCTPOMCTBA Ha 3HAYEHUs! MO YMOYaHWIo.

CoxpaHWUTb CUCTEMHYIO KOHUrypaLuio: Download Sys
3arpyanTb KOHUrypaumio: Upload
OUnCTUTB XKypHarn cobbITUit: Clear Log

Mepesarpyska ycTpoiicTaa: Reboot

C6poc napameTpoB Mo YMOMYaHUIo: Set Defaults
PucyHok 42 — Bup ctpaHuubl «CepBuc» web-uHtepdeinca ycrponcrea

8.12 UuBeHTapu3aumsa

Ha CTpaHuue <<V|HBeHTapVI3aL|I/IiI» (CM. PUCYHOK 43) OCyLUEeCTBIAETCA 3adaHune MHd)OpMaLl,VIVI O TeKyllem
pacnonoxeHnn yCTpOI7|CTBa, a TaKkke 0T06pa)KaeTC$| I/IH(bOpMaLI,VIﬂ [0} CepVIl7IHOM HOMeEpe yCTpOVICTBa, BEPCUM 3arpys3ynka u
Bepcum MO ycTpoiicTea.

PacnonoxeHue:
CepwuiitHbIi Homep: | 000000000
Bepcusa 3arpysuvka: b3.1

Bepcua MO: iNode_PSense_b3 v0.0.1_May_13_2025

PucyHok 43 — Bup ctpaHuubl «MHBeHTapusauusa» web-uHTepdenica yctpomcrea
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8.13 XypHan cobbiTnn

Ha gaHHol cTpaHuue (cMm. pucyHok 44) oTobpaxatloTcsl CrMCKOM COGbITUS YCTPOMCTBA, a Takke AaTa/BpemMs
npov3soLueawmx cobbITuiA 1 obLLee KONMYECTBO 3annceit B XypHare.

O61bem xypHana coobuieHnin 4000 3anucen. >KypHan cobbITUIn UMEET KONbLIEBYIO CTPYKTYPY, MPY NEPENOSTHEHMN
XXypHarna 1 BO3HUKHOBEHMMN HOBbIX CODOLITUIA, YAANAKTCA CaMble paHHUE 3anuCHu.

Yucno 3anucen xypHana: 170

Oata/Bpemsi Coob6ueHune
15.05.25/16:47:53.573  N3ameHeHo: ViMa nonb3osarens, napons
15.05.25/16:43:40.475  3meHeHo: HacTpoiikv BpemeHu
14.05.25/18:30:25.756  Hu3koe HanpseHue pesepsHoro nuTtaHus iNode-PSense
14.05.25/18:30:01.424  iNode-PSense: Huskoe HanpshxkeHue dasbl L1 (VAL=53.093 V)
14.05.25/18:30:01.156  OTkntoyeHo anekTponuTaHue iNode-PSense
14.05.25/17:35:00.855 Owwunbka ob6HoBnNeHWsa BpeMeHn Yepe3 SNTP
14.05.25/17:32:51.004  PeneiiHbiit Bbixog Ne1: BkntoueH
14.05.25/17:32:50.860 Mogynb PM3 #1: OTKnto4eH
14.05.25/17:32:43.100  iNode-PSense: Huskoe HanpshxeHue dasbl L3 (VAL=0.000 V)
14.05.25/17:32:43.100  iNode-PSense: Huskoe HanpsixeHue casbl L2 (VAL=0.000 V)
14.05.25/17:32:40.273  iNode-PSense: BkntoyeH

PucyHok 44 — Bup ctpaHuubl «XKypHan cobbiTuin» web-mHTepdenca ycTtpomcTBa

8.14 Logout

KHorka «Logout» 0ToGpaxaeTcsl B MEHIO YCTPOWCTBA TOSBKO MOCIE BBOAA KOPPEKTHBIX YYETHBIX AAHHBIX (CM
n.8.10 naHHoro PJ). B 3aBUCUMOCTY OT YPOBHSI NMPUBUIETAN TEKYLLETO NONbL30BaTeNs Ha KHOMKe ByaeT oTobpaxaTbes
Haanmcb «AgMUHUCTpaTop» unu «Monb3oBartenby.

HaxaTne kHonkn «Logout» B MeHIO yCTpOMCTBA MHMLMUPYET NPOLLECC BbIXOA4A (3aBEPLUEHNE CECCUM) TEKYLLETO
nons3oBatend. B xoge gaHHOM npoueaypbl ayTeHTU(PMKALNOHHbBIE AaHHbIe yOansTcs C KIMEeHTCKOro YCTPOMCTBA.
OTO npepoTBpallaeT aBTOMATUYECKMA [OCTYN K YHKUMOHany web-uHTepdgenca ycTporctea, Tpebyowemy
creumanbHbIX NpUBMMErMiA, Npy nocneayoLlmMx 3anpocax 40 MOMeHTa MOBTOPHOro BBOAA YYETHbIX AaHHbIX. Kpome
TOro, MpoLUEecC BbIXOAA BLINOMHAETCS aBTOMaTU4eckm no wucrtedeHum 30-mumHyTHOro nepuoga 6e3gencTBus
nonb3oBaTens, a Takke Npu nepesarpyske yCTpOMUCTBa.

9 COpoc napamMeTpoOB Ha 3Ha4YE€HUS MO YMOJYAHUIO

[nsa c6poca napameTpoB Ha 3HAYEHNS MO YMONYaHNio HeOGX0AMMO HaxaTb KHOMKY «Rst.» Ha nepedHeit NaHenu
YCTPOICTBA U yAepXUBaThb B TedeHne 5-8 cekyHa A0 nepesarpysku MUKPOKOHTponsepa.

10 TpaHcnopTupoBaHWe U XpaHeHue

TpaHcnopTMpoBaHWe YCTPOMCTBA [OOSPKHO OCYLLECTBMAATLCS B YMAKOBKE NPEeAnpuUsTUA-U3rOTOBUTENSA Npw
TemnepaType okpyxatowen cpegbl - 50 °C + 50 °C n BepxHeM 3Ha4YeHUM oTHOcUTeNbHOW BnaxHoctn Ao 100 % npu
Temnepatype 25 °C).

Bo Bpemsi norpy3o4Ho-pasrpy3ouHbix paboT M TpPaHCMOPTUPOBAHMS YMNAKOBKM YCTPOWCTBA HE LOJSIKHbI
noaBepraTbCsl Pe3kUM yaapam v BO34eNCTBUI0 aTMOCHEPHbBIX OCaZKOB.

XpaHeHWe YCTPOMCTB [OOJPKHO OCYLLECTBAATLCA B YNaKoOBKE NPEANnpUSATUS-U3rOTOBUTENSA B 3aKPbITbIX
noMeLLeHnaX Npu TemnepaType okpyxatowero so3gyxa 0 °C + 40 °C, cpegHEMECSYHON OTHOCUTENBHOW BIIAXKHOCTU
80 % npu Temnepatype 25 °C. Okpyxawwasi cpega He OOfKHa coAepXaTb XMMMYECKU aKTUBHbIX BELLECTB,
BbI3bIBAKOLLNX KOPPO3MM METarsoB.
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PucyHok A.1 — Cxema nogkntodeHns iNode-PSense V3 k ogHoda3HoOM ceTu nepeMeHHOro Toka
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PucyHok A.2 — Cxema nogkntovenuns iNode-PSense V3 k TpexdasHon ceTn NepeMeHHOro Toka
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NPUNOXEHMUE b
OnucaHue dopmara cparinos JSON

1 OO6uwee onucaHue popmarta AaHHbIX

1.1 [anHble B popmate JSON npeacraBneHbl B Buae 06bekToB/MaccuBoB 0OBHEKTOB (B Cryvae Hanmunsi HECKOSbKNX
0OBEKTOB OOHOrO TUMA) C UX 3HAYEHNSIMU B BUJE:
“object_name”:{ “object“:“object_name“,“parameter 1“:“value 1%,...“,“parameter N“:“value N}
unu (48 MaccuBOB OOBLEKTOB B CIlyHae Hanm4yns HECKONbKUX OOBEKTOB OO4HOr0 TUMa)
“objects_name”:[{“object“:“objects_name*,”id”:”1”,“parameter 1.1“:“value 1.1%,...“,“parameter 1.N“:“value 1.N“},...,
{ “object“:“objects_name*“,”id”:”K”,“parameter K.1“:“value K.1%,...“,“parameter K.N“:“value K.N“}]
1.2 3anucb HacTpoek NapameTpoB ocyLlecTensieTcs no npotokony HTTP 3anpocamu POST B chopmare:
object_name={“parameter 1“:“value 1,...“,“parameter N“:“value N“}
unm (4ns MaccuBOB OOBLEKTOB B CIlydae Hanm4yns HECKOMNbKNX 0OLEKTOB OQHOMO TUNa)

11}

objects_name=[{ ”id”:”1”,“parameter 1.1“:“value 1.1%,...“,“parameter 1.N“:“value 1.N“},...,
7id”:”K”,“parameter K.1“:“value K.1%,...“,“parameter K.N“:“value K.N“}]
Mpn 3anncy HacTpoeK ykasblBalOTCA TOMbKO Te napameTpbl (M Te OObeKTbl), KOTopble HEOOXOAUMO W3MEHMUTb.
Heyka3saHHble napamMeTpbl COXPaHAT 3HAYEHUs], yCTaHOBIEHHbIE 4O U3MEHEHMS

Heobxoaumble 3aronosku POST 3anpoca: “Content-Length”.

BHumaHue! [lpu otnpaBke POST 3anpoca Heo6XoA4MMO B [AaHHbIX MNpeABapUTENIbHO MPOM3BECTU
3KkpaHupoBaHue cneucumBonoB HTTP: % (%25), & (%26), = (%3D), + (%2B), ? (%3F)

1.3 AsTOpM3auus Npu yaaneHHoOM A0CTyne K AaHHbIM YCTPONCTBA MOXET OCYLLEeCTBATLCH B YNPOLLEHHOM BUAe.
Ons aToro Heo6xoamMmo:

1) MNepenTn Ha cTpaHuLy web-nHTepdenca ycTporcTea “be3zonacHocTtb”.

2) B pasgene “Maponb yaaneHHoro 4octyna” HaxaTb Ha KHOMKy “'eHepupoBath”

3) CosgaHHbI Naponb GyaeT cCoxpaHeH B YCTPOWCTBE M C €ro NMOMOLLbI0 MOXHO MOfyyaTb AaHHble C YCTPOMCTBA U
3anucbiBaThb AaHHbIE B YCTPOWCTBO.

BHumaHue! I'Iaponb yaaneHHoro goctyna AOOoJiKeH XPaHUTbCA B CeKpeTe OT NOCTOPOHHUX nuy, T.K. OH
no3BosisAeT ynpaBndaTb HaCTpOﬁKaMVI yCTpOﬁCTBa. B criy4vyae yTepu Ui KoMmnpomeTtauum naponsa yganeHHoro
aocTtyna Heobxoaumo NMOBTOPHO cCreHepupoBaTtTb HOBbIN naporb, nméo yAanutb ero. Mocne yaaneHus
naponsa yganeHHoro gocrtyna, YKa3aHHblﬁ B AaHHOM pa3sgere cnoco6 aBTopusalunm He 6yJJ.ET AOCTyneH

4) Vicnonb3ynte gaHHbIN naponb B kaxxgom GET n POST 3anpoce k yctponcTsy B kadectBe GET aprymeHTa
nmeHewm id_token, B opmare:

http:/l[ip-agpec]/[nyTb k dhanny]/[umsa pannal?id_token=[naponb yaaneHHoro gocrtynaj
Cnncok hannoB AaHHbIX, pacnonoXeHHbIX B YCTPOMCTBE U AOCTYMNHbIX Ast YTEHMs/3anucy NpeacTaBneHbl B Tabnvue 5.

2 OnucaHue gaHHbIX JSON

2.1 ®ann AaHHbIX, OTOOpaxaeMbIX Ha rmaBHOM cTpaHuue /index.json

[aHHbIN dhann OoCTyNeH TONbKO ANS YTEHUs

dann cogepkmT 0O6bEKTbl AaHHbIX MOAYNSA KOHTPONS MapameTpoB afekTponutaHus (cM. n.n. 2.2 npunoxexus b),
penerHoro Beixoga (cM. n.n. 2.4 npunoxeHus B), OMCKpeTHbIX BXogoB (CM. n.n. 2.5 npunoxeHusa B) n undgposbix
AaTtymkoB (cm. n.n. 2.6 npunoxerns b).

[aHHbIN dhann OoCTyNeH TONbKO ANS YTEHUsI

2.2 ®ann AaHHbIX MOAYNSA KOHTPOJSS NapamMeTpPoB 3J1IeKTPONUTaHUA /pwr.json
[aHHbIN dhann OoCTyNeH TONbKO ANS YTEHUs
dann coaepXnT AaHHble MOAYNSA KOHTPONSA NapaMeTpoB 3MeKTPOnUTaHus

2.2.1 OObekT “pwr_data”
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 0O6bekTa json).

3Ha4veHune napameTpa: “pwr_data”.
2) “frequency” — 4yacToTa HanpsXKeHUs KOHTponupyemowm cetu, .
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3) “freq_status” — cTatyc 4yacToTbl HaNPsHPKEHUST KOHTPONMPYEMOW CETW.
BoamoxHble 3HayeHnsa napameTtpa: “normal”’ — yactoTa B HopmMme, “low” — HU3Kkag yactoTa, “high” — Bbicokas yacToTa,
“disconnected” — Mmoaynb KOHTPONS NapamMeTpoB SNEKTPONUTAHUS OTKIMIOYEH.

4) “voltage” — MaccyB OENCTBYIOLMX 3HAYEHU dhasHbIx HanpshkeHun [L1, L2, L3] koHTponupyemow ceTtu, B.

5) “volt _status” — maccuB cTtaTycoB OeNCTBYHOLINX 3Ha4YeHU asHbix Hanpsbkennn [L1, L2, L3] koHTponupyemowm
ceTu.

BoamoxHble 3HauyeHUsa napameTtpa: “normal”’ — HanpsbkeHue B HopMme, “low” — H13koe HanpshkeHue, “high” — Beicokoe
HanpsbkeHue, “disconnected” — Moayrnb KOHTPOS NApaMeTpPOB SMNEKTPONUTAHUS OTKIOYEH.

6) “current” — MaccuB OENCTBYOLLMX 3HAYEHMI TOKOB dha3 1 cymmapHbin Tok [L1, L2, L3, Ls] koHTponupyemon cetu, A.

7) “curr_status” — maccumB cTaTycoB AENCTBYIOLLMX 3HAYEeHUA TOKOB hpa3 M cymmapHoro Toka [L1, L2, L3, Ls]
KOHTPONMpyeMOWn CeTu.

BoamoxHble 3HaueHua napametpa: “‘normal’” — Tok B Hopme, “low” — Huskui  TOK, “high” — BbICOKUN TOK,
“‘disconnected” — Mmoaynb KOHTPONS NapamMeTpoB SNEKTPONUTAHUS OTKIMIOYEH.

8) “powers” — maccuB NOSHbIX MOLLHOCTEN hba3 M CymmapHas nonHas MowHocTb [S1, S2, S3, Ss] KoHTponupyemom
ceTu, KBA.

9) “powerp” — MaccuB aKTMBHbIX MOLLHOCTEN (a3 U CyMMapHasa akTuBHasi MOLLHOCTL [P1, P2, P3, Ps] koHTponupyemoi
ceTu, KBT.

10) “powerq” — MaccuMB peakTMBHbIX MOLLHOCTEM a3 M CyMMapHas peakTMBHasa MowHocTb [Q1, Q2, Q3, Qs]
KOHTponupyemowu ceTn, KBAp.

11) “pfactor’ — maccuB KoadhpmUMEHTOB MOLLHOCTU Harpy3ku cas [pf1, pf2, pf3] koHTponmpyemon cetu, %.

12) “cfactor’ — maccuB koachduumeHToB amnnmMTyabl Toka gas [cf1, cf2, cf3] koHTponupyemon cetn, %.

13) “thdv’ — maccuB K03hpMUNEHTOB NCkakeHWst HanpsbkeHusa das [thdv1, thdv 2, thdv 3] koHTponupyemoii cetn, %.
14) “thdi” — maccumB KoacbpMLUMEHTOB NckaxeHust Toka das [thdi1, thdi 2, thdi 3] koHTponupyemon cetn, %.

15) “angle_uu” — mMaccvB 3Ha4YeHMI YIMOB MeXOy BeKTopaMu HanpsbkeHun a3 [eL1L2, o¢L2L3, o¢L3L1]
KOHTpONMpyemoim ceTn,’.

16) “angle_iu” — MaccuB 3Ha4YeHWI YIIOB MEXAy BEKTOPAMM TOKOB M HanpshkeHnn a3 [@1, 2, 3] KOHTponmMpyemon
cetn,’.

17) “angle_status” — maccyB cTaTycoB 3HA4YEHUI TOKOB OJ151 KOHTPOSS YITIOB MOXOY BEKTOPAMU TOKOB U HAMPSHKEHWIA
da3 [est1, epst2, est3].

Bo3moxHble 3HaveHus1 napameTpa: “not present” — 3Ha4YeHMe TOKa CIIMLLKOM Marno A1 KOPPEKTHOTO U3MepEeHnst yrna
MeXay TOKOM 1 HanpshkeHuem ¢has, “present” — 3Ha4YeHVe TOka JOCTATOYHO 4715 KOPPEKTHOrO U3MEPEHUS yria Mexay
TOKOM M HanpsbkeHvem das.

18) “phase_rot” — ctaTyc YepenoBaHusa a3 HaNPSHKEHNIA KOHTPONMPYEMOW CETU.

Bo3moxHble 3HadeHuss napameTpa: ‘normal’ — uyepenoBaHWe a3 HanpskeHW B Hopme, “error” — owimnbka
YyepepoBaHusa a3, “no data” — HeT AaHHbIM O YepegoBaHUM HanpsKeHun a3 (Modynb KOHTPONS napameTpoB
3NEKTPONUTAHMSA OTKITHOYEH).

19) “status” — craTyc Mogyns KOHTPOSS NapamMeTpPOB ANEKTPONUTAHKS.

Bo3moxHble 3HayeHus napametpa: “‘not init” — He uHMUManuanpoBaH, “ok” — B Hopme, “error’ — owunbka Moayns
KOHTpOns napameTpoB anekTponuTaHus, “disconnected” — mMogynb KOHTpPOMNs MnapameTpoB SMEeKTPOnUTaHus
OTKIHOYEH.

2.3 ®aunn aaHHbix moaynen pacwmpenus iNode-PM3 /pm3.json

[aHHbIN dhann OoCTyNeH TONbKO ANS YTEHUsI

dann cogepXnt AaHHble moaynen paclumpeHus iNode-PM3

2.3.1 O6bekT “pm3_data”

1) “object’ — nmsa obbekTa (coBnagaeT ¢ UMeHeM oObekTa json).

3HaveHne napameTpa: ‘pm3_data”.

2) “id” — uHpekc obbekTa moayns pacmpeHus iNode-PM3 B json maccrBe (HOMep MOgyns paclunpeHuns).
[unanasoH sHavyeHun napameTpa: 1..7.
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3) “serial’ — cepuiiHbIN HOMEP MOAYNS paclimpenus. nnHa cTpokn 9 CMMBOIIOB.
4) “name” — ums Moaynsa pacmpenuns. [nuHa ctpoku He 6onee 32-x CMMBOSIOB.
5) “frequency” — yacTtoTa HanpsXeHUss KOHTponupyemom cetu, Iu,.

6) “freq_status” — cTatyc 4yacToTbl HaNPsHPKEHUST KOHTPONMPYEMOW CETW.

BoamoxHble 3HayeHnsa napameTtpa: “normal”’ — yactoTa B HopmMme, “low” — HU3Kkag yactoTa, “high” — Bbicokas yacToTa,
“‘disconnected” — Moaynb pacLUMPEHNsT OTKINIOYEH.

7) “voltage” — maccmB OenCTBYIOLLMX 3HAYeHWI dhasHbIxX HanpsbkeHni [L1, L2, L3] koHTponupyemoli ceTu, B.

8) “volt _status” — maccuB cTtaTycoB OeNCTBYHOLINX 3Ha4YeHU asHbix Hanpsbkenun [L1, L2, L3] koHTponupyemowm
ceTu.

BoamoxHble 3HauyeHUsa napameTtpa: “normal”’ — HanpsbkeHue B HopMme, “low” — H13koe HanpshkeHue, “high” — Beicokoe
HanpsbkeHue, “disconnected” — Moayrnb paclUMPEHUs OTKITHOYEH.

9) “current” — MaccuB OEVNCTBYIOLLMX 3HAYEHMI TOKOB dha3 1 cymmapHbin Tok [L1, L2, L3, Ls] koHTponupyemon cetu, A.

10) “curr_status” — maccuB cTaTycoB OENCTBYHOLIMX 3HAYEeHUA TOkoB ha3 M cymmapHoro Toka [L1, L2, L3, Ls]
KOHTPONMpyeMOWn CeTu.

BoamoxHble 3HaueHua napametpa: “‘normal’” — Tok B Hopme, “low” — Huskui  TOK, “high” — BbICOKUN TOK,
“‘disconnected” — Moaynb pacLUMPEHNsT OTKINIOYEH.

11) “powers” — MaccuB MOMHbIX MOLLHOCTEN a3 U cymmapHas nornHasi MowHocTb [S1, S2, S3, Ss] koHTponmpyemon
ceTu, KBA.

12) “powerp” — MaccuMB akTMBHbIX MOLLUHOCTEM ba3 W CyMMapHasi akTMBHas MoliHocTb [P1, P2, P3, Ps]
KOHTponunpyemom ceTu, KBT.

13) “powerq” — MaccuMB peakTMBHbIX MOLLHOCTEM a3 M CyMMapHas peakTMBHasa MowHocTb [Q1, Q2, Q3, Qs]
KOHTponunpyemowu ceTn, KBAp.

14) “pfactor’ — maccuB KoadhpMUMEHTOB MOLLHOCTU Harpy3ku cas [pf1, pf2, pf3] koHTponmpyemon cetu, %.

15) “cfactor’ — maccuB koachduumeHToB amnnmMTyapl Toka gas [cf1, cf2, cf3] koHTponupyemon cetn, %.

16) “thdv’ — maccuB KO3hPMUNEHTOB NCkaxkeHnst HanpsbkeHusa das [thdv1, thdv 2, thdv 3] koHTponupyemoii cetn, %.
17) “thdi” — maccmB KoacbmLUMEHTOB nckaxeHust Toka das [thdi1, thdi 2, thdi 3] koHTponupyemon cetn, %.

18) “angle_uu” — mMaccvB 3Ha4YeHMI YIMOB MeXay BeKTopaMu HanpsbkeHun a3 [eL1L2, o¢L2L3, o¢L3L1]
KOHTpONMpyemoim ceTn,’.

19) “angle_iu” — MaccuB 3Ha4YeHWI YIIOB MEXAy BEKTOPAMM TOKOB M HanpshkeHu a3 [@1, 2, 3] KOHTponmMpyemon
cetn,’.

20) “angle_status” — maccyB cTaTycoOB 3HAYEHUI TOKOB AJ151 KOHTPOSS YITIOB MOXOY BEKTOPAMU TOKOB W HAMPsHKEHWI
da3 [est1, epst2, est3].

Bo3moxHble 3HaveHus1 napameTpa: “not present” — 3Ha4YeHMe TOKa CIIMLLKOM Marno A1 KOPPEKTHOTO U3MepEeHnst yrna
MeXay TOKOM 1 HanpshkeHuem ¢has, “present” — 3Ha4YeHVe TOka JOCTATOYHO 41151 KOPPEKTHOrO U3MEPEHUS yria Mexay
TOKOM M HanpsbkeHvem das.

21) “phase_rot” — ctaTyc YepenoBaHusa a3 HaNPSHXKEHNUIA KOHTPONMPYEMOW CETU.

Bo3moxHble 3HadeHuss napameTpa: ‘normal’ — uyepefoBaHWe a3 HanpskeHW B Hopme, “error” — olimnbka
YyepepoBaHusa a3, “no data” — HeT AaHHbIM O YepefoBaHUM HanpskeHun a3 (Modynb KOHTPONs napameTpoB
3NEKTPONUTAHMSA OTKITHOYEH).

22) “status” — ctaTyc MoAgynsi KOHTPOSS NapamMeTPOB ANEKTPONUTAHNS;

Bo3moxHble 3HayeHus napametpa: “‘not init” — He uHMUManuanpoBaH, “ok” — B Hopme, “error’ — owunbka Moayns
KOHTPOIs napameTpoB anekTponutaHus, “disconnected” — moaynb pacliMpeHnst OTKIOYEH.

2.4 ®ann AaaHHbIX penenHoro Bbixoaa /routput.json

[aHHbIN dhann OoCTYNeH TONbKO ANS YTEHUsI
dann cogepXxuT gaHHbIE penenHoro BbIXxoaa

2.4.1 OObekT “routput’
1) “object’ — nmsa obbekTa (coBnagaeT ¢ UMeHeM 0ObeKTa json).

3HaveHne napameTpa: “routput’.
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2) “state” — TekyLlee COCTOSIHME PENEHOro BbIXOAa.

Bo3moxHble 3HaveHuss napameTtpa: “‘off’ — penenHbIn BbIXO4 BbLIKIIOYEH. “On” — pEenenHbl BbIXOL BKIOYEH,
“‘unknown” — COCTOSIH/E PENEHOro BbIXOAa He onpeaeneHo (BbIXO4 OTKMOYEH, HENCMPABEH).

3) “ctimer” — Tekyllee 3Ha4YeHWe TaiMepa penerHoro BeIxo4a.

4) “maction” — 3agaHHOe feNCTBME PYHHOTO YNpPaBneHUs penenHbiM BbIXO40M.

Bo3moxHble 3HadeHusi napameTpa: “off’ — BbIKMOUUTL peneriHbIi BbIXO4. “Oon” — BKIOYUTH PENENHbIN BbIXOA,
“disabled” — py4HOe ynpaBneHue peneriHbIM BbIXOAOM OTKIHOYEHO (@aBTOMaTU4eckoe YynpaBlieHWe penenHbiM
BbIXOO0M).

5) “timer_set” — 3apgaHHOe 3Ha4YeHne TariMepa penenHoro Bbixoaa.

6) “name” — nvs penenHoro Bbixoda. [nvHa cTpokun He Gonee 32-x CMMBOIIOB.

7) “source” — maccuB 13 10 ICTOYHMKOB aBTOMATMYECKOTO YNPaBNEHUSA pPeNenHbIM BbIXOO0M.
Bo3MOXHble 3Ha4YeHNs1 NnapameTpa:

“disabled” — oTkntoyeH “tempW2_low” — gatunk Temnepatypsbl 1-wire 2. Hu3kas Temneparypa
“dinput 1” — guckpeTHbI Bxoa 1 (aBapusi) “tempW2_high” — gatunk Temnepatypbl 1-wire 2. Boicokasi Temnepartypa
“dinput 2" — guckpeTHbIV Bxoa 2 (aBapusi) “tempW2_norm” — gatynk TemnepaTtypsbl 1-wire 2. B Hopme
“temp1_low” — gaTyuk Temnepatypsbl 1. Hnuskas remnepatypa “tempW2_disconn” — gatunk TemnepaTtypsbl 1-wire 2. OTknOYeH
“temp1_high” — gaTuuk TemnepaTtypsbl 1. Boicokasi TemnepaTypa “tempW3_low” — gatyunk Temnepatypsbl 1-wire 3. Hu3kas Temnepatypa
“temp1_norm” — gaTyuk Temnepatypsbl 1. B Hopme “tempW3_high” — gatunk Temnepatypbl 1-wire 3. Boicokasi Temnepartypa
“temp1_disconn” — gaTyuk Temnepatypbl 1. OTKNOYeH “tempW3_norm” — gatynk TemnepaTtypsbl 1-wire 3. B Hopme
“temp2_low” — gaTyuk Temnepatypsbl 2. Huskas remnepatypa “tempW3_disconn” — gatunk TemnepaTtypsbl 1-wire 3. OTknoYeH
“temp2_high” — gaTyuk TemnepaTtypsbl 2. Bbicokasi TemnepaTypa “tempW4 low” — gatunk Temnepatypbl 1-wire 4. Hu3kas Temnepatypa
“temp2_norm” — gaTyuk Temnepatypsbl 2. B Hopme “tempW4 _high” — gatunk Temnepatypbl 1-wire 4. Boicokasi Temnepartypa
“temp2_disconn” — gaT4uk Temnepatypbl 2. OTKNOYEH “tempW4 _norm” — gatunk TemnepaTtypsbl 1-wire 4. B Hopme
“temp3_low” — gaTuuk Temnepatypbl 3. Huskas remnepartypa “tempW4 _disconn” — gatunk TemnepaTtypsbl 1-wire 4. OTknOYeH
“temp3 _high” — gaTuuk TemnepaTtypsbl 3. Bbicokasi TemnepaTypa "freq_low"

“temp3_norm” — gaTyuk Temnepatypbl 3. B Hopme "freg_high"

“temp3_disconn” — gaTuuk Temnepatypbl 3. OTKNOYEH "freq_norm"

“temp4 _low” — gaTyuk Temnepatypsbl 4. Hnuskas remnepatypa "voltL1_low"

“temp4 _high” — gaTuuk TemnepaTtypsbl 4. Boicokasi TemnepaTypa "voltL1_high"

“temp4 _norm” — gaTyuk Temnepatypbl 4. B Hopme "voltL1_norm"

“temp4_disconn” — gaTyuk Temnepatypbl 4. OTKNOYEH "voltL2 low"

“tempH_low” — gatunk BnaxHoctu. Hnuskas Temnepatypa "voltL2 high"

“tempH _high” — gatunk BnaxHocTtu. Beicokasi TemnepaTypa "voltL2_norm"

“tempH_norm” — gatymk BnaxHoctu. TemnepaTypa B Hopme "voltL3 low"

“hum_low” — gaTymnk BnaxxHocTu. Hu3kas BNaXHoCcTb "voltL3 high"

“hum_high” — gatumk BnaxHocTu. Beicokas BNaXHOCTb "voltL3 norm"

“hum_norm” — gatymk BnaxHocTn. BnaxHocTb B HOpme "currL1 low"

“hum_disconn” — gatyuk BnaxxdHoctn. OTKNYEH "currL1_high"

“tempP_low” — gaTyuk gaBneHus. Huskasi Temnepatypa "currL1_norm"

“tempP_high” — natunk gaBneHwusi. Belcokas Temnepartypa "currL2_low"

“tempP_norm” — gatuuk gaBneHus. Temnepartypa B HOpMe "currL2_high"

“press_low” — patymk gasnexHus. H1u3koe gaBnexHue "currL2 norm"

“press_high” — patynk gaBnexus. Beicokoe aaBnexHme "currL3 low"

“press_norm” — gatyvk gasneHus. [JaBneHve B HopMe "currL3_high"

“press_disconn” — natymk gasnexHus. OTKIOYeH "currL3 norm"

“tempW1_low” — gatunk Temnepatypsbl 1-wire 1. Huskas "currL1L3_low"

Temneparypa

“tempW1_high” — patunk Temnepatypbl 1-wire 1. Beicokas "currL1L3_high"

Temneparypa

“tempW1_norm” — gatynk TemnepaTtypsbl 1-wire 1. B Hopme "currL1L3 _norm"

“tempW1_disconn” — gatunk TemnepaTtypsbl 1-wire 1. OTknoYeH

8) “action” — maccuB 13 10 3agaHHbIX 4ENCTBMIA aBTOMATUYECKOIO yNpaBieHns PpeNeNHbIM BbIXOLOM.

Bo3moxHble 3HaveHus napameTpa: “off” — BbIKMOUNTb penenHbii BeiIXod. “on” — BKITHOYUTL PENenHbIN BbIXoM,
“‘disabled” — aBTomMaTNyeckoe ynpasneHue penenHbIM BbIXO40M OT AaHHOrO MCTOYHMUKA OTKIMIOYEHO.

9) “log” — chnar paspeLueHunst 3anncu B XXypHan coObITUIA 4ENCTBUIA PENENHOTO BbIXOAaA.
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BoamoxHble 3HauyeHus1 napameTpa: “disabled” — 3anuck 3anpelleHa, “enabled” — 3anuck paspelueHa.

2.5 ®ann AaHHbIX AUCKpPeTHbIX BxoaoB /dinputs.json

[aHHbIN dhann OoCTyNeH TONbKO ANS YTEHUsI

dann cogepk1T gaHHbIE ANCKPETHBLIX BXOAOB

2.5.1 Maccue obbekToB “dinputs”

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3HaveHne napameTtpa: “dinputs”.

2) “id” — nHgekc obbekTa AUCKPETHOrO BXo4a B jsSON MaccuBe (HOMep AMCKPETHOro Bxoaa).
[unanasoH sHavyeHun napameTpa: 1..2.

3) “status” — Tekywmn cTaTtyc ANCKPETHOrO BXOAA.
BoamoxHble 3HaveHus napameTpa: “normal’ — OUCKpeTHbIM BXoA B HOpmMme, “alarm” — aBapusi AUCKPETHOro Bxoaa,
“‘disconnected” — AnCKpeTHLIN BXO OTKMOYEH.

4) “alarmCnt” — c4yeTuMK aBapuii QUCKPETHOrO BXoaa.
[wnanasoH sHavyeHun napameTpa: 0..16777216.

5) “name” — nvs guckpeTHoro Bxoaa. [invHa cTpoku He 6onee 32-x CMMBOIIOB.
6) “type” — TMn AMCKpEeTHOro Bxoaa.

Bo3amoxHble 3HauyeHust napameTpa: “normal-opened” — HopMarbHO-pa3oMKHYTbIA, “normal-closed” — HopmanbHO-
3aMKHYTbIR, “normal-opened-trig” — HOpManbHO-PaA3OMKHYTLIA KOHTaKT B pexume Tpurrepa, “normal-closed-trig” —
HOpPMarbHO-3aMKHYThIA KOHTaKT B pexunmMe Tpurrepa.

7) “dtimer’ — Tanmep 3agepXXk1 BKITFOYEHUS] aBapuUn ONCKPETHOIO BXOAaA.

[vanasoH 3Ha4yeHun napametpa: 0..99 c.

8) “altimer” — Tanmep 3a4ep>KKM OTMEHBLI aBapuy AUCKPETHOTO BXoAa.
[wvanasoH 3Ha4yeHun napameTpa: 0..99 c.

9) “log” — chnar paspeLueHust 3anncy B XXypHan CoObITUIA OUCKPETHOrO BXoaa.

BoamoxHble 3HauyeHust napameTpa: “disabled” — 3anuck 3anpelleHa, “enabled” — 3anuck paspelueHa.

10) “trigen” — donar paspeLueHunst 6rI0KMPOBKM aBTOMATUYECKOTO OTKITHOYEHUSA aBapumn ONCKPETHOroO BXoAa.
BosmoxHble 3HaueHuss napametpa: “disabled” — 6GnokupoBka oTknoyeHa (aBapusi OTMEHWUTCH aBTOMaTU4eCcKM),
“enabled” — GriokMpoBka BkNtoYeHa (aBapusi He OTMEHUTCS 4O e€ pyyHoro copoca).

2.6 ®ann AaHHbIX LUhPOBLIX AATYMKOB /sensors.json

[aHHbIN dhann OoCTYNeH TONbKO ANS YTEHUsI
dann coaepXknT AaHHble UUMGPOBLIX 4aTYNKOB TeMMNepaTypbl, BNAXKHOCTU, AAaBNEHNUS.
2.6.1 OGbekT “sensors”
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HaueHne napameTpa: “sensors’.
2) “id” — uHgekc obbekTa LMdpPoBOro gaTynka B jSon Maccuse.
[wnanasoH 3Ha4yeHun napameTpa: 1..13
Howmep undposoro aaruuka:

1-4 — undpposble gatyukn TemnepaTtypbl Ne1-Ned;

5 — undpoBon gaTyMK BNAXXHOCTU (BNAXXHOCTb);

6 — UMdPOBON AaTYMK BNAXHOCTU (TemMnepaTtypa);

7 — UMdPOBON AATYMK BNAXKHOCTU (TOYKA POChI);

8 — undpoBon aaTumk gaBneHus (gaBneHue);

9 — uMdpoBON AaTyMK AaBneHUs (Temneparypa);

10-13 — undposble gaTumkm Temnepatypbl 1-wire Ne1-Ne4).

3) “type” — Tvin uncppoBoro gaTyuka.

Bo3moXHble 3Ha4YeHns napameTpa:
“‘temperature 1”... “temperature 4” — uncposble gatynkm TemnepaTypbl Ne1-Ne4;
“humidity” — uncpoBoI JaTUMK BNAXKHOCTM (BMAXKHOCTb);
“temperature (hum.sensor)” — uncpoBoN JaT4nK BNaXXHOCTU (TemnepaTypa);
“dew (hum.sensor)” — uncpoBoN JaT4MK BNAXXHOCTK (TOYKA POChHI);
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“pressure” — undcpoBON AaTYUK faBreHUs (OaBneHue);
“temperature (press.sensor)’ — L1dpoBON AaT4MK OaBNeHUs (Temneparypa);
“temperature 1 (1-wire)” ... “temperature 4 (1-wire)” — undpoBble gaTumkmn TemnepaTypbl 1-wire Ne1-Ne4,
4) “value” — TeKyLMIn 3Ha4YeHne LMdpPOBOro AaTyumka.
5) “dim” — eguHnLa namepenuns ona napametpa “value” undpoBoro garymka.
Bo3moxHble 3HavyeHus napametpa: “°C” — ona gaTyukoB Temnepartypsbl, “%” — ona gatyvka BnaxHoctu, “mmHg” —
ONsA gatyvka gaenexHus (MM pT.cT.).
6) “status” — Tekywmin ctatyc UMdPOBOro faTymka.
BoamoxHble 3HayeHus napameTpa: “normal” — umcpoBon faTtumk B Hopme, “low_alarm” — aBapus uudgposoro
Jatuuka no HwkHemy nopory, “high_alarm” — aBapus undcpoBoro gatumka no BepxHemy nopory, “disconnected” —
LMdPOBON AATYMK OTKITHOYEH.
7) “name” — nms LMdpoBoro gaTynka. [nvHa cTtpokn He 6onee 32-x CMMBOSIOB.
8) “low” — HVXXHUI Nopor aBapun LMPOBOro AaTymka.
9) “high” — BepxHwuiA nopor aBapun LMdPOBOro faT4ymka.
10) “hyst” — ructepesmnc noporos aBapumn LMEPOBOro AaT4umka.
11) “dtimer” — Tavimep 3agepXKn BKINOYEHNS aBapun LMPOBOro gaTymka.
[vanasoH 3Ha4yeHun napameTpa: 0..99 c.
12) “log” — cbnar paspeLueHnst 3anmcu B XXypHar cobbITMIi LMPOBOro AaT4yumka.
BoamoxHble 3HauyeHust napameTpa: “disabled” — 3anuck 3anpelleHa, “enabled” — 3anuck paspelueHa.
13) “trigen” — donar paspeLueHus 6rOKMPOBKM aBTOMATUYECKOIO OTKIKOYEHNST aBapun LMAIPOBOro faTymka.
BosmoxHble 3HaueHus napametpa: “disabled” — 6GnokupoBka oTknoyeHa (aBapus OTMEHWUTCH aBTOMaTU4eCKM),
“enabled” — GriokMpoBka BKkNtoYeHa (aBapusi He OTMEHUTCS 4O e€ pyyHoro copoca).

2.7 ®dann gaHHbIX CTPOKU COCTOSAHUA AUCKPETHLIX BXOAOB U perieiHoro Bbixoga /status.json

[aHHbIN chainn JOCTYNeH TONbKO AN YTEHUS.

dann cogepX1T AaHHble CTAaTyCOB PENEeNHOro Bbixoga N AUCKPETHbIX BXOLAOB.
2.7.1 MaccuB obbekToB “dinputs_status”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3HaveHne napameTpa: “dinputs_status”.

2) “id” — uHgekc obbekTa AUCKPETHOrO BXoAa B jSON MacCcuBe.

[unanasoH sHavyeHun napameTpa: 1..2.

3) “status” — Tekywmn cTaTtyc ANCKPETHOrO BXOAA.

BoamoxHble 3HaveHus napameTpa: “normal’ — OUCKpeTHbIM BXoA B HOpMme, “alarm” — aBapusi AUCKPETHOro Bxoaa,
“‘disconnected” — onCKpeTHLIN BXO OTKMOYEH.

4) “alarmCnt” — c4yeTuMK aBapuii AUCKPETHOrO BXoaa.

[unanasoH 3HavyeHun napameTpa: 0..16777216.

2.7.2 OObekT “routput_state”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3HadveHue napameTpa: “routput_state”.

2) “state” — TekyLlee COCTOSIHME peNEHOro BbIXxoaa.

Bo3moxHble 3HaveHuss napameTtpa: “‘off’ — penenHbIn BbIXO4 BbLIKIIOYEH. “On” — pEenenHbl BbIXOL BKIOYEH,
“‘unknown” — COCTOSIHME PENEVHOrO BbIXOAa He OnpeAeneHo (BbIXOA OTKIOYEH, HENCMNPaBEH)

3) “ctimer” — Tekyllee 3Ha4YeHWe TaiMepa penerHoro Beixo4a.

2.8 ®ain gaHHbIX PacnosioXeHUs U CUCTEMHbIX AaTbl/BpeMeHun ycTpomncTaa /loc.json

[aHHbIN dhainn JOCTyNeH TONbKO AN YTEHUS.

dann cogepk1T gaHHbIE PACTONOXEHUS U TEKYLLErO BPEMEHUN YCTPOWCTBA.

2.8.1 OObekT “time_data”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3HaveHne napameTpa: “time_data”.

2) “time” — Tekywue garta u Bpems ycrponctea B oopmate “OO0.MM.IT / yy.mm.cc”.



2.8.2 OObekT “location” — cTpoka pacnonoXeHus yCcTporcTea. [nmHa cTpoku He 6onee 64-x CMMBOIOB.

2.9 ®aunn KypHana cobbITu B TeKCTOBOM chopmaTte coobieHun /log.json

[aHHbIN dhainn JOCTyNeH TONbKO AN YTEHUS.

dann cogepx1T AaHHbIe XypHana cobbiTui ¢ coobLleHmammn B hopmaTe TekcTa.

2.9.1 MaccuB obbekToB “log’”.

1) “time” — gaTta n Bpemsi mkcauum cooduerus, B dpopmate “O0.MM.IT / y4y.mm.cc”.

2) “msg” — coobLleHune xxypHana cobbITuin B TEKCTOBOM chopmare.

3) “type” — Tmn coobLLeHns xxypHana cobbITui.

BoamoxHble 3HaueHuss napameTpa: “M” — usBelleHue, “W” — npegynpexaeHue, “A” — aBapusi.
2.10 ®ann KypHana cobbiTun B kogoBoM cpopmaTe coobleHun /log_cd.json

[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.

dann cogepxnT AaHHble XypHana cobbiTui ¢ cooOLeHAMU B KOAOBOM cbopmare.
2.10.1MaccuB ob6bekToB “log’”.

1) “time” — gaTta n Bpemsi dmkcauum cooduerus, B dpopmate “O0.MM.IT / y4y.mm.cc”.
2) “code” — koA coobLeHMs XypHarna cobbITUNA.

3) “type” — Tmn coobLLeHns xxypHana cobbITui.
BoamoxHble 3HaueHuss napameTpa: “M” — usBelleHue, “W” — npegynpexaeHue, “A” — aBapusi.

4) “name” — umMsA gatymka/napameTpa B COOOLLEHMM XXypHana codbITui (ecnu ecTb).
5) “value” — 3Ha4eHMe gaTumka B COOOLLEHMM XKXypHana cobbITUIA (ecnu ecTb).

2.11 ®awnn yteHus 6noka rpadmyecknx gaHHbIx /protect/chart.json
[aHHbIN dhainn JOCTyNeH TONbKO AN YTEHUS.
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dann COAepPXNT COXpaHEHHbIe rpacbvlquKVle AaHHbl€ PaT4YMKOB KOHTPOJIA NapaMeTpoB 3NEKTPONMUTaHnNA 1 LI,I/IC*)pOBbIX

OaT4YNKOB.

Ona pgoctyna k rpadgwmyeckum gaHHbeiM iNode-PSense u kaxpgoro vM3 mogynen, a Takke 3afjaHus pasmepa

CHMTbIBAaEMbIX OaHHbIX, NPU 3anpoce Heobxoaumo mcnonb3oBatb GET adpryMeHTbl:

1) id — nHaekc moayns ansa yteHns AaHHbix (0 — gaHHble iNode-PSense, 7 — gaHHble mogyns pacwmperus iNode-

PM3 Ne7)

2) size — pasmep gaHHbIX Af5 YTEHUS, KOMMYECTBO TOYEP AS1S YTEHUS PABHO OTHOLUEHWUIO yKa3aHHOVI ONNTENbHOCTU K
nepuoay 3anncu (day — [aHHble 3a nocnegHue 24 yaca; week — faHHble 3a Hegento; month — faHHble 3a MecsL;

OaHHble 3a 6 MecsueB). [Ina YTeHust Bcex AOCTYMHbIX AaHHbIX apryMeHT size B 3anpoce He 3afaeTcs.
Mpumep 3anpoca: http://192.168.200.200/protect/chart.json?id=0&size=day

2.11.1Tepuvog 3anncu aaHHbIX “period”.
3HadeHne napameTpa paBHO YCTaHOBIIEHHOMY Mepuoay 3anucu rpadonyecknx gaHHbIx 6rnoka.

2.11.2 MaccuB obbekToB “chart”.
1) “tm” — gata v Bpems gukcaLmm Todkm 3anucu, B popmarte “00.MM.IT / y4y.mm.cc”.

2) “freq” — 3Ha4YeHWNE YaCTOTbI HANPSPKEHNST KOHTPONMPYEMOWN CETW.

3) “urms” — maccuB OeNCTBYIOLLMX 3HAaYeHMI dhasHbIx Hanpsbkennn [L1, L2, L3] koHTponupyemoli ceTun, B.

4) “irms” — MaccuB OeNCTBYIOLLMX 3HAYEHMI TOKOB a3 1 cymmapHoro Toka [L1, L2, L3, Ls] koHTponupyemon ceTu, A.

5) “pwrs” — MaccmB NOMHbLIX MOLLHOCTEN ha3 M cymMMapHasi nonHas molwiHocTb [S1, S2, S3, Ss] koHTponupyemow

ceTu, KBA.
6) “pwrp”’ — MaccmB akTUBHbIX MOLLHOCTEN (a3 u cyMMapHas akTuBHasi MoWHocThb [P1, P2, P3, Ps] koHTponupyemow
cetu, kBT.
7) “pwrq” — MacCuB peaKkTMBHbIX MOLUHOCTEW (a3 U CyMMapHasa peakTMBHas MowHocTb [Q1, Q2, Q3, Qs]

KOHTponupyemowu ceTn, KBAp.

8) “sensor’ — maccuB 3Ha4YeHUn LncpoBbIxX AaTynkoB Ne1-Ne1 B cooTBeTCTBMM C N.N. 2.6 npunoxerHus b.

2.12 ®ann paHHbIX HacTpoek 6nokoB rpacduyeckux AaHHbIX /protect/protect/charts_cfg.json
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[aHHbIN chainn JOCTyNeH TONbKO AN YTEHUS.
dann cogepx1T gaHHble HAaCcTpoek BNOKOB rpachmyeckmx 4aHHbIX YCTPONCTBa U moaynen pacwmpenust iNode-PM3.

2121 OO6wekt “charts_config”. Hactporika 6nokoB rpaduyecknx AaHHbIX YCTPOMCTBA U MOAYNEN paclUMpeHus
iNode PM3.

1) “blocks” — maccuB KonmyecTBa OMOKOB MamsATM AN 3anucu rpadmyeckMx OaHHbIX YCTPOWCTBA M MoAyrnen
pacwwupeHust iNode-PM3 [PSense, PM3 Ne1, PM3 Ne2, PM3 Ne3, PM3 Ne4, PM3 Ne5, PM3 Ne6, PM3 Ne7].

[unanasoH gonyctumblx 3HadeHui: 0..6.

2) “period” — maccvB 3Ha4YeHWI NEPUOLOB AN1A 3anucK rpacuyeckux AaHHbIX YCTPOWCTBA M MOAyNeN pacluMpeHus
iNode PM3 [period PSense, period PM3 Ne1, period PM3 Ne2, period PM3 Ne3, period PM3 Ne4, period PM3 Ne5,
period PM3 Ne6, period PM3 Ne7].

Honyctumble 3HaveHunst nepuopa: S cekyHa, 10 cekyHa, 15 cekyHa, 30 cekyHa, 60 cekyHa, 120 cekyHa, 300 cekyHa,
600 cekyHa, 900 cekyHa, 1800 cekyHn.

213 ®aun POST 3anpoca Ansa 3anucu HacTpoek 6nokoB rpacduyeckux gaHHbIx /protect/charts_cfg_p.json

[aHHbI dann gocTyneH Ans 3anucu.

darin npegHa3HayeH Ans 3anncy HacTpoek 6roKoB rpadnyeckUX AaHHbIX YCTPONCTBA.

2.13.1 WNwmsa gaHHbix POST gna sanncn charts_config.

lMepeyeHb NapameTpoOB Ans 3anucy npeacTasneH B nognyHktax 1), 2) n.n. 2.12.1 npunoxexus b.

Mpumep aaHHbIx POST 3anpoca:
charts_config={*“blocks”:[“6”,“2”,“0”,“0”,“0”,“0”,“0”,“0"],“period”:[“5",“60”,“60”,“60”,“60”,“60",“60”,“60"’]}

2.14 ®ann HacTpoeKk ANCKpeTHbIX BxoaoB /protect/dinputs_cfg.json

[aHHbIN chann JOCTyNeH TONbKO AN YTEHUS.

dann cogepxuT gaHHble HACTPOEK ANCKPETHBLIX BXOOOB.

2.14.1 Maccus o6bekToB “dinputs_config”.

OO6bekTbl MaccuBa cogepaTt napameTphbl, NpeAcTaBneHHble B noanyHkTax 1), 2), 5) — 10) n.n. 2.5.1 npunoxenns b.

2.15 ®ann POST 3anpoca Ana 3anucu HacTpoek AUCKpeTHbIX BxoaoB /protect/dinputs_cfg_p.json
[aHHbIn dann gocTyneH Ans 3anucu.
dann npegHasHaveH Ans 3anncy HaCTPOEK ANCKPETHBLIX BXOOOB.
2.15.1 WNwmsa gaHHbix POST gns 3anucu dinputs_config.
lMepeyeHb NapameTpoOB Ans 3anucy npeacTaBneH B nognyHktax 2), 5) — 10) n.n. 2.5.1 npunoxexwns B.
Mpumep aaHHbIx POST 3anpoca:

dinputs_config=[{“id”:“1”,”name”:“OuckpeTHbin Bxoa 1”,“type”:“normal-opened”,“log”:“enabled”}]
2.16 ®awnn crtatyca 6NMOKMPOBKM aBTOMATUYECKOro OTKITIOUYEeHNA aBapuy OUCKPETHbIX BXOA0B
Iprotect/dinputs_trig.json

[aHHbI dhavin AOCTYNeH ansa YteHus / 3anvcu.
dann coaepX1T gaHHble CTaTycoB OIOKMPOBKM aBTOMATUYECKOrO OTKITHOYEHUSA aBapumn OUCKPETHBLIX BXOOOB.

2.16.1 Maccus o6bekToB “dinputs_trig”.
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HaveHune napameTpa: “dinputs_trig”.
2) “id” — uHgekc gUCKpeTHOro Bxoada B jSOn MaccuBe.
[unanasoH sHavyeHun napameTpa: 1..2.
3) “status” — ctaTyc GrTOKMPOBKM aBTOMATMYECKOTO OTKIMOYEHMS aBapuv OUCKPETHOrO BXxoaa.
Bo3moxHble 3HadeHus napameTpa: ‘inactive” — HeakTMBHO (aBTOMaTM4ecKas OTMEHa aBapuii He OTKIYeHa, nmbo
aBapusl OTCyTCTBYeT), “active” — aBToMaTMyeckass OTMEHa aBapui OTKIOYEHa, OAaTYMK HaxoOuTCs B aBapUMHOM
cocTosIHMM (COPOC aBapuIMHOrO COCTOSIHUSA HEBO3MOXEH); “active_rst” — aBTomaTnyeckas oTMeHa aBapuin OTKITIOYEHa,
OaTyYMK HaxXoauTCs B cTaTyce aBapum (BO3MOXeH cOpoc aBapMMHOro COCTOSIHUSA).
Mpumep aaHHbIX POST 3anpoca anst copoca aBapuinHOro COCTOSIHUS:
dinputs_trig=[{“id”:“1”,”status”:“inactive”}]

2.17 ®ann AaHHbIX CHUMKa 3nekTpuyeckon cetun /protect/fcharts.json
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dann coaepxnt rpacbwqecme OaHHblE BbI60pKI/I MIrHOBEHHbIX 3Ha4YeHNe Hal'lp‘i-l)KeHVIIZ 1N TOKOB yCTpOIZCTBa n Mop,yne|7|

pacwmpeHus iNode-PM3.
2.17.1MaccuB ob6bekToB “fcharts”.

1) “psense”, “pm3_1", “pm3_2", “pm3_3", “pm3_4", “pm3_5", “pm3_6", “pm3_7" —

OaHHbIX.
2) “U17, “U2”, “U3” — MmaccmBbl MTHOBEHHbBIX 3Ha4YeHWIn HanpshkeHun cas L1-L3.
3) “117, “12”, “I3” — maccmBbl MTHOBEHHbIX 3Ha4YeHuI TokoB gpa3 L1-L.3.

2.18 ®ann gaHHbIX 1 HACTPOeK MHBeHTapu3auum /protect/inventory.json
[aHHbIN chainn JOCTYNeH TONbKO ANs YTEHUS.

dann coaepXnT AaHHble MHBEHTapu3aumnm yCTponcTaa.

2.18.1 OOBekT “serial’ — cTpoka, cogepallas cepuiiHbIi HOMep YCTPONCTBa

UMsi 0ObekTa rpadouyeckmx

2.18.2 OOBekT “location” — cTpoka pacnonoxeHuss yctponcTaa. [nuHa cTpoku He 6onee 64-x CMMBOSOB.

2.18.3 OOBekT “bootldr’ — cTpoka, cogepxallas HoMep BepCUn 3arpy3ymka yCTponcTea.

2.18.4 OOBekT “fw” — cTpoka, cogepxallasi obo3HaveHne Bepcum O ycTporicTea.
2.18.5 MaccuB 06bekToB “ partitions” — maccus pasgenos MO ycTporicTsa.

1) “id” — ungekc pasgena MO B json maccuBse.

[unanasoH sHavyeHun napameTpa: 1..2.

2) “value” — cTpoka, cogepxaliasa nigpopmauuto o Bepcum MO pasgena, cratyce pasgena.

3) “active” — napameTp, onpeaensaoLLmMi akTMBHOCTb pasgena 0.

Bo3moxHble 3HayeHus napameTpa: “true” — paHHbin pasgen 1O aktmBHbid, “false” — pgaHHbIM pasgen [0

HeaKTUBHbIN.

2.19 ®awnn POST 3anpoca Ana 3anucu HacTpoek MHBeHTapusauuu /protect/inventory_p.json

[aHHbI dann ocTyneH Ans 3anucu.
dann npegHasHaveH 4ns 3anncy HaCTPOEK MHBEHTapU3aLn.
2.19.1 WNwmsa paHHbix POST ans 3anuvcu location.
Mpumep aaHHbIx POST 3anpoca:

location=PacnonoxeHue 1
2.20 ®awnn HacTtpoek ModBus/TCP /protect/modbus_cfg.json
[aHHbIN dhainn JOCTyNeH TONbKO AN YTEHUS.
dann cogepxnt gaHHble HacTpoek ModBus/TCP cepBepa.
2.20.1 O6bekT “modbus_config”.
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4veHue napameTpa: “modbus_config”.
2) “enable” — paspelueHne paboTbl no npotokony ModBus/TCP.
BoamoxHble 3HadeHnsa napameTpa: “disabled” — 3anpelueHo, “enabled” — paspeLueHo.
3) “uid” — npeHTMdmKaTOp yCTPONCTBA (agpec).
[nana3oH BO3MOXHbIX 3Ha4YeHun: 0..254.

4) “port’ — Homep nopta ModBus/TCP gns nogknioveHus.
[unanasoH 3HavyeHun napameTpa: 1..65535.

2.21 ®awun POST 3anpoca ans 3anucu Hactpoek ModBus/TCP /protect/modbus_cfg_p.json

[aHHbIn dann gocTyneH Ans 3anucu.
dann npegHasHaveH ans 3anucn Hactpoek ModBus/TCP cepBepa.
2.21.1 WNwmsa gaHHbix POST gnsa 3anncn modbus_config.

lMepeyeHb NapameTpoOB Ans 3anucy npeacTaBneH B noanyHkTax 2) — 4) n.n. 2.20.1 npunoxenus b.

Mpumep aaHHbIX POST 3anpoca:
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modbus_config={“enable”:“enabled”,“uid”:“0”,“port”:“502"}
2.22 ®awnn Hactpoek MQTT /protect/mqtt_cfg.json

[aHHbIN dhainn JOCTyNeH TONbKO AN YTEHUS.

dann cogepxuT gaHHble HacTpoek MQTT knueHTa.

2.22.1 O6bekT “mqtt_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3HadveHune napameTpa: “mqtt_config”.

2) “enable” — paspelueHne pabotbl MQTT knueHTa.

Bo3moxHble 3HaveHus napameTpa: “disabled” — MQTT knueHT BoikMtoyeH, “enabled” — MQTT KNWEHT BKIKOYEH.
3) “host” — ceTeBor agpec 6pokepa MQTT. [invHa cTpokn He 6onee 110 cMMBOIOB.

4) “port” — nopt 6pokepa ans coeanHeHus.
[vanasoH 3Ha4yeHun napametpa: 1..65535.

5) “secure” — donar paspeLueHust ncnonb3oBaHus wncgpoBaHHoro TLS coegnHeHus.
BoamoxHble 3HaueHuss napameTpa: “disabled” — lwndposaHue oTknoyeHo, “enabled” — wudpoBaHMe BKNOYEHO.

6) “user” — noruH ans asTopu3auuy 6pokepom MQTT. nuHa cTpoku He Gonee 110 cMmMBONOB.

7) “password’ — naponb ans asTopmsaummn 6pokepom MQTT. [OnuHa cTpoku He 6onee 110 cMMBOMOB.
8) “client_id” — none Client_ID 8 MQTT coobwieHunn. nunHa ctpokn He 6onee 110 cMMBOOB.

9) “root_topic” — Tema (topic) B MQTT coobuieHnn. [nuHa ctpoku He 6onee 110 cumBoroB.

10) “Iw_topic” — LastWill topic B8 MQTT coobiieHnn. nunHa ctpokun He 6onee 110 cMMBOMOB.

11) “proto” — Bepcus npotokona MQTT ans ceasn ¢ 6pokepom.

Bo3aMoxHble 3HaveHnsa napameTpa: “3.1”, “3.1.17, “5”.
12) “qos” — YpoBeHb kayecTBa obcnyxmsaHust (QoS).

Bo3aMoxHble 3Ha4eHna napameTtpa: “0”, “1”, “2”.

13) “dis_cls” — oTkntoyeHne dpnara «clean_session» B coobweHnn MQTT.

BoamoxHble 3HaueHust napameTpa: “disabled” — cpnar He oTkntoyeH, “enabled” — donar oTkMOYeEH.

14) “retain” — yctaHoBka cpnara «retain» B coobieHun MQTT.

BoamoxHble 3HaueHust napameTpa: “disabled” — cpnar He ycTaHoBneH, “enabled” — donar yctaHoBNEH.

15) “control” — pa3peLueHne ynpasneHne penenHbiM Boixogom no npotokony MQTT

BoamoxHble 3HaueHust napameTpa: “disabled” — ynpaBneHue 3anpelleHo, “enabled” — ynpaBneHve paspeLueHo.

16) “logging” — donar pa3pelueHus/3anpeTa 3anucy B XypHan cobbituin MQTT.

BoamoxHble 3HayeHusa napametpa: “disabled” — 3anucek B xypHan 3anpeuleHa, “enabled” — 3anuncb B XypHan
paspelueHa.

2.23 ®awnn POST 3anpoca ans 3anucu Hactpoek MQTT /protect/mqtt_cfg_p.json

[aHHbIn dann gocTyneH Ans 3anucu.

dann npegHasHaveH ans 3anncy Hactpoek MQTT knueHTa.

2.23.1 WNwmsa gaHHbix POST gnsa sanncyn mqtt_config.

lMepeyeHb NnapameTpoOB Ans 3anucy npeacTaBneH B noanyHkTax 2) — 16) n.n. 2.22.1 npunoxexus b.
Mpumep aaHHbIX POST 3anpoca:

mqtt_config={“enable”:“disabled”,“host”:“test.mosquitto.org”,“port”: “1883”,“secure”:“disabled”,

“user”:“test_user”,“password”:“ 7, “client_id”:“",“root_topic”:“ ”,“lw_topic“:“”,“proto”:“3.1”,
“gos”:“1”,“dis_cls”:“disabled”,“retain”:“disabled”,“control”:“disabled”,“logging”:“enabled”}

2.24 ®awnn cratyca pa6otbl npotokona MQTT /protect/mqtt_status.json

[aHHbIN thann JOCTyNeH TONbKO AN YTEHUS.
dann cogepxnT gaHHble ctaTyca paboTbl npoTtokona MQTT.

2.24.1 OO6wekT “ mqtt_status ”. NMocnegHuin 3acpmkcupoBaHHbIn ctaTtyc knueHta MQTT.
Bo3amMoxHble 3HauYeHns napameTpa:

“‘undefined” — ctatyc He onpegeneH (MQTT KIIMEHT OTKITHOYEH);
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“error’ — owwmbka pabotel MQTT;
“connecting” — ycTaHOBNEHNE COeAMHEHMS C ODPOKEPOM;
“connected” — coegnHeHne ¢ OPOKEPOM YCTAHOBIIEHO;

2.25 ®awnn ceTeBbIx HacTpoek /protect/net_cfg.json

[aHHbIN dhann JOCTYNeH TONbKO AN YTEHUS.

dann coaepXnT AaHHble CeTeBbIX HACTPOEK YCTPOMCTBA.

2.25.1 OO6nekT “ethernet_config’. Hactpoiku nHtepderica Ethernet

1) “object”’ — uma obbekTa (coBnagaeT ¢ MeHeM 0GbeKTa json).

3Ha4veHune napameTpa: “ethernet_config”.

2) “prio” — npuopuTeT MHTEpderica.

BoamoxHble 3HayeHua napametpa: “low” — Huskuin nproputeT, “‘medium” — cpegHuii npuoputeT, “high” — Bbicokuit
NpUOpUTET.

3) “host” — ums hostname nHTepelica. nuHa cTpokn He 6onee 15-Tn CMMBOIOB.
4) “ip” — ipv4 agpec nHTepdenca ycTponcTBa B opMaTe “XxXX.XXX.XXX.XXX".

5) “mask” — macka ceTu B hopmaTte “XXX.XXX.XXX.XXX".

6) “gw” — ipv4 agpec wnio3a B hopmaTte “XXX.XXX.XXX.XXX".

7) “dns1” — ipv4 agpec ocHoBHOro DNS cepBepa B hopmaTte “XXX.XXX.XXX.XXX".
8) “dns2” —ipv4 agpec pe3sepBHoro DNS cepBepa B hopmaTe “XXX.XXX.XXX. XXX

9) “dhcpc” — donar paspewerus DHCP knueHTa.

Bo3moxxHble 3HavyeHus napameTpa: “disabled” — knMMeHT OTKMNOYEH (MCNONb3yeTCs cTaTUYecKMe CeTEBbIE HACTPOWKN),
“enabled” — knneHT BkNtoYeH (Nony4veHne ceteBbix HacTpoek oT DHCP cepsepa).

10) “mac” — mac agpec uHTepderica B hopmaTte “Xx:XX:XX:XX:XX:XX".

2.25.2 OO6wekT “WiFiSta_config”. Hactponku nHtepderica WiFi Sta.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4veHune napameTpa: “WiFiSta_config”.

2) “enable” — pa3pelueHne paboTbl nHTEpdeica.
BoaMoxHble 3HadeHnsa napameTpa: “disabled” — nHTepdenc otknoveH, “enabled” — nHTepdenc BKIOYEH.

3) “ssid” — nma Toukm goctyna WiFi gns nogknioveHuns ycrponcTaa. [nuHa ctpoku He 6onee 31-ro cumeona.

4) “password’ — naponb Toukn goctyna WiFi ona nogknoveHns ycTponcTea. [nnHa cTpokm He 6onee 63-x CMMBOMOB.
5) “channel” — kaHan WiFi.

Onana3soH 3HayeHnn napametpa: 0..12. MNMpu yctaHoBKe 3Ha4veHus 0, kaHan BbIOMpaeTCcss aBTOMAaTUYECKN.

6) MapameTpbl no noanyHktam 2) — 10) n.n. 2.25.1 npunoxexns bB.

2.25.3 OO6wekT “WiFiAp_config’. Hactpoiiku nitepdenca WiFi Ap.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4veHune napameTtpa: “WiFiAp_config”.

2) “enable” — pa3pelueHne paboTbl nHTepdeiica.
BoaMmoxkHble 3HadeHnsa napameTpa: “disabled” — nHTepdenc otknoveH, “enabled” — nHTepdenc BKIOYEH.

3) “ssid” — uma Toukm goctyna WiFi gna nogknioveHust K ycTporctsy. [InnHa cTpokn He 6onee 31-ro cumBeona.

4) “password” — naponb Touku goctyna WiFi ona nogkntoyeHus Kk yctpowctsy. [OnuHa cTpoku He Gonee 63-x
cumBornoB. Npu anvHe napons meHee 8 CUMBONOB, TOYKa AOCTYNa ycTponcTBa OyaeT paboTaTb B OTKPbITOM pexuve
(6e3 napons).

5) “channel” — kaHan WiFi.
[unanasoH 3HavyeHun napameTpa: 1..12.

6) “dhcps” — donar paspeweHns DHCP cepsepa.
BoamoxxHble 3HaueHust napameTpa: “disabled” — DHCP cepeep oTkntoudeH, “enabled” — DHCP cepBep BKIO4eH.

7) MapameTpbl no noanyHktam 2) — 8), 10) n.n. 2.25.1 npunoxexus b.

2.26 ®aun POST 3anpoca ansa 3anucu ceTeBbIX HacTpoek /protect/net_cfg_p.json
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[aHHbIn dann ocTyneH Ans 3anucu.
dann npegHasHa4veH Ans 3anvcn ceTeBblX HACTPOEK YCTPOUCTBA.
2.26.1 Wwmsa pgaHHbix POST gnsa 3anncm HacTpoek nHtepdpenca ethernet: ethernet_config.
lMepeyeHb NapameTpoOB Ans 3anucy npeacTaBneH B nognyHkTax 2) — 9) n.n. 2.25.1 npunoxenus b.
Mpumep aaHHbIX POST 3anpoca:
ethernet_config={“prio”:“high”, “ip”:“192.168.1.10”,”mask”:“255.255.255.0”,”gw”:“192.168.1.1”’}
2.26.2 WNwms pgaHHbIx POST gnsa 3anncm Hactpoek nHtepdperica WiFi Sta: WiFiSta_config.

lMepeyeHb NnapameTpoB ANs 3anucy NpeacTasneH B nognyHkTax 2) — 5) n.n. 2.25.2 npunoxexus b, nognyHkrax 2) —
9) n.n. 2.25.1 npunoxenHus b.

Mpumep aaHHbIXx POST 3anpoca:
WiFiSta_config={“enable”:“enabled”,“ssid”:“access_point”,“password”:“12345678”,“dhcpc”:“enabled”}
2.26.3 Wwmsa gaHHbix POST ansa 3anncm Hactpoek nHtepdenca WiFi Ap: WiFiAp_config.

lMepeyeHb NnapameTpoB ANs 3anucy NpeacTasneH B nognyHkTax 2) — 6) n.n. 2.25.2 npunoxexus b, nognyHkrax 2) —
8) n.n. 2.25.1 npunoxenus b.

Mpumep aaHHbIx POST 3anpoca:
WiFiAp_config={"enable’:“enabled”,“ssid”:“access_point”,“password”:“12345678”,“dhcps”:“enabled”}

2.27 ®awnn ctatyca ceTeBbIX HacTpoek /protect/net_status.json

[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.

dann coaepXnT AaHHble CTaTyCOB U TEKYLLIMX CeTEBbLIX HACTPOEK YCTPOUCTBA.

2.27.1 OO6bekT “ethernet_status”. [1aHHble uHTepdelica Ethernet

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HaveHne napameTpa: “ethernet_status”.

2) “ip” — Tekywun ipv4 agpec uHTepgerca ycTponcTea B oopMaTe “XxXxX.XXX.XXX.XXX".

3) “mask” — TekyLLaa Macka ceTu B hopMaTe “XXX.XXX.XXX.XXX".

4) “gw” — TeKyLwun ipv4 agpec Wwno3a B opmaTte “XXX.XXX.XXX.XXX".

5) “dns1” — Tekywmii ipv4 agpec ocHoBHoro DNS cepBepa B hopmaTe “XXX. XXX.XXX. XXX
6) “dns2” — Tekywmi ipv4 agpec pesepBHoro DNS cepBepa B oopMaTe “XXX.XXX.XXX.XXX".
2.27.2 O6vekTt “WiFiSta_status”. [laHHble MHTepdelica Ethernet

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 0ObekTa json).
3HaueHne napametpa: “‘WiFiSta_status”.

2) “status” — ctatyc nogkntodeHus k cetn WiFi.

BoamoxHble 3HaueHust napameTpa: “disconnected” — WiFi otknioveH, “connected” — WiFi noagkntoyeH.
3) “rssi” — ypoBeHb curHana WiFi.

4) “ip” — Tekywun ipv4 agpec uHTepgerca ycTponcTea B oopMaTe “XxXxX.XXX.XXX.XXX".

5) “mask” — TekyLiaa Macka ceTu B chopmaTte “XXX.XXX.XXX.XXX".

6) “gw” — Tekywun ipv4 agpec wnto3a B hopMaTe “XxXX.XXX.XXX.XXX.

7) “dns1” — Tekywmii ipv4 agpec ocHoBHoro DNS cepBepa B hopmaTe “XXX. XXX.XXX. XXX

8) “dns2” — Tekywmi ipv4 agpec pesepBHoro DNS cepBepa B popMaTe “XXX.XXX.XXX.XXX".

2.28 ®awnn HacTpoek moaynen pacwupeHusi iNode-PM3 /protect/pm3_cfg.json

[aHHbIN dhann OoCTYNeH TONbKO ANS YTEHUsI

dann coaepXnt HacTporku moaynen paclumperus iNode-PM3

2.28.1 MaccuB o6bekToB “pm3_cfg”

1) “id” — uHgekc ob6bekTa moayns pacmpeHus iNode-PM3 B json maccrBe (HOMep MOgyNsA paclUnpeHuns).
[nana3soH 3HayeHnn napametpa: 1..7.

2) “pm3_general_cfg’ — 00bEKT OCHOBHbIX HAacTpoek Mmoaynsa pacwmpennsi iNode-PM3:
2.1) “object” - umsa obbekTa (coBnagaeT ¢ MMeHeM obbekTa json).

3Ha4veHue napameTpa: “sensors_trig”.

2.2) “id” - nHgekc obbekTa mogynsa pacwmnpenus iNode-PM3.

[wnanasoH sHavyeHun napameTpa: 1..7.
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2.3) “serial” — cepuiiHbI HOMEP MOAYNs pacwmpenns. [vHa cTpokn 9 CMMBOSOB.

2.4) “name” — cepuiiHbI HOMEP MoAyINs pacwmpenus. [nvHa cTpokn He 6onee 32-x CMMBOSIOB.

3) “pm3_freq_cfg” — 06beKT HacTpoek napameTpoB cpabaTbiBaHUSA aBapUNHOWM CUrHaNM3auum no 4actoTe CeTu:
3.1) “object” - nmsa o6bekTa (coBnagaeT ¢ MMeHeM oObeKTa json).

3Ha4veHune napameTpa: “‘pm3_freq_cfg”.

3.2) “id” - nHgekc obbekTa moaynsa pacwmpenus iNode-PM3.

[unanasoH sHavyeHun napameTpa: 1..7.

3.3) “low” — HWXHWI Nopor aBapum No YactoTe, .

3.4) “high” — BepxHuIA mopor aBapuu no vacrtoTe, ',

3.5) “hyst” — ructepesuc oTMeHbl aBapum Mo YacToTe, 'y,

3.6) “log” — donar paspelueHusi/3aanpeTa 3anucu B xxypHan cobbiTuii Mo YacToTe.

BoamoxHble 3HauyeHus1 napameTpa: “disabled” — 3anuck 3anpelleHa, “enabled” — 3anuck paspelueHa.

4) “pm3_volt_cfg” — o00bekT HacTpoek napamMeTpoB cpabaTbiBaHUS aBapuMHOM CUrHanuMsaumm no asHoMy
HanpsHKEHUIO CeTu:

4.1) “object” - umsa obbekTa (coBnagaeT ¢ MMeHeM obbekTa json).

3Ha4veHune napameTpa: “‘pm3_volt_cfg”.

4.2) “id” - nHgekc obvekTa mogynsa pacwmnpenus iNode-PM3.

[unanasoH sHavyeHun napameTpa: 1..7.

4.3) “low_L17, “low_L2", “low_L3" — HWxHWIA Mopor aBapum No cha3HOMy HanpsKeHuto ceTu, B.

4.4) “high_L1”, “high_L2", “high_L3" — BepxHu nopor aBapuu no chasHoMy HanpspkeHuto cetu, B.

4.5) “hyst_L1”, “hyst_L2", “hyst_L3” — ructepeanc oTMeHbl aBapum no pazHoMy HanpskeHuto ceTu, B.

4.6) “log_L1", “log_L2", “log_L3" — chnar paspeLueHusi/3anpeTta 3anmcy B XXypHan cobbITuin No dhasHoMy HanpshKeHWo
ceTn.

BoamoxHble 3HauyeHust napameTpa: “disabled” — 3anuck 3anpelleHa, “enabled” — 3anuck paspelueHa.

5) “pm3_curr_cfg’ — oObekT HacTpoek napaMeTpoB cpabaTbiBaHWsi aBapuHOW cuUrHanusauun no asHomy u
CYMMapHOMY TOKY CEeTU:

5.1) “object” - nmsa o6bekTa (coBnagaeT ¢ MMeHeM oObekTa json).

3Ha4veHune napameTpa: “‘pm3_curr_cfg”.

5.2) “id” - nHgekc obbekTa moaynsa pacwmpenus iNode-PM3.

[unanasoH sHavyeHun napameTpa: 1..7.

5.3) “low_L1", “low_L2", “low_L3", “low_Sum” — HWkHWIA nopor aBapum No pa3HoOMy U CyMMapHOMY TOKy CeTu, A.

5.4) “high_L1”, “high_L2", “high_L3”, “high_Sum” — BepxHuii nopor aBap1u no ¢haszHoMy 1 CyMMapHOMY TOKy CeTu, A.
5.5) “hyst_L1”, “hyst_L2", “hyst_L3", “hyst_Sum” - rucrepeavc oTmMeHbl aBapun No asHOMy M CYMMApPHOMY TOKY
cetn, A.

5.6) “lowDelay_L1", “lowDelay_L2", “lowDelay_L3", “lowDelay_Sum” — Tanvep 3agepXky aBapun MO HWKHEMY
nopory ¢asHoro 1 CyMMapHOro Toka CeTU, CEKYHA.

[vanasoH 3Ha4yeHun napameTpa: 0..99 c.

5.7) “highDelay_L1”, “highDelay_L2", “highDelay_L3", “highDelay_Sum” — Tanimep 3agepxku aBapum no BEpXHEMY
nopory ¢asHoro 1 CyMMapHOro Toka CeTU, CEKYHA.

[unanasoH 3HavyeHun napameTpa: 0..99 c.

5.8) “log_L1”, “log_L2", “log_L3", “log_Sum” — donar pa3peLueHusi/3anpeTa 3anmcu B XXypHan cobbiTui no gasHomy U
CYMMapHOMY TOKY CETU.

BoamoxHble 3HauyeHus1 napameTpa: “disabled” — 3anuck 3anpelleHa, “enabled” — 3anuck paspelueHa.

6) “pm3_coeffs_cfg” — 06bekT HacTpoek k0adhPMUNEHTOB TpaHCcopMaLMK MO TOKY Y HANPSKEHWIO:

6.1) “object” - nmsa o6bekTa (coBnagaeT ¢ MMeHeM oObekTa json).

3Ha4veHune napameTpa: “‘pm3_coeffs_cfg”.

6.2) “id” - nHgekc obbekTa moaynsa pacwmpenus iNode-PM3.
[unanasoH sHavyeHun napameTpa: 1..7.

6.3) “u_coeff’ — koachdmumeHT TpaHchopMaLmM NO HAMPSPKEHWIO.

6.4) “i_coeff’ — koadhduumeHT TpaHcdopMaLIMK MO TOKY.

2.29 ®awnn POST 3anpoca ansa 3anucu HacTpoek moaynen pacwupeHus iNode-PM3 /protect/pm3_cfg_p.json
[aHHbI dann ocTyneH Ans 3anucu.

dann npegHasHayeH Ans 3annucu HacTpoek moaynen pacwmpeHus iNode-PM3.

2.29.1 WNwms gaHHbix POST gns 3anncy 0CHOBHBLIX HACTPOEK MOAyNs paclwmperus: pm3_general_cfg.

MepeyeHb NnapameTpoB Ans 3anvcy NpeacTaBneH B NoanyHkTax 2.2) — 2.4) n.n. 2.28.1 npunoxeHus b.

Mpumep aaHHbIx POST 3anpoca:
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pm3_general_cfg=[{“id”:“1”,“serial”’:“042250001"}]
2.29.2 Nmsa paHHbix POST pgns 3anucu napameTpoB cpabaTbiBaHWS aBapuHOW CUrHanm3auumyM Nno 4acToTe CETU:
pm3_freq_cfg.
MepeyeHb NnapameTpoB Ans 3anncy npeacTasneH B noanyHkTax 3.2) — 3.6) n.n. 2.28.1 npunoxeHusa b.
Mpumep aaHHbIX POST 3anpoca:
pm3_freq_cfg=[{“id”:“1”,“low”:“45.00”, “high”:”55.00”}]
2.29.3 Nmsa panHbix POST pna 3anvcy napameTpoB cpabaTtbiBaHWs aBapuAHOW CuUrHanu3aumm no ¢asHoMy
HanpsbkeHuto ceTu: pm3_volt_cfg.
MepeyeHb NnapameTpoB Ans 3anvcy NpeacTaBneH B noanyHkTax 4.2) — 4.6) n.n. 2.28.1 npunoxeHusa b.
Mpumep aaHHbIx POST 3anpoca:
pm3_volt_cfg=[{*“id”:“1”,“low_L1":“200.000”, “high_L1”:7250.000”,“low_L2":“200.000”, “high_L2":7250.000"}]
2.29.4 Nmsa panHbix POST gnsa 3anucu napameTpoB cpabaTtbiBaHWs aBapuMWHOW curHanusaumu no asHomy wu
cyMmMapHomy Toky ceTu: pm3_curr_cfg.
MepeyeHb NnapaMeTpoB 4118 3anncK NpeacTasneH B nognyHkTax 5.2) — 5.8) n.n. 2.28.1 npunoxexus b.
Mpumep aaHHbIx POST 3anpoca:
pm3_curr_cfg=[{“id”:“1”,“low_L1":“5.000”, “high_L1":"12.000”,“low_L2":“3.000”, “high_L2”:745.000"’}]
2.29.5 Wmsa gaHHbix POST gnga 3anncm koadonumneHToB TpaHcopmaumm No ToKy 1 HanpsbkeHuto: pm3_coeffs_cfg.
MepeyeHb NnapameTpoB Ans 3anvcy npeacTaBneH B noanyHkTax 6.2) — 6.4) n.n. 2.28.1 npunoxeHus b.
Mpumep aaHHbIx POST 3anpoca:
pm3_coeffs_cfg=[{*“id”:“1”,“u_coeff”:“1000”,“i_coeff’:“10007}]

2.30 ®awnn HacTpoeKk Moaysisi U3AMepeHUsi NapamMeTpoB 3nekTponuTaHua /protect/pwr_cfg.json
[aHHbIN dhann OoCTyNeH TONbKO ANS YTEeHUsI

dann coaepXnt HaCTPOMKU MOLYNSA KOHTPONSA NapaMeTpoB 3MeKTPOnMTaHUs yCTponCcTBa

2.30.1 OOwekT “pwr_freq_cfg”

OObeKT coaepKNT HAaCTPOVKN NapameTpoB cpabaTbiBaHWUS aBapUNHOW CUrHanu3auum no Yactote ceTu:
1) “object” - umsa obbekTa (coBnagaeT ¢ MMeHeM obbekTa json).

3Ha4veHune napameTpa: “‘pwr_freq_cfg”.

2) “low” — HXXHWIA MOPOT aBapuM No vacTtoTe, L.

3) “high” — BepxHuin nopor aBapum no vactoTe, U,

4) “hyst’ — ructepesnc oTMeHbl aBapum no yacrore, L.

5) “log” — donar paspeLueHusi/aanpeTa 3anucu B >xypHan cobbiTui No YacToTe.

BoamoxHble 3HauyeHust napameTpa: “disabled” — 3anuck 3anpelleHa, “enabled” — 3anuck paspelueHa.

2.30.2 OOBekT “pwr_volt_cfg”

OOGbeKT coaepKNT HaCTPOVKN NapameTpoB cpabaTbiBaHWS aBapUNHOWM CUrHanu3auum no hasHOMy HanpsKEHUIO CETU:
1) “object” - umsa obbekTa (coBnagaeT ¢ MMeHeM obbekTa json).

3Ha4veHune napameTpa: “pwr_volt_cfg”.

2) “low_L17, “low_L2", “low_L3" — HWxHWIA MOpor aBapum No cpazHoMy HanpsikeHuto ceTu, B.

3) “high_L1”, “high_L2", “high_L3” — BepxHuin nopor aBapuu no cpasHoMy HanpskeHuto ceTu, B.

4) “hyst_L17, “hyst_L2", “hyst_L3” — ructepesnc oTMeHbl aBapum no bazHoMy HanpsikeHuo ceTu, B.

5) “log_L1", “log_L2", “log_L3" — donar paspelueHusi/3aanpeTa 3annucu B XXypHan cobbITUin No ¢hasHOMY HamnpsKEHWO
cetu.

BoamoxHble 3HauyeHust napameTpa: “disabled” — 3anuck 3anpelleHa, “enabled” — 3anuck paspelueHa.

2.30.3 OOBekT “pwr_volt_cfg’

OObeKT coaepXXnT HACTPOWKM NapameTpoB cpabaTbiBaHWSA aBapuHOW curHanusaumm no asHomy u cymMmapHoOMy
TOKY CeTu:

1) “object” - umsa obbekTa (coBnagaeT ¢ MMeHeM obbekTa json).

3Ha4veHune napameTpa: “pwr_volt_cfg”.

2) “low_L17, “low_L2", “low_L3", “low_Sum” — HWKHUI Nopor aBapuu no chasHoMy 1 CyMMapHOMY TOKY ceT, A.

3) “high_L1”, “high_L2", “high_L3”, “high_Sum” — BepxHu#1 nopor aBapuv no asHoOMy 1 CyMMapHOMY TOKy ceTu, A.

4) “hyst_L1", “hyst_L2", “hyst_L3", “hyst_Sum” — ructepesuc oTmeHbl aBapuv no gasHoOMy U CYyMMapHOMYy TOKY
ceTn, A.

5) “lowDelay_L1", “lowDelay_L2", “lowDelay_L3", “lowDelay_Sum” — Tanvep 3agepku aBapum no HWKHeMy nopory
ha3HOro 1 CyMMapHOro Toka CeTW, CEKyH/.

[vanasoH 3Ha4yeHun napameTpa: 0..99 c.
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6) “highDelay_L1", “highDelay_L2", “highDelay_L3", “highDelay_Sum” — Talimep 3agepxXku aBapuv Mo BepxHemy
nopory ¢asHoro 1 CyMMapHOro Toka CeTu, CeKyHA.
[vanasoH 3Ha4yeHun napameTpa: 0..99 c.

7) “log_L1", “log_L2", “log_L3", “log_Sum” — conar paspeLueHusi/3anpeTa 3anmcu B XXypHan coObiTuiA No ha3HoMy U
CYMMapHOMY TOKY CETW.
BoamoxHble 3HauyeHust napameTpa: “disabled” — 3anuck 3anpelleHa, “enabled” — 3anuck paspelueHa.

2.30.4 OOBekT “pwr_coeffs_cfg”

OOGbeKT CoAepPXKUT HACTPOWKN KO3XDPULNEHTOB TpaHCHOPMaLIMM MO TOKY U HAMPSHXKEHWIO:
1) “object” - umsa obbekTa (coBnagaeT ¢ MMeHeM obbekTa json).

3HadveHune napameTpa: “ pwr_coeffs_cfg”.

2) “u_coeff’ — koachdmumneHT TpaHchopmaLmm No HANPSPKEHUIO.

3) “i_coeff’ — koadhdmLUMeEHT TpaHcdOpMaLIMK MO TOKY.

2.31 ®ann POST 3anpoca Ansa 3anMcu HacTpoeKk MoaynsA WU3MepeHusi napameTpoB 3NEeKTPONUTaHUA
Iprotect/pwr_cfg_p.json

[aHHbIn dann ocTyneH Ans 3anucu.

dann npegHasHayeH ansa 3anMcu HacTpoek MOAYNSA KOHTPONS NnapaMeTpoB 3MeKTPONUTaHus.

2.31.1 WNmsa gadHbix POST pns 3anucu napameTpoB cpabaTbiBaHWS aBapUMHOW CUrHanm3auuyM Nno 4acToTe CETU:
pwr_freq_cfg.

lMepeyeHb NapameTpoOB Ans 3anucy npeacTaBneH B nognyHkTax 2) — 5) n.n. 2.30.1 npunoxenus b.
Mpumep aaHHbIx POST 3anpoca:
pwr_freq_cfg={“low”:“45.00”, “high”:”55.00"}

2.31.2 Nma panHbix POST pgna 3anvcy napameTpoB cpabaTtbiBaHWs aBapuAHOW CUrHanu3aumm no ¢asHoMy
HanpsbkeHuto ceTu: pwr_volt_cfg.

lMepeyeHb NapameTpoOB Ans 3anucy npeacTaBneH B noanyHkTax 2) — 5) n.n. 2.30.2 npunoxenus b.
Mpumep aaHHbIX POST 3anpoca:
pwr_volt_cfg={*“low_L17:200.000”, “high_L1":7250.000”,“low_L2":“200.000”, “high_L2”:7250.000"’}

2.31.3 Nmsa panHbix POST gnsa 3anucu napameTpoB cpabaTtbiBaHWs aBapuMWHOW curHanusaumu no asHomy wu
CyMMapHOMY TOKy ceTu: pwr_curr_cfg.

lMepeyeHb NapameTpoOB Ans 3anucy npeacTaBneH B noanyHkTax 2) — 7) n.n. 2.30.3 npunoxenus b.
Mpumep aaHHbIX POST 3anpoca:

pwr_curr_cfg={“low_L1”:“5.000”, “high_L1”:712.000”,“low_L2":“3.000”, “high_L2":"45.000’}
2.31.4 Wwmsa gaHHbix POST gnga 3anncn koadouumneHToB TpaHcdopmaumm No ToKy 1 HanpsbkeHuto: pwr_coeffs_cfg.
lMepeyeHb NapameTpoOB Ans 3anucy npeacTaBneH B nognyHktax 2), 3) n.n. 2.30.4 npunoxexus b.
Mpumep aaHHbIx POST 3anpoca:

pwr_coeffs_cfg={“u_coeff’:“1000”,“i_coeff’:“1000”’}

2.32 ®awnn HacTpoek penenHoro Bbixoaa /protect/routput_cfg.json
[aHHbIN dhann OoCTyNeH TONbKO ANS YTEHUs

dann coaepXnT HaCTPOMKN penemnHoro Bbixoaa

2.32.1 OO6BekT “routput_config”
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4veHune napameTpa: “routput_config”.

2) lMapameTpbl no nognyHktam 4) — 9) n.n. 2.4.1 npunoxexus b.

2.33 ®awnn POST 3anpoca Ans 3anucu HacTpoek penenHoro Bbixoaa /protect/routput_cfg_p.json
[aHHbI dann ocTyneH Ans 3anucu.

dann npegHasHaveH Ans 3anncu HacTPOEK penenHoro Boixoaa.

2.33.1 WNwmsa gaHHbix POST gnsa 3anucm routput_config.

lMepeyeHb NapameTpoOB Ans 3anucy npeacTaBneH B noanyHktax 4) — 9) n.n. 2.4.1 npunoxexus b.
Mpumep aaHHbIX POST 3anpoca:

routput_config={“maction”:“disabled”,“timer_set”:“0”,“name”:“pene 1”,“source”:[“tcp-control 4”,“disabled”,
“disabled”,“disabled”,“disabled”,“disabled”,“disabled”,“disabled”,“disabled”,“disabled”],“action”:[“on”,
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“disabled”,“disabled”,“disabled”,“disabled”,“disabled”,“disabled”,“disabled”,“disabled”,“disabled”],
“log”:“enabled”}

Mpumep aaHHbIXx POST 3anpoca (py4Hoe ynpaBrieHne BbIXO4OM C 3aaHHbIM TaluMepom):
routput_config={“maction”:“on”,“timer_set”:“10”}

2.34 ®ann HacTpoek undpoBbIx gaT4ymMkoB /protect/sensors_cfg.json

[aHHbIN dhann OoCTyNeH TONbKO ANS YTEHUs
dann coaepXnT HaCTPOMKKN LUPPOBLIX 4aTYNKOB

2.34.1 MaccuB obbekToB “sensors_config”
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3Ha4veHune napameTpa: “sensors_config”.
2) MapameTpbl no nognyHktam 2), 7) — 13) n.n. 2.6.1 npunoxexus b.

2.35 ®awnn POST 3anpoca ans 3anucu HacTpoek uncdpoBbIix AaTtymkoB /protect/sensors_cfg_p.json
[aHHbI dann gocTyneH Ans 3anucu.

dann npegHasHayeH Ans 3anncn HacTpoek LUAGPOBLIX 4aTYNKOB.

2.35.1 Nmsa gaHHbix POST ang sanucu sensors_config.

lMepeyeHb NapameTpoOB Ans 3anucy nNpeacTaBneH B nognyHkTax 2), 7) — 13) n.n. 2.6.1 npunoxexus b.

Mpumep aaHHbIx POST 3anpoca:

sensors_config =[{“id”:“1”,“name”:“Temnepartypa 1”,“low”:“-10.0”,“high”:“45.0”,“hyst”:“1.0”,“dtimer”:“5”,
“log”:“enabled”,“trigen”:“disabled”}]

2.36 ®awnn crtatyca 61OKMPOBKM aBTOMaTU4Ye€CKOro OTK/IF0UYeHUA aBapumn LM poBbIX AaTYNKOB

Iprotect/sensors_trig.json

[aHHbI dhavin AOCTYNeH ansa YteHus / 3anvcu.
dann cogepnT gaHHble CTaTycoB OIOKMPOBKM aBTOMATUYECKOTO OTKITHOYEHNST aBapun LIMGPOBbLIX AATHYNKOB.

2.36.1 MaccuB o6bekToB “sensors_trig”.
1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4veHue napameTpa: “sensors_trig”.
2) “id” — nHgekc gMCcKpeTHOro BxoAa B jSon MaccuBe.
[vanasoH 3Ha4yeHun napametpa: 1..13.
3) “status” — ctaTyc GrIOKMPOBKM aBTOMATMYECKOrO OTKIIOYEHMS aBapun LMPOBOro gaTymka.
Bo3moxHble 3HadeHus napameTpa: ‘inactive” — HeakTMBHO (aBTOMaTM4ecKkasi OTMEHa aBapuiA He OTKItoYeHa, nnbo
aBapusl OTCyTCTBYeT), “active” — aBToMaTMyeckass OTMEHa aBapui OTKIOYEHa, OAaTYMK HaxoOuTCs B aBapUMHOM
coCTOsIHMM (COPOC aBapuIHOrO COCTOSIHMSA HEBO3MOXEH); “active_rst” — aBTomaTnyeckas oTMeHa aBapuin OTKITIOYEHa,
OaTyYMK HaXoauTCs B cTaTyce aBapum (BO3MOXXeH COpOC aBapMMHOro COCTOSIHUSA).
Mpumep aaHHbIX POST 3anpoca anst copoca aBapuinHOro COCTOSIHUS:
sensors_trig=[{“id”:“1”,”status”:“inactive”}]

2.37 ®awnn Hactpoek SMTP (Email) /protect/smtp_cfg.json

[aHHbIN dhainn JOCTyNeH TONbKO AN YTEHUS.

dann cogepxuT gaHHble HacTpoek SMTP knveHTa.

2.37.1 OObekT “smtp_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4veHune napameTpa: “smtp_config”.

2) “logs” — pa3pelueHne OTnpaBkM COOBLLLEHUI XXypHana cobbiTuin No npoTokony SMTP.
Bo3moxHble 3HayeHusi napameTpa: “disabled” — oTnpaBka cooOuweHuid oTknoveHa, “enabled” — oTnpaBka
COODLLIEHUN BKMNIOYEHA.

3) “server’ —agpec SMTP cepsepa. [InnHa cTpokn He Bornee 64-x CUMBOMOB.

4) “secure” — NPOTOKON LWNCpPOBaAHUS.
Bo3MmoXHble 3HayeHMs1 napameTpa: “no” — coeauHeHne 6e3 wudpoBaHus, “tls” — coeguHeHne no npotokony TLS,
“starttls” — coegnHerne no npotokony STARTTLS.

5) “port” — Homep nopta SMTP cepBepa 4ns NOAKIHOYEHUS.
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Bo3aMoXHble 3Ha4eHnsa napameTpa: “25”, “465”, “587”.

6) “helo” — ncnons3oBatb komaHay HELO Bmecto EHLO.
BosmoxHble 3HaueHus napameTpa: “disabled” — ncnonbsosate komaHgy EHLO, “enabled” — ncnonb3osatb komaHgy
HELO.

7) “login” — nMsa Nonb3oBaTens s asTopm3aunm Ha cepsepe SMTP. [InuHa cTpoku He 6onee 48-Mu CUMBOOB.
8) “password” — naponb ans aBTopusaummn Ha cepsepe SMTP. [nnHa cTpoku He 6onee 48-mMy CMMBOIOB.

9) “auth” — TMn aBTOPM3aUUN.
Bo3moxHble 3HaveHuss napameTpa: “auto” — aBToMaTuyeckuii Bbibop, “plain” — aBTopusaumss PLAIN, “login” —
aBTopu3aums LOGIN.

10) “from” — MMSA NOYTOBOrO fLLMKa B Nore oTnpaBuTenb. nuHa cTpoku He 6onee 48-Mu CUMBOOB.
11) “to” — uMsi NOYTOBOrO fALLMKA B None nonyvatens. [nvHa cTpoku He 6onee 48-mMy CMMBOJIOB.

12) “subject’ — TekcT B none Tembl coobLueHni. [nnHa cTpokn He 6onee 48-Mn CMMBOSOB.

13) “logp” — NnepMoguYHOCTb OTMPABKU COOBLLEHNI XXypHana.

[unanasoH 3HavyeHun napameTtpa: 0..99 MUHYT

14) “language” — A3blk COOOLLEHUI XXypHara.
Bo3amMoxHble 3HauYeHnst napameTpa: “ru” — pycckuin a3blK, “en” — aHrmMUNCKNi s3bIK.

2.38 ®awnn POST 3anpoca ansa 3anucu Hactpoek SMTP (Email) /protect/smtp_cfg_p.json

[aHHbIn dann ocTyneH Ans 3anucu.
dann npegHasHaveH ons 3anncu Hactpoek SMTP knveHTa.
2.38.1 Wwmsa gaHHbix POST gnga sanvcm smtp_config.
lMepeyeHb NapameTpoB Ans 3anucy npeacTasneH B noanyHkTax 2) — 14) n.n. 2.37.1 npunoxexus bB.
Mpumep aaHHbIx POST 3anpoca:
smtp_config= {“logs”:“enabled”,“server”:“smtp.mail.ru”,“secure”:“starttls”,

LN 1]

“port”:“587”,“helo”:“disabled”,“login”:“mail@mail.ru”,“password”:“qwerty123”,“auth”:“auto”,

LN 1] LN 13

“from”:“mail@mail.ru”,“to”:“mail@mail.ru”,“subject”:“Message”,“logp”:“0”,“language”:“ru”}
2.39 ®awnn cratyca oTnpaBKku TecToBoro coobueHuss SMTP (Email) /protect/smtp_status.json

[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.
dann cogepx1T gaHHble ctaTyca coeguHeHus ¢ SMTP cepeepom.
2.39.1 OObekT “smtp_status”. [NocneaHun 3adonKCMPOBaHHLINA CTATyC OTMNPaBKN COOOLLEHWIA.
Bo3moXHble 3Ha4YeHnss napameTpa:
“not_init" — He MHMLUManNn3npoBaH;
“initialized” — moaynb nHULManNn3npoBaHx;
“init_error’ — owmbka nHnynanunsaumm;
“sent” — coobLLeHne OTNPaBIEHO;
“sending” — oTnpaBka coobLLeHus;
“server_error’ — oLumMbka cepBepa;
“auth_required” — TpebyeTcs aBTOPM3aLUS;
“config_error’ — owmnbka koHdUrypaumu;
“dns_error’ — owmbka obpaiieHusa k DNS cepsepy;
“socket_error’ — ounmbka OTKPbITUSI COKETa;
“‘connection_timeout” — TanmayT nogknoveHus;
“tIs_init_error’ — owmnbka nHnunanusauum TLS;
“answer_error’ — ounmbka oTBeTa cepBepa;
“‘connection_reject” — nogknio4eHne OTKNOHEHO CepBEPOM;
“‘connection_closed” — nogkntoyeHre 3aKpbITo;
“hello_reject” — komanga HELO (EHLO) oTknoHeHa cepBepowm;
“auth_unknown” — HEM3BECTHbI TUM aBTOpPM3aLNK;
“auth_reject” — aBTOpM3auusa oTKNOHEHa cepBepOM;
“auth_error’ — ounbka aBTopmsaumu;
“starttls_reject” — komaHga STARTTLS oTknoHeHa cepBepoMm;
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“starttls_failed” — owmnbka cBa3n no npotokony STARTTLS;
“starttls_timeout” — TaiimayT cBA3m no npotokony STARTTLS;
“mail_data_reject” — Teno coobLueHne oTKNOHEHO CEPBEPOM;
“configuration_changed” — nameHeHbl HacTporikn SMTP;
“internal_error’ — BHyTpeHHss1 owumbka SMTP;
“sending_aborted” — oTnpaBka coobLLieHnsa npepBaHa;

2.40 ®awnn HacTtpoek SNMP /protect/snmp_cfg.json
[aHHbIN chainn JOCTYNeH TONbKO AN YTEHUS.

dann cogepxuT aaHHble HacTpoek SNMP areHTa.
2.40.1 OOBekT “snmp_config”.

1) “object”’ — uma obbekTa (coBnagaeT ¢ MeHeM 06beKTa json).
3Ha4veHune napameTpa: “snmp_config”.

2) “enable_v1_2c” — paspelueHne paboTbl no npotokonam SNMP v1, v2c.
Bo3moxHble 3HaveHuss napametpa: “disabled” — npotokonsl SNMP v1, v2c oTknoyeHsbl, “enabled” — npoTtokonel
SNMP v1, v2c 3a4e/CTBOBaHbI.

3) “enable_v3" — paspelueHne paboTbl no npotokony SNMP v3.
BoamoxHble 3HaueHust napameTpa: “disabled” — npotokon SNMP v3 oTtkntoueH, “enabled” — npotokon SNMP v3
3a[1e/ICTBOBaH.

4) “read_comm” — mogudumkaTop (community) Ha uyTeHne no npotokonam SNMP v1, v2c. [nuHa cTpokn He Gonee
16-Tn cMMBONOB.

5) “write_comm” — mogndmkaTop (community) Ha 3anmcb no npotokonam SNMP v1, v2c. [inMHa cTpoku He Gonee
16-Tn cMMBONOB.

6) “ip” — maccuB 13 5-Tn JOBEPEHHbIX ip-agpecoB B OPMATE “XXX.XXX.XXX. XXX

2.40.2 OObekT “snmpV3_config”.

1) “object”’ — uma obbekTa (coBnagaeT ¢ MeHeM 06beKTa json).
3Ha4veHue napameTpa: “snmpV3_config”.

2) “usm” — maccuB un3 2-x MmeH none3oBatenent SNMP v3. [InuHa ctpokn He 6onee 31 cumBona.
3) “auth” — maccuB u3 2-x naponewn astopusaumm SNMP v3. [InuHa cTpokn He B6onee 19-Tn CMMBONOB.
4) “auth_type” — maccuB 13 2-x Tunos astopusauum SNMP v3.

Bo3aMoxHble 3HadeHnsa napameTpa: “no auth”, “md5”, “sha1”, “sha256”, “sha512”.
5) “priv’ — maccuB 13 2-x naponen wudposaHua SNMP v3. [invHa cTpokn He 6onee 19-Tu CMMBOMOB.
6) “priv_type” — maccuB 13 2-x TunoB wuncpposaHua SNMP v3.

BoamoxHble 3HaueHnst napameTpa: “no priv’, “des”, “aes”, “aes192”, “aes256”.
7) “engine” — 3HaueHne SNMP v3 Engine ID.
2.40.3 OObekT “trap_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4veHune napameTpa: “trap_config”.

2) “version” — Bepcuss SNMP gns oTnpaBku Tpanos.

” o« LI "«

BoamoxHble 3HaueHust napameTpa: “snmpv1’; “snmpv2c’, “ snmpv3”, “none”.

3) “language” — s13bIk COOBLLEHMI TPamMOB.
Bo3amMoxHble 3HauYeHnst napameTpa: “ru” — pycckuin a3blK, “en” — aHrMUNCKNA S3bIK.

4) “comm” — mogucukatop (community) Ha oTtnpaBky TpanoB no npotokoniam SNMP v1, v2c. nuHa CcTpokM He
6onee 16-TM CMMBOIOB.

5) “usm” — umsa nonb3osatensa SNMP v3 ans otnpasku Tpanos. [AnuHa cTpokn He 6onee 31 cumBona.
6) “auth” — napone aBTopm3auun SNMP v3 ans otnpasku Tpanos. [AnnHa cTpoku He 6onee 19-Tn CMMBOIOB.
7) “auth_type” — Tvn aBTopmsauum SNMP v3 anst oTnpasBku Tpanos.

Bo3aMoxHble 3HadeHnsa napameTpa: “no auth”, “md5”, “sha1”, “sha256”, “sha512”.
8) “priv’ —naponb wmndgposaHus SNMP v3 onsa otnpaBky Tpanos. [JniMHa cTpokn He bonee 19-Tn CUMBOIOB.
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9) “priv_type” — Tun wudpoBarHua SNMP v3 ansa otnpaBku Tpanos.
BoamoxHble 3HauyeHnst napameTpa: “no priv’, “des”, “aes”, “aes192”, “aes256”.

10) “ip” — maccuB u3 5-Tu ip-agpecoB AN pacchikvM TPanoB B hopMaTe “XXX.XXX.XXX.XXX”.

11) “trap_if’ — HacTporka oTnpaBku TpanoB Npu OLWMOKe MapLIpyTM3aunm.
Bo3moxHble 3HavyeHust napameTpa: “all” — oTnpaenaTe Tpanbl Bo Bce MHTepderickl, “default’— otnpaBnaTe Tpanbl B
WHTepdenc B COOTBETCTBMM C MapLLpyTU3aLnen.

2.41 ®awnn POST 3anpoca ansa 3anucu Hactpoek SNMP /protect/snmp_cfg_p.json

[aHHbIn dann gocTyneH Ans 3anucu.

dann npegHasHaveH ang 3anncy Hactpoek SNMP areHTa.

2.41.1 WNwmsa gaHHbix POST gnsa 3anncu snmp_config.

lMepeyeHb NnapameTpoOB Ans 3anucy npeacTaBneH B noanyHkTax 2) — 6) n.n. 2.40.1 npunoxenus b.
Mpumep aaHHbIx POST 3anpoca:

snmp_config={“enable_v1_2c”:“enabled”,“enable_v3”:“enabled”,“read_comm”:“public”,
“write_comm”:“private”,“ip”:[“255.255.255.255”,“0.0.0.0”,“0.0.0.0”,0.0.0.0”,0.0.0.0”"] }

2.41.2 WNwms gaHHbix POST gnsa 3anncn snmpV3_config.

lMepeyeHb NapameTpoOB Ans 3anucy nNpeacTaBneH B NnoanyHkTax 2) — 6) n.n. 2.40.2 npunoxexus b.

Mpumep aaHHbIX POST 3anpoca:
snmpV3_config={“usm”:[“a12345678”,“ ”],“auth”:[“a012345678”,“ ”],“auth_type”:[“sha1”,“no auth™],
“priv”:[“a234567890”,“ ”],“priv_type”:[“aes”,“no priv’] }

2.41.3 Wwmsa pgaHHbix POST gns 3anucu trap_config.

lMepeyeHb NapameTpoB Ans 3anucy npeacTasneH B noanyHkTax 2) — 11) n.n. 2.40.3 npunoxexus bB.

Mpumep aaHHbIX POST 3anpoca:
trap_config={“version”:“snmpv3”,“language”:“en”,“comm”:“public”,“usm”:“a12345678”,
“auth”:“a012345678”,“auth_type”:“md5”,“priv”’:“a234567890”,“priv_type”:“des”,
“ip”:[“192.168.10.151”,“0.0.0.0”,“192.168.200.13”,“192.168.10.141”,0.0.0.0”’],“trap_if":“all” }

2.42 ®ann HacTtpoek SSH /protect/ssh_cfg.json

[aHHbIN dhainn JOCTyNeH TONbKO AN YTEHUS.

dann cogepxuT faHHble HacTpoek SSH cepaepa.

2.42.1 MaccuB obbekToB “ssh_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3Ha4veHune napameTpa: “ssh_config”.

2) “id” — uHgekc obbekta SSH B json maccuBe.

[wnanasoH 3Ha4yeHun napameTpa: 1..3.

3) “user” — ums nonb3oBatenst SSH. [invHa cTpokn He 6onee 64-x CMMBOSIOB.

4) “password” — naponb aBTopm3auum SSH. [InnHa cTpoku He Gonee 64-x CUMBOIOB.

5) “keytype” — Tun knioya SSH.

Bo3moxHble 3HaveHus napametpa: “---", “dss”, “rsa’, “ecdsa’, “ed25519”, “dss-cert-v01”, “rsa-cert-v01”, “ecdsa-

nistp256”, “ecdsa-nistp384”’, “ecdsa-nistp521”’, “ecdsa-nistp256-cert-v01”, “ecdsa-nistp384-cert-v01”,

“‘ecdsa-nistp521-cert-v01”, “ed25519-cert-v01”, “sk-ecdsa”, “sk-ecdsa-cert-v01”’, “sk-ed25519”, “sk-ed25519-cert-v01”.

6) “key” — kntoy SSH. [InuHa cTpoku He 6onee 768 cMMBONOB.

2.43 ®aun POST 3anpoca ans 3anucu HacTtpoek SSH /protect/ssh_cfg_p.json

[aHHbIn dann gocTyneH Ans 3anucu.

dann npegHasHadeH ans 3anmcun Hactpoek SSH cepeepa.

2.43.1 WNwmsa gaHHbix POST gna sanucn ssh_config.

lMepeyeHb NapameTpoOB Ans 3anucy npeacTaBneH B NoanyHkTax 2) — 6) n.n. 2.42.1 npunoxenus b.

Mpumep aaHHbIx POST 3anpoca:
ssh_config=[{*“id”:“1”,“user”:“admin”,“password”:“passw”}]

2.44 ®ann HacTtpoek SYSLOG /protect/syslog_cfg.json



[aHHbIN chainn JOCTyNeH TONbKO AN YTEHUS.

dann cogepxuT gaHHble HacTpoek SYSLOG knueHTa.

2.441 OO6nbekT “syslog_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3Ha4veHune napameTpa: “syslog_config”.

2) “enable” — paspelueHne oTnpaBku coobLLEHNI )XypHana cobbiTnii Ha cepeep SYSLOG.
Bo3amoxHble 3HayeHusi napameTpa: “disabled” — oTnpaBka coobuweHnii oTknoveHa, “enabled”
COODLLIEHUN BKMNIOYEHA.

3) “server’ —agpec SYSLOG cepBepa. [innHa cTpoku He Bornee 64-x CUMBOIIOB.

4) “port”’ — Homep nopta SYSLOG cepBepa Anst NoAKMYeHUs.

[unanasoH 3HavyeHun napameTpa: 1..65535.

5) “transport” — TpacnopTHLIN NPOTOKON AN OTNPaBKWA COOBLLEHWNIA.

” o, ”

Bo3aMoxHble 3Ha4eHna napameTpa: “‘udp”, “tep”.

6) “language” — s13bIK COOBLLEHMI XypHana.
Bo3amMoxHble 3HauYeHnst napameTpa: “ru” — pycckuin a3blK, “en” — aHrMUNCKNA S3bIK.

2.45 ®aun POST 3anpoca ana 3anucu Hactpoek SYSLOG /protect/syslog_cfg_p.json
[aHHbIn dann ocTyneH Ans 3anucu.

dann npegHasHaveH ans 3anncy Hactpoek SYSLOG knuveHTa.

2.451 Wmsa ganHbix POST anga sanucu syslog_config.

lMepeyeHb NapameTpoOB Ans 3anucy npeacTaBneH B NoanyHkTax 2) — 6) n.n. 2.44.1 npunoxenus b.
Mpumep aaHHbIX POST 3anpoca:
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oTnpaBka

syslog_config={“enable”:“enabled”,“server’:“192.168.2.1”,“port”:“514” “transport”:“udp”,“language”:“ru”}

2.46 ®awnn ctatyca otnpaBku SYSLOG coobuweHunn /protect/syslog_status.json

[aHHbIN dhainn JOCTyNeH TONbKO AN YTEHUS.
dann cogepX1T gaHHble ctaTyca coeguHeHus ¢ SYSLOG cepBepom.
2.46.1 OOBekT “syslog_status”. [NocnegHuin 3adoMKCPOBaHHBIV CTATyC OTMPaBKN COOOLLEHWIA.
Bo3MmoXHble 3Ha4YeHns napameTpa:
“not_init" — He MHMLUManNn3npoBaH;
“initialized” — moaynb nHULManNn3npoBaHx;
“init_error’ — owmbka nHnynanunsaumm;
“sent” — coobLLieHne OTNPaBIEHO;
“sending” — oTnpaBka coobLLeHus;
“server_error’ — oLumMbka cepBepa;
“dns_error’ — owmbka obpaiieHusa k DNS cepsepy;
“socket_error’ — ounmbka OTKPbITUSI COKETA;
“‘connection_timeout” — TanmayT nogkntoveHus;
“‘connection_reject” — nogknio4eHne OTKNOHEHO CepBEPOM;
“‘connection_closed” — nogkntoyeHre 3aKpbITo;
“configuration_changed” — namexeHbl HacTporikn SYSLOG;
“internal_error’ — BHyTpeHHsst owmbka SYSLOG;
“sending_aborted” — oTnpaBka coobLLieHnsa npepBaHa;

2.47 ®ann HacTtpoek TELNET /protect/telnet_cfg.json
[aHHbIN dhainn JOCTyNeH TONbKO AN YTEHUS.

®ann copgepxnt aaHHble HacTpoek TELNET cepsepa.
2.47.1 MaccuB obbekToB “telnet_config”.

7) “object’ — nvs o6bekTa (coBnagaeT c MMeHeM 0ObeKTa json).
3Ha4veHune napameTtpa: “telnet_config”.

8) “id” — nHpoekc obbekta TELNET B json maccuse.
[unanasoH 3HavyeHun napameTpa: 1..2.
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9) “user” — nms none3oBatens TELNET. [InuHa ctpokn He 6onee 16-Tn CUMBOIOB.
10) “password” — naponb aBTopu3aumm TELNET. [nuHa cTpoku He 6onee 16-Tn CMMBOIIOB.

2.48 ®aun POST 3anpoca ans 3anucu Hactpoek TELNET /protect/telnet_cfg_p.json

[aHHbIn dann gocTyneH Ans 3anucu.

dann npegHasHadeH ang 3anncu Hactpoek TELNET cepsepa.

2.48.1 WNwms pgaHHbix POST gns 3anucu telnet_config.

lMepeyeHb NapameTpoOB Ans 3anucy npeacTaBneH B noanyHkTax 2) — 4) n.n. 2.37.1 npunoxenus b.

Mpumep aaHHbIX POST 3anpoca:
telnet_config=[{“id”:“1”,“user”’:“admin”,“password”:“passw’}]

2.49 dann HacTpoek Telegram Bot /protect/tgbot_cfg.json

[aHHbIN dhainn JOCTYNeH TONbKO AN YTEHUS.
dann cogepxuT gaHHble HacTpoek Telegram Bot.
2.49.1 OO6mbekT “tgbot_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HaueHune napametpa: “tgbot_config”.

2) “enable” — paspelueHne paboTtbl Telegram Bot.
BoamoxHble 3HaueHust napameTpa: “disabled” — Telegram Bot oTkntodeH, “enabled” — Telegram Bot BkntoyeH.
3) “host” — agpec Telegram Bot cepBepa. [InuHa cTpoku He 6onee 96-Tn CMMBOSIOB.

4) “timeout” — TarimayT long poll.

[vanasoH 3Ha4yeHun napametpa: 1..999.

5) “language” — s13bIK COOBLLEHMI XKypHana.

Bo3amoxHble 3HauYeHnst napameTpa: “ru” — pycckuin a3blK, “en” — aHrMUNCKNA S3bIK.
2.49.2 MaccuB obbekToB “tgusers_config’.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).

3HaueHune napamertpa: “tgusers_config”.

2) “id” — uHaekc ob6bekTa nonb3oBaTend B json Maccuse.

[vanasoH 3Ha4veHun napametpa: 1..10.

3) “userid” — id nonb3oBarens telegram.
3Ha4veHune 0 — nonb3oBaTenb yaaneH

4) “name” — nms nonb3osaTtens telegram.

5) “logen” — paspelueHne oTnpaBkM cOOBLLLEHU XypHana cobbiTuin yepes Telegram Bot.

Bo3amoxHble 3HayeHusi napameTpa: “disabled” — oTnpaBka cooOuweHuii oTknoveHa, “enabled” — oTnpaBka
COODLLIEHUN BKMNIOYEHA.

6) “wrten” — pa3pelueHue npuema komaHzg OT nosnb3oBaTtenst Yyepes Telegram Bot.
BoamoxkHble 3HadeHna napameTpa: “disabled” — npnem komaHg oTkntoYeH, “enabled’ — npuem KomMaHa BKIOYEH.

2.50 ®awnn POST 3anpoca ans 3anucu HacTpoek Telegram Bot /protect/tgbot_cfg_p.json

[aHHbI dann ocTyneH Ans 3anucu.

dann npegHasHayeH Ans 3anncu HacTpoek Telegram Bot.

2.50.1 Nmsa ganHbix POST ans sanucu tgbot_config.

lMepeyeHb NapameTpoOB Ans 3anucy npeacTaBneH B noanyHkTax 2) — 5) n.n. 2.49.1 npunoxenus b.

Mpumep aaHHbIx POST 3anpoca:
tgbot_config={“enable”:“enabled”,
“host”:“https://api.telegram.org/bot5735941231:AAHjSa_yl5JorSyGSSn3GLYrimnqwertyQ”,
“timeout™:“60”, “language”:“ru”}

2.50.2 WNmsa gaHHbix POST anga sanucu tgusers_config.

lMepeyeHb NapameTpoOB Ans 3anucy nNpeacTaBneH B nognyHkTax 2), 3), 5), 6) n.n. 2.49.2 npunoxexus b.

Mpumep aaHHbIX POST 3anpoca:

tgusers_config=[{“id":“1”,“logen”:“disabled”,“wrten”:“enabled”}]



2.51 ®awnn cratyca coeguHeHus Telegram Bot /protect/tgbot_status.json

[aHHbIN chann JOCTYNeH TONbKO AN YTEHUS.
dann coaepXnT AaHHble cTaTyca coeanHeHus ¢ Telegram cepeepom.
2.51.1 OObekT “tgbot_status”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HadveHune napameTpa: “tgbot_status”.

2) “password” — naponb fobaeneHns nonb3oBartens telegram.

3) “status” — ctaTyc coeguHeHus ¢ cepeepom Telegram.
Bo3moXHble 3Ha4YeHNs1 napameTpa:
“uninitialized” — mogyne Telegram Bot He nHMLKManNn3npoBaH,
“‘disabled” — mogynb Telegram Bot oTkrtoueH,
“dns_error’ — owmnbka DNS cepBepa,
“socket_error’ — owinbka cokeTa,
“tIs_init_error’ — owmnbka nHnunanusauum TLS,
“tls_conn_error’ — ownbka TLS coeanHeHus,
“‘connecting’ — coeguHeHne ¢ cepBepom,
“updating” — coegnHeHne yctaHoOBNEHO, OOHOBMNEHUE AaHHbIX B NMpoLecce,
“conn_error’ — ownbka coeanHeHus.

2.52 ®ann HacTpoeKk CUCTeMHOro BpemMeHu yctporcTtBa /protect/time_cfg.json

[aHHbIN dhann JOCTYNeH TONbKO AN YTEHUS.
dann coaepXnT AaHHble HACTPOEK CUCTEMHOIO BpeMEeHU YCTPOMCTBA.
2.52.1 OObekT “time_data”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3HaveHne napameTtpa: “time_data”.

2) “time” — Tekywee Bpemsa ycrponcTtea B oopmate “OO.MM.IT / yy.mm.cc”.
2.52.2 OOBekT “sntp_config”.

1) “object” — ums obbekTa (coBnagaeT ¢ UMeHeM 06bekTa json).
3Ha4veHune napameTpa: “sntp_config”.
2) “enable” — BkntoveHne 06HOBEHNSI BpeMeHU ¢ cepBepa SNTP.

BoamoxHble 3HadeHnsa napameTpa: “disabled” — BbikntoveHo, “enabled” — Bknto4eHo.

3) “server’ —agpec SNTP cepepa. [InnHa cTpoku He Gonee 64-x CUMBOIIOB.

4) “period” — nepuog 0O6HOBNEHMS BPEMEHMW.
[nana3soH 3HayeHnn napameTpa: 5..600 cekyHA.

5) “timezone” — yacoBon nosc. MonHbIV CIMCOK YacoBbIX NOSCOB HaxoauTcs B cbanne /srcljs/tzones.js
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2.53 ®ann POST 3anpoca Ans 3anucu HacTpoek CUCTEMHOro BpeMeHu ycTponcTtBa /protect/time_cfg_p.json

[daHHbI dhanin JocTyneH ans 3anucu.
dann npegHasHaveH ons 3anncu HaCTPOEK CUCTEMHOIo BPEMEHN YCTPONCTBA.
2.53.1 Wwms paHHbix POST ans 3anuvcu time_data.

MepeyeHb NnapaMeTpoB AN 3anncy NpeacTaBneH B noanyHkTe 2) n.n. 2.52.1 npunoxenus b.

Mpumep aaHHbIX POST 3anpoca:
time_data={“time”:“02.03.25 / 15:43:22}
2.53.2 Wwmsa gaHHbix POST gnga sanvcn sntp_config.

[MepeyeHb NnapameTpoB Ans 3anucy NpeacTaBneH B NoanyHkTax 2)-5) n.n. 2.52.2. npunoxeHns b

Mpumep aaHHbIX POST 3anpoca:

sntp_config={“enable”:“enabled”,“server”:“pool.ntp.org”,“period”:“120”,
“timezone”:“Europe/Moscow (MSK-3)"}

3  Mpumepbl GET n POST 3anpocoB
3.1 Mpumepbl GET 3anpoca cpanna gaHHbIX
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HTTP 3anpoc danna lindex.json ¢ naponem yaaneHHoro goctyna YHmMUCGGBOSY 1NGc99NycYBOF:

GET /index.json?id_token=YHMUCGGBOSY1NGc99NycYBOF HTTP/1.1
Accept: */*
Host: 192.168.200.200

HTTP 3anpoc daiina Iprotect/sensors_cfg.json ¢ naponem yganenHoro goctyna YHmMUCGGBOSY 1NGc99NycYBOF:

GET /protect/sensors_cfg.json?id_token=YHmMUCGGBOSY1NGc99NycYBOF HTTP/1.1
Accept: */*
Host: 192.168.200.200

3.2 Mpumep POST 3anpocoB chana HacTpoek

HTTP 3anpoc ycTtaHoBKu HacTpoek uudpoBoro gatdvka Temnepatypbl Ne2 (cdann /protect/sensors_cfg_p.json) c
naponem yganenHoro goctyna YHmUCGGBOSY 1NGc99NycYBOF:

POST /protect/sensors_cfg_p.json?id_token=YHMUCGGBOSY1NGc99NycYBOF HTTP/1.1
Content-Length: 141
Host: 192.168.200.200

sensors_config=[{“id”:“2”,“name”:“Oatuuk 2”,“low”:“-10.0”,“high”:“45.0”,“hyst”:“1.0”,“dtimer”:“3”,
“trigen”:“disabled”,“log”:“enabled”}]

HTTP 3anpoc py4yHOro ynpaeneHusi penerHbiM Boixogom (cann /protect/routput_cfg_p.json) c naponem yaanéxHHoro
poctyna YHmUCGGBOSY 1NGc99NycYBOF:

POST /protect/routput_cfg_p.json?id_token=YHmMUCGGBOSY1NGc99NycYBOF HTTP/1.1
Content-Length: 47
Host: 192.168.200.200

routput_config={“maction”:“on”,“timer_set”:“0”}



